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1 APPLICATION OVERVIEW

Guard Point Pro is a sophisticated yet user-friendly security platform which transforms your
facility into a smart building. It is built around specialized modules, with each covering a
specific branch of the security such as access control, alarm management, video monitoring,
parking management, guard tours, lift control, time & attendance etc. All these modules
provide centralized security control for all types of installations irrespective of their
complexity.

The modular and scalable system capacity can handle effectively unlimited numbers of all
entities in each branch of the security - cardholders, controllers, readers, supervised alarms,
outputs, video servers, operators, access groups, security levels, etc. The system can be used
by a single company, shared by several tenants located in the same building or a multi-
building complex, and offers solutions suitable even for international companies with offices
spread over the world.

The user-friendly software is easy to configure and use, with predefined parameters for fast
installation, automatic actions and reflexes as well as a personalized report wizard. Full
information on real time alarms and events is provided in an active alarm window and live
interactive graphical maps, in the event log, and on diagnostic screens.

The user screen provides all necessary information to react immediately, with full knowledge
of the facts. Security is reinforced as alarm conditions and events automatically trigger
predefined reactions: flashing icons on relevant displayed maps, message displays and
playback of verbal instructions, alarms, CCTV or any programmed relay activation, setting
alarms on/off by zone, card invalidation, etc.

Sets of Actions (*Processes’) can be defined and invoked by the system or manually.
The system triggers processes by pre-defined events (access granted or denied, input under
alarm, scheduler, user confirmation, etc.)

A User can trigger Processes manually by opening the *Manual action’ screen and clicking on
an icon representing the Process. These Icons can also be placed on the system toolbar for
easy access.

Processes can:

e Activate Relays, arm/disarm Alarm Zones (groups of Inputs), activate
displays, play sounds or send messages, validate/inhibit cardholders,
display/record video, print reports, etc., Automatically switch off the lights
and heating in a designated area when a particular badge is read, thus
allowing for energy savings.

e  Automatically arm or disarm Alarm Zones when they are unpopulated or
accessed.
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Guard Point Pro consists of a powerful core of standard capabilities and a versatile range of
optional modules for users with particular requirements. These include specific integrations
allowing users to combine Guard Point Pro comprehensive Access Control system with
specialist functionality incorporating the latest technologies available in the market.

Alarm Monitoring / Graphic
Display

Parking

Badge Printing
Multi Company
SQL

BASIC FUNCTIONS

Access Control
Alarm Control
Basic T&A (T)
Report Wizard

OPTIONAL MODULES

Workstations
Lift
License Plate Recognition

Multi Site /Multi Polling
OPC and Modbus TCP

Guard Tours

Video
Advanced Graphics (G+)
Advanced T&A (T+)
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1.1 USING THE SYSTEM DOCUMENTATION

The system documentation is supplied with Guard Point Pro as a Microsoft HTML Help file,
designed to function as both the User Guide and as Online Help. It is designed to be used
on line — all topics are linked, so that the reader can start with the high-level description of a
feature, jump directly to see details of the screen or screens used for that function, and from
there, go to examples, specifications and technical details.

While Guard Point Pro is running, it is linked directly to the On-line Help sections, so from any
screen, the user simply presses F1, and the topics describing use of the current screen are
shown.

=
1 Introduction 1.1 Using the Documantation | —g 3 — 10 On-line Help Additional Info
1.2 Deumaniation :.-«.Q 1.3 Copyright inf (E) Eystem Screens = 11 Examgies 14 Technical
d - Indo
1.4 Main Funciions 1.5 Optional Modules A Par amtnin i = .r‘: _,‘__
¥ = (e o - -. | ™
Acceas Coniol E Evert Hardling E "“""""'EE 4 Everl Handng ﬂq‘r | :;.! .
| | fr—— i) s o oy
z : F‘-m-'LJIE CGermphics + E & Miodidia = ] .
Agaren Cortol E I 1 frame 1 — = ]
L | - :E MulbCorpary E & Commerumicatons :m J' (i
Time & [£=) f— bt T
| oo || TEA + gl uﬂ‘ T
Fisport Wizard E Atiandance (S8 E. 7 v [ P e
Guswed Patrol E T‘ﬂ =l
18 Basic Comcaphs = B Maryal Action || |
Cardholders  Badges Contoliers Alems  Ouipuls -
& i e | 4 oo % Tooks 0
Time Jorea DalliWeekly Programmas  Actions  Courlers £ Hislgi -q'ﬁ
) I e
11 MutaSiae.
2 Quick Guide fRidsssrondl
&1 Satup 22 Gastting Staried 12 Tirws e
= =) Teswd oay
2.3 Upee Ime-'!n:ﬁEE 2 4 Apceysryg Help E

The documentation file is also available as an Acrobat® .pdf file. This is fully cross-referenced
and linked, and is designed to be accessed online, but it can be printed if required.

1.2 LINKS TO ALL APPLICATION SCREENS

Note: If you got to this screen after pressing F1 for Help, you can navigate to the specific
HELP topic by clicking on the relevant entry in the table below.

1. OVERVIEW — Describing the System

Application Overview Optional Modules Optional Modules/contd
Basic Functions EventHandling Guard Tours
Access Control Graphics Parking
Alarm Control Alarm Management Lift
Report Wizard Workstations
Optional Modules/contd Optional Modules/contd Optional Modules/contd
Video/CCTV MultiCompany/MultiTenant SQL
Badge Printing Multi-site OPC/Modbus
License Plate Recognition Advanced T & A
2. QUICK GUIDE
Setting up the Application Getting Started User Interface

3 -10. SYSTEM MENUS — All the System screens
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3 — PARAMETER TAB
Computer
Networks

COM

TCP/IP

Modem

Controller

Readers

Door Control
Access Mode
Misc./Badge Format
Fingerprint

Inputs

Outputs
Local Reflexes

5 - MODULES TAB

Parking Module Introduction
Parking Lot

Parking Users Group

Parking Zone

Lift Module Introduction

Lift Programme

Lift Authorization Groups
Time and Attendance Modules

3 — PARAMETER TAB/contd.
Daily Programmes

Weekly Programmes

Holigays

Access Groups
Cardholders

General
Personal
Location
Customized
Exceptions

Schedule Access Groups
Attached Documents

5 — MODULES TAB/contd.
Badge Printing Module
Graphics + Module Introduction
Symbol Builder

Position (G+)

Active Alarms (G+)

GuardPatrol Module Intro.
Guard

Checkpoint

T&A Stanaard Module
T&8A T+ Module
Video

DVR

Camera

8 — MANUAL ACTION TAB
Crisis Level

Relays Control
Execute Processes

11- Multi-site, MultiCompany

13 — Scenarios & Examples

Guard Tour Programme
OPC Server Module

Modbus Module

9 —-TOOLS TAB

Report Wizard

Database & Journal Tools
Cardholder Tools

Multiple Access Group Wizard
File Save

Options

12 - Time & Attendance +

14 — Technical Info.

1.3 COPYRIGHT AND TRADEMARKS
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4 — EVENT HANDLING TAB
Graphics

con

Map

Position

Active Alarms

Alarm Monitoring

Input Group

Output Group

Event Handling Prog.

Action

Process

Global Reflex
Counter

6 — COMMUNICATIONS TAB
Diagnostics

View Log

Clear Log

7 —VIEW TAB

Display Photos
Location

10 — HELP TAB
Content

Search

On the Web
About

11, 12. MAJOR OPTIONAL MODULES

13 - 16. ADDITIONAL INFORMATION

15 — System .ini File

Dec 2011

e  Microsoft, Windows .NET and Visio are either registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other

countries.

e Intel, Pentium and Xeon are trademarks of Intel Corporation in the U.S.

and/or other countries.
e Spread Toolkit is either a registered trademark or trademark of

Spread Concepts LLC in the United States and/or other countries.
e NetHASP is either a registered trademark or trademark of

Aladdin Knowledge Systems Ltd. in the United States and/or other

countries.
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1.4 APPLICATION BASIC FUNCTIONS

In this section:
e [ Access Control
e [ Alarm Control
e [ Basic Time and Attendance

O Report Wizard

1.4.1 ACCESS CONTROL

The system supervises the access to all or part of your facility (offices, production areas, lab,
computer room, or storage areas) by authorized persons, during user-defined time periods.
Smart multi-technology controllers, linked to advanced readers, are programmed to control
"who is going where and when".

Each Controller has its own large memory capacity so that the entire database relevant to
the access points connected to that controller is recorded locally. Controllers store the list of
cardholders authorized at its Readers and their time parameters, and also the time
parameters applicable to readers, how the doors are to be controlled, and all the access rules
to be enforced, including special rules for holidays, whether an escort is required, whether
Anti-Passback is to be applied, and so on.

Cardholders - All authorized personnel (staff, contractors and visitors) have personalized
Badges that control their access. These can include card or other ID methods (including
advanced ID systems such as biometrics).

When cardholders attempt to access a particular area by using their badge or other ID at a
reader, the information is relayed to the reader’s controller. Access checking is performed
instantly (no need for PC intervention), and access is granted or refused by applying the
parameters relevant to the cardholder and the reader at that time. The resulting transactions
are sent to the PC where they are displayed, stored in the System Log and are available for
later reporting.

Additional routine information about cardholders, such as photo, address, phone number,
car registration and so on, can be stored, and custom information may be added. All
information is available for the operator as queries, and may be included in reports.

Badges - A comprehensive range of industry-standard identification methods are supported,
including Wiegand, magnetic and barcode cards, as well as biometric identification. Provision
is made for a wide variety of formats and variations, and more than one type/format can be

supported within a single installation — this can be vital where organizations merge, or where
different organizations share facilities within one set of premises.

The system allows an inventory of unallocated badges to be maintained so that new
cardholders can be issued with identification without delay.

1.4.2 ALARM CONTROL

Alarm Management - Your organization can prevent catastrophes or limit damage by being
informed of abnormal events and reacting to them in real time. The system supervises
Alarm Inputs from sensors at predefined alarm points. Examples of sensors may be
magnetic contacts, motion detectors, door and window sensors and temperature indicators.
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These are connected to Inputs on intelligent Controllers, and their status can be monitored
and reported centrally. The system can be set to react to alarm inputs by opening or closing
Relays (or ‘Outputs’) that control doors, activate audible alarms, light alarm panels, or
operate air-conditioning and other equipment. Local Reflexes allow the status of an Input to
be used directly as the trigger for an Output. Thus, a ‘door open’ sensor can trigger a local
warning light or audible alarm.

Site Scheduling — The system allows definition of Time Zones which define when particular
sets of rules must be applied. Time zones are grouped into Daily and Weekly Programmes
that define when the rules must be applied for readers, alarms and cardholders.

1.4.3 BASIC TIME AND ATTENDANCE

The system provides accurate recording of either start- and end-times or a full list of all
clockings. This reduces queries and allows more efficient calculation of pay slips.

1.4.4 REPORT WIZARD

A sophisticated Report Wizard provides predefined reports on all elements of the system, and
allows the user to add or remove categories of information and filter the data to produce
more specific, customized reports where required. Reports cover all types of system
transactions, and can also list hardware information and configuration parameters.

A preview facility allows the user to see what a particular set of parameters will produce
before actually printing the report. The user can then return to the parameter screens and
make further modifications until the required report is built.

New user report definitions may be stored so that the tailored reports are ‘named’ and can be
called later and re-used without requiring re-definition.

1.5 OPTIONAL MODULES

The optional modules of the system require licensing. The user can see the modules for
which the installation is licensed by checking the list of modules displayed in the
Application’s Help/About screen.

1.5.1 EVENT HANDLING — GRAPHICS AND ALARM MONITORING

The Event Handling Module provides the display, in real time, of all the events that occur in
the system. This module consists of two parts:

e  Graphics or Graphics+ Module
e Alarm Management Module.

These are usually used together.

1.5.1.1 GRAPHICS

BASIC GRAPHICS MODULE

The Graphics Module provides a tailored user interface showing current alarms and the status
of all Inputs and Outputs in a rich graphic interface including maps, icons and text. The
Active Alarms screen consists of an Alarms window showing all new alarm events, and a
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user-option displaying either user-defined Maps of the site showing the status of Inputs and
Outputs as Icons, or lists showing all Inputs and Outputs.

A monitoring toolbar gives the user one-click access to all the functions needed for
management of the alarms and processes. This provides a convenient single interface for
monitoring and handling all system events.

Map files can be imported to represent all or part of the installation. The system provides
predefined icons that the user can assign to represent inputs, outputs, processes and
reflexes. The predefined icons (or additional user-defined icons) can be positioned on the site
maps.

The resulting dynamic display give the user a clear, up-to-date representation of the site
either in text or graphic form, showing the status of all the components and providing
convenient one-click access to all required functions.

ADVANCED GRAPHICS (G+) MODULE

The G+ Graphics module displays components dynamically so that, for example, a

door symbol shows if the door is physically open or closed, the state of the relays controlling
it (always open’ or ‘always closed’), if it is in a ‘forced’ status, and whether alarms associated
with it have been acknowledged and/or confirmed.

By double-clicking on symbols, users change views, display camera streams, or trigger
actions or processes. Maps displays can be zoomed to show general or detailed views, and
specific symbols can be defined to be ‘always visible’, or to be hidden at some zoom levels.

The module provides an extensible library of predefined icons. The user has powerful editing
capability to create new icons and add them to the library.

The Alarm Management Module gives the operator tools to automate the handling of
Alarms. An Event Handling Program provides a single interface from which all Inputs and
Outputs may be activated or deactivated.

Individual Actions may be defined, and Actions may be grouped into multi-step Processes
which can be initiated automatically or manually.

Groups of Inputs and Outputs can be defined. A group of inputs is called an Alarm Zone.
For example, an Alarm Zone might be made of ‘all the Intrusion Detectors in a department’ -
thus allowing all these detectors to be activated (‘armed’) at once when the last employee
leaves the area of the department. Similarly, Outputs can be grouped - an example might be
‘all the door relays in the building” — which would allow all doors to be opened by a single
action in an emergency.

Reflexes may also be defined, so that Alarms on one controller can activate Processes on
the same or different controller(s). Thus an alarm condition in one location can be signalled
somewhere else, or the lighting and air conditioning in one section of the building can be
switched on or off when a particular badge is read at the main entrance or exit of the site.

Counters may also be defined so that Actions can be triggered when certain conditions have
been met, such as an area being empty, or a designated number of people arriving at a
particular area. Counters can also be configured to report on system events such as multiple
badge re-tries, or to set up thresholds for special action after conditions such as repeated
communication faults.
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1.5.2 WORKSTATIONS

Support for workstations enables a user on any remote computer that is connected to the
main Application PC and is defined as a Workstation, to access the system. Thus, multiple
stations can be used to manage the system, input new data, etc.

Because each user may have their own specific Authorization Level, operators with specific
responsibilities can be limited in what they may access, regardless of which workstation they
use to log on — for example, a clerk may be authorized to see only the cardholder
information, a receptionist to handle visitors, temporary badge allocation and cardholder
queries, and a guard to handle only alarms.

1.5.3 GUARD TOURS

The Guard Tour facility allows various points on the premises to be defined as making up
‘Guard Tours'. These points may be simple alarm points such as pushbuttons and key-
operated switches, or specific readers where the guard must pass a badge. Parameters are
set to indicate acceptable arrival delays. Once a tour is started, the system will monitor arrival

at each successive point, report on progress, and raise an alarm if the guard does not access
a point at its scheduled time.

1.5.4 PARKING

Guard Point Pro can define, monitor and control access to designated parking areas. The
software monitors the available space of parking zones with respect to defined groups of
users, and can also maintain updated parking records.

1.5.5 LIFT

Guard Point Pro provides a solution for supervising access in lifts. Cardholders pass their
badges through a reader associated with the lift, and press the required floor button as usual.
If access is granted, the authorized buttons will be activated allowing the lift to go to the
requested floor. In the case of buildings shared by several firms, people can be limited to
only be able to select those floor(s) specifically associated with their company and specific
shared floors, such as the lobby and parking areas where applicable.

1.5.6 VIDEO (CCTV)

Using the Video module, system events (such as input alarms, cardholder access at
predetermined points, etc.) may be associated with Video systems which the user has
installed. When the system senses an event that is designated in this way, then a signal is
sent to the Video system to mark the recording stream so that the recording of the event as
being associated with the event. The signal includes parameters to define starting point and
the length of the recording to be designated. This allows relevant recordings to be retrieved
and examined together with the information about the event.

1.5.7 BADGE PRINTING

The system allows users to define multiple badge layouts and print badge information directly
from the information held regarding cardholders.
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New badge layouts may be defined and stored, and then selected as appropriate for specific
cardholders.

1.5.8 LICENSE PLATE RECOGNITION (LPR)

The system supports external LPR systems, and grants access to a cardholder based on a car
registration number.

1.5.9 MULTI COMPANY (MULTI TENANT)

The Multi-Company option allows the system to differentiate between different groups of
cardholders and different parts of the installation, so that each group may only access those
parts of the installation for which they are authorized, and designated shared facilities (lobby,
parking, etc).

e A single server controls the whole system

e  System operators ( as defied by their logon credentials) may only access

and modify data for their own parts of the system.
e  Separate user workstations and separate reporting are supported.

1.5.10MULTI-SITE

The Multi Site module allows all the records in the database (controllers, readers,
cardholders, etc.) to be divided into different Sites. Each user of Guard Point Pro can be
authorized to view/modify one or more Sites. This module is highly useful for organizations
with several independent branches that wish to let local branches view and control only their
own sites, while still retaining the ability for overall management to be done from the site
headquarters. You can imagine an organization with 2 branches, CityA and CityB. Using the
Multi Site module they can assign each item to one of the 2 cities and then have three types
of application users: ones that can view & manage only the CityA branch, others for CityB
only, and one or more that can see and update all items of both from the same screen as if
they were both one common branch.

The Multi Site module also offers the ability to split the communication load between servers
so that each local site has its own independent server, so that (in our example) CityB site can
update controllers and receive events to/from CityB controllers even when the CityA server is
down - all that is needed is connection to the database.

(Independent DBs may be achieved using the Microsoft SQL Replication tool).

1.5.11ADVANCED T&A (T+)

The T+ Time and Attendance module provides considerable additional detail for installations
needing to process T&A information. Time recorded for cardholders can be analysed into
work- and non-work hours. Specific transaction codes indicating start- and stop-times of
regular work or specific jobs may be associated with clockings at different readers.
Employees’ work patterns can be applied to clocking information so as to provide analysis
into short-, normal-, and overtime categories, also accumulated into regular or job-specific
totals.

Export tools facilitate transfer of the data captured by the system to external payroll
processing applications.
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1.5.12SQL

The basic system uses Microsoft Access® as the default database. For large sites, the
SQL module interfaces with external SQL-driven systems (see Supported Microsoft SQL server
licenses).

1.5.130PC AND MODBUS TCP

The OPC and Modbus modules implement industry-standard interface specifications and
protocols, so that the system can exchange control signals and other information with other
subsystems.

1.6 BASIC CONCEPTS

In this section:

o [ Weekly and Daily Programmes, Time Zones
o [|Cardholders

o [1Badges

e [IControllers

o UAlarm Input Basics

o [Qutput Basics

e [|Actions, Processes & Reflexes — Basics

o [ICounters

e [1The Big Picture

1.6.1 WEEKLY AND DAILY PROGRAMMES, TIME ZONES

Weekly Programmes (which are made up of Daily Programmes with their associated

Time Zones) are an important concept in the system. As any event occurs (e.g. a badge is
passed at a particular reader, an Input status changes, etc), the system compares the actual
time against the Daily Programme associated with that event, and acts in accordance with
the rules set for the current Time Zone in that Daily Programme

(i.e. a Reader uses Security Mode 1 or 2, an Input is regarded as armed or disarmed, etc.)

DAILY PROGRAMME (‘TIME ZONES")
Daily Programmes allow segments of time to be defined during which a particular set of

rules may be applied. Each Daily Programme allows blocks of time in a 24-hr period to be set
to green time periods and red time periods. These are referred to as Time Zones.

By default, the system has two predefined Daily Programs:

e ‘Always’ which is a green period all day long
(from 00h0O0 to 23h59)

e ‘Never’ which is a red period all day long.
WEEKLY PROGRAMMES
Daily programmes for each day of the week may be grouped together to form different
Weekly Programmes. Weekly programmes also cater for additional days defined as
‘holiday’ or ‘special days'.
By default, the system has two predefined Weekly Programs:
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e ‘WP always’ which associates each day of the week and the holidays to the
Daily Program ‘Always’

e ‘WP never’ which associates each day of the week and the holidays to the
Daily Program ‘Never’

HOW TIME ZONES CONTROL CARDHOLDERS, READERS, INPUTS & OUTPUTS
AND REFLEXES

The following table shows the behavior of different items during the Green and Red periods

of their associated Weekly Programmes.

Cardholder Access Access may Access
The Weekly Programme associated with the be granted denied
Cardholder defines whether this Cardholder may be

granted access.

The Weekly Programme is associated with the

Cardholder via his Access Group or, if applicable, his

Personal Weekly Programme (Cardholder/General

screen)
Readers Security Level 1 Security
A Weekly Programme is associated with the Reader Level 2

to define its Access Mode rules.

The Weekly Programme is associated with the Reader

using the Controller/Reader/Access Mode screen

Alarm zones (Input Groups) or individual Inputs Armed Not armed
The Weekly Programme associated with the Alarm

Zone or InputReader defines when it is armed or

disarmed.

The Weekly Programme is associated with the Alarm
Zone or Input using the Event Handling Programme

screen
Outputs Relays Activated Not
The Weekly Programme associated with a Relay activated

defines when it is automatically activated.

The Weekly Programme is associated with the Relay

using the Controller/Output screen

Local Reflexes May be Not
The Weekly Programme associated with a Local Reflex triggered Triggered
defines when it can be triggered.

The Weekly Programme is associated with the Local

Reflex using the Controller/Local Reflexes screen

Global Reflexes May be Not Triggered
The Weekly Programme associated with a Global Reflex triggered

defines when it can be triggered.

The Weekly Programme is associated with the Local
Reflex using the Event Handling/Global Reflexes
screen
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DEFINITION OF TIME ZONES, DAILY AND WEEKLY PROGRAMMES IS VERY
IMPORTANT

Caution Properly defining the time segments in Daily Programmes is essential for the system
to work optimally. It is strongly recommended to successively specify the Daily, Weekly and
Holiday programmes prior to defining the other parameters of the system.

1.6.2 CARDHOLDERS

Managing cardholders is the main purpose of the system. It allows:

e Definition of cardholder’s regular personal information (Name, Address,
photos, car license number, etc.). The system also allows customized
cardholder information to be defined

e Definition of where, when and how cardholders may access to restricted
zone.

e Authorization of specific cardholders to perform operations such as
arming/disarming alarm zones, turning on or off lights, operating air
conditioning system, etc.

All this information is programmed via the Cardholders screen.

Cardholders’ authorizations linked with access points are down-loaded to the controllers
which manage these access points. This information includes the cardholder card code, i.e.
the code of the badge issued for this cardholder.

When a badge is passed at a reader, the controller to which the reader is attached uses the
card code to search its internal tables to find the cardholder access information. Using this
information, the controller checks whether to grant or deny the request, according to the
authorisation of this cardholder (time zones, cardholder parameters, etc.). Because a full local
database is stored in the controller memory, this verification is done locally, without central
PC intervention, and therefore it is performed instantly. Once the access has been granted or
denied, the controller stores this transaction in its Last Event Buffer, which will be read by the
central PC during its next interrogation (*polling’).

If the code read from the card is not found in its tables, the controller records an
‘unknown badge’ transaction.

1.6.3 BADGES

A card or badge is a physical device that has a unique code by which the system can identify
it (by ‘reading’ or ‘passing’ the badge at a ‘reader’). Generally, this badge code is unknown to
the user. Each badge’s code must be registered in the system memory, and the badge can
then be associated with a particular cardholder by an enrolment process. During this process,
the system attributes to the cardholder an internal system ‘Card number’ that is used as an Id
for the system.

When a badge is read at a reader, the controller to which the reader is attached first checks if
the badge is known (i.e. its card code is recorded in its database) and if so, to whom it is
associated, in order to check the access authorization of the cardholder.

The reading technology is defined in the Reader/General screen and Badge technology of the
badges themselves is defined in the Badge screen. The technology must be the same as the
one selected on the controller electronic board through its technology selection jumpers.
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The Badge screen is used for defining new badges. This can also be accessed directly from
the Cardholder screen. Details can be entered manually, or a new badge code can be
captured by swiping the card at a reader.

Where a site uses more than one badge type, cardholders may be defined with multiple
badges.

1.6.4 CARD TECHNOLOGIES AND FORMATS

Numerous card technologies are available: Magnetic, bar code, Wiegand, proximity, smart
cards, etc. Guard Point Pro and the controllers designed to be used with it are compatible
with the majority of reader technologies on the market today.

The Reader technology is defined in the Reader/General screen. All readers on a particular
controller must use the same technology, and the definition set in the screen parameters
must match the one selected on the controller electronic board through its ‘technology
selection’ jumpers.

Badge technology is defined in the Badge screen.

Within each particular technology, a number of formats may be used (Magnetic ISO1 or
1SO2, Barcode Code39 or Interleaved2-of-5, Wiegand Decimal 26 or 32 bits, Wiegand
Hexadecimal 32 or 44 bits, etc.). This format is defined in the Reader/Miscellaneous/Badge
format screen.

Furthermore, the system may check the presence of a facility code (site code) in each card.
The following variations are allowed within an installation:

e Each Controller supports readers with the same technology but the
readers may read badges of that technology with different card code
formats.

Therefore, when a controller is initialised, only cardholders which get the
same card technology than the controller’ readers are donwloaded in this
controller database.

e Each Network may support controllers which have different technologies.
There are several reasons why a user may need to support variations in badges and readers

on an installation. Common reasons are:

e Two organizations with different badge types already in use wish to merge

their security on a site.

e An organization finds that their badge supplier has moved or gone out of
business. A new badge supplier does not support the older type, and they
do not want to discard their existing badges

e An organization has a high-security application in one area and want to
introduce biometric readers and new cards, but their existing cards do not
have a compatible format with the cards supported on the Biometric
system'’s readers.

1.6.5 CONTROLLERS

A controller is a microprocessor-based electronic circuit board with a large onboard memory

for storing the various parameters to be monitored, such as cardholders, time zones, reflexes,
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etc. Controllers are connected to the central system via dedicated Networks and the onboard
parameters for each controller are downloaded to them from the central system.

A controller supervises the following components of the security system:

e Readers (and their corresponding doors)
Various types of readers may be supported, although installations normally
only have one type. Where more than one type needs to be supported,
these may not be mixed on a particular controller.

e Inputs
Controllers have banks of inputs, i.e. electrical connection points that may
be connected to external sensors/detectors to sense external events (Door
contacts, Door remote control (called ‘Request-to-Exit’ or ‘RTX"), Motion
detectors, Passive infra-red, etc). These are usually used for alarm
management.

e  Outputs (Relays)
Controllers have multiple Outputs that can activate external devices. (doors
locks, audible signals, indicator lights, etc.)

Readers, Inputs and Outputs are user programmable from the Controller screen.

1.6.6 ALARM INPUT BASICS

A Digital Input or Alarm Input is a controller input point to which a sensor/detector is
connected (examples - magnetic contacts, movement detectors, door contact device to
reflect the door position, etc...). In general, controllers have by default 4 or 8 inputs and may
be extended to 16 or more. The two input status open or closed correspond to the two
possible physical status of such sensor/detector: open or closed.

For details of the number of inputs available on different types of Controller, see Controller Types
When armed, inputs may raise an alarm either:

e immediately when activated
(i.e. when their status changes from ‘alarm-off’ to ‘alarm-on’)
or
o after a pre-defined delay.
Inputs can be grouped together into ‘Inputs Groups’ also called ‘Alarm Zones'.

ARMING INPUTS
An input is armed or disarmed in two ways:

e [Dautomatically, if the Input (or the Alarm Zone to which it belongs) has a
Weekly Programme associated with it.
Weekly Programmes divide time into green and red periods. The Input is
‘armed’ (i.e. may raise an alarm) only during times corresponding to the
green periods (Time Zone 1) of this Weekly Programme. It is automatically
disarmed during the red periods (Time Zone 2).

¢ [Umanually, through specific Actions.

The Controller/Input screen allows defines of the Input’s parameters (Type, normal status,
alarm delay, etc..)

The Event handling programme screen allows Weekly Programmes to be associated with the
Inputs or the Input Groups.
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Door control: When a door contact device is connected to an Input that is defined as a
‘door alarm’, this input manages the door’s two possible states: open or closed. An alarm is
activated if a door is forced or left open beyond the specified ‘door alarm delay’ period

Exit request: When an RTX button (‘Request-to-Exit’) is connected to an Input that is
defined as ‘door remote’, this Input may control the door: pressing this RTX button activates
the corresponding door relay. Depending on the parameters, this action may or not raise an
alarm.

(See Default Connections for Inputs, Relays and RTX)

ALARM MONITORING

The status of the Inputs is shown in the Active Alarms screen (or the advanced Active Alarms
screen if the G+ Graphics module is used). This is accessible from the Main menu tool bar.

(For detail, see Alarm Inputs and Alarm Zones below)

An alarm input is a physical controller input to which any sensor/detector (fire, intrusion
etc..) may be connected.

There are 2 kinds of inputs:

e 2-state input allows detection of 2 states of a detector: open or closed

e 4-state or ‘'supervised’ input allows detection of 2 states of a detector
as well as the 2 alarm states of the electrical line which connects the
detector to the controller: shorted or cut

INPUT PARAMETERS

Each input may have the following different parameters:

Weekly Programme
When a Weekly Programme is associated with an Input, the Input is automatically
armed during the ‘green’ periods of this Weekly programme and disarmed during the
‘red’ periods.
A Weekly Program is associated with an Input as follows:

Either:

. By associating the Input to an Alarm Zone (or Input Group) in the Event
Handling/Input Group screen, and then associating a Weekly Program to the
Alarm Zone in the Event Handling Programme screen with the option ‘view group
of inputs’ selected.

Or:

. Through the Event Handling Programme screen, with the option ‘View inputs’
selected. When a Weekly Program is associated, a green ‘v’ is shown near the
‘included’ indication. If the Input is part of an Alarm Zone, it is recommended not
to associate a Weekly Programme to the individual Input (i.e. when ‘View Inputs’
is selected, leave the red ‘X’ to the left of the Input on the screen where ‘View
inputs’ is selected).

Input delay type
The following types of delay may be defined for an Input:
e No delay: An alarm is raised as soon as the input is activated
e After... (if on alarm): Specify the number of seconds beyond which an alarm
is raised if the input is still activated after this delay
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e After... (even if no more on alarm): Specify the number of seconds beyond

which an alarm is raised, even if the input is no more activated after this delay.
Input Normal Status:

The sensor/detector connected to the input has 2 physical states: open or closed.

The Input Normal Status defines which one of these 2 states is the ‘Normal’ state, i.e.

the no-alarm state of the sensor/detector. This state is the logical state ‘off’ of the

input.

For example, if the ‘NC’ (Normally Closed) state is chosen, the input will be under its

alarm state (or in its logical state ‘on”) when it is opened (i.e. not shorted by the

sensor/detector to the 0v).

TABLE OF THE DIFFERENT DIGITAL INPUT STATES

Physical Normal Logical . Alarm
silate state stilte WP Activation state
Open NO Off Armed
Closed NO On Armed Activated
Closed NC Off Disarmed
Open NC On Disarmed

Icons:
Input delay, type, normal status and icons are defined in the
Controller/Input/General screen
Different icons may be selected to represent the two different logical states of the
input (‘off’ or ‘on”) in a map.

Door Alarm input
Any input may be used to detect the state of a door and raise an alarm if the door is
forced or left open more than a pre-defined ‘Door alarm’ delay.
This is done by connecting a door contact to an input, and by selecting this input at
the ‘Door alarm’ field of the Reader/Door control screen.
The door alarm delay is defined in the Reader/Access Mode screen.
Note that for such a door alarm input, the input delay type of this input (defined in
Controller/Inputs/General screen) is not relevant.

Request to exit (RTX) input
A switch may be connected to any input and be used to open the door. The input
selected for this purpose must be defined in the ‘Door remote input’ field of the
Reader/Access Mode screen.
When the door is open via the RTX input, an alarm is raised if the door is left open
more than the pre-defined door alarm delay.
Note that when an Event Weekly Program is attributed to such an RTX input , the
button is active and raises an alarm during the ‘green’ periods of the Weekly
Programme but doesn’t open the door (and doesn't raise an alarm) during the ‘red’
periods of the programme.

1.6.6.2 ALARM ZONES (OR INPUT GROUPS)

(Requires Alarm Module)

Inputs may be grouped into Zones (called ‘Alarm zones’ or ‘Input groups’) and such zones
may be armed or disarmed, either automatically by attributing a Weekly program (Zone are
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armed during the green periods of this program) or manually through actions (through
the Event Handling/Action screen). When a zone is armed or disarmed, all the alarm inputs
belonging to the zone are armed or disarmed.

e [lAlarm zones are defined through the Event Handling/Input group screen.
e [IA Weekly Program is attributed to an Alarm zone through the
Event Handling Programme screen, with the option ‘View group of inputs’
selected.

These input attributes, i.e. the Alarm zone to which it belongs and a possible Weekly program
attributed to the zone are shown in the Controller/Inputs/Alarm Status screen of this input.

1.6.7 OUTPUT BASICS

Controller Outputs refer to the output contacts of a controller relay. In general, controllers
have 4 relays (by default — this may be extended to 16 or more). Such relays provide a ‘dry
contact’, and may be regarded as an electrical switch which can be either open or closed.
When the relay is closed, the device (door, siren, etc.) which is connected to the relay is
activated, assuming that it is powered-on.

The output state is the state of the relay, i.e. closed (or activated or ‘on") or open (or
deactivated or ‘off").

An Output is opened upon specific events as follows:

e Access granted (in the case of an Output which controls a door opener)
e During time period defined by a Weekly Programme associated with the
Output
e According the status of the Alarm Zone (armed or disarmed) associated
with the Output.
e By pre-defined automation steps (Reflexes, etc.)
e By manually invoking a Process (one or more Actions).
The Controller/Output screen allows to definition of the Output’s parameters (Weekly
Programme or Input Group associated, Icons for status representation, etc..)
The Controller/Local Reflex, the Event Handling/Action and the Event handling/Global reflex
screens allow definition of automation steps to activate Outputs.

The Active Alarms screen (Active Alarms G+ if Graphics + module is used) shows the status
of the Outputs and allows them to be manually activated.

1.6.8 ACTIONS, PROCESSES & REFLEXES — BASICS

(Requires Alarm Module)
ACTIONS

An Action is a single command executable by Guard Point Pro or by a controller.
Examples of actions:

e activate a relay,

e arm or disarm an input or an alarm zone,

e display a message,

e print a report,

e invalidate a cardholder, etc.
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All Actions that are available in Guard Point Pro may be selected from the
Event handling/Action screen.

For a list of all Actions, see 7ypes of Actions with Parameters
PROCESSES
A Process is a list of Actions which must be executed together. Processes are created in the

Event Handling/Process screen. When the Process is invoked, the Actions will be executed
one after another.

Processes may be triggered by the operator from the Manual Action/Execute Process screen.

REFLEXES

A Process can also be executed automatically when a pre-defined event occurs. This event
may be an access granted or denied, the start or end of alarm, a user login or logout, a
scheduler, etc. This pairing of ‘Event —> Process'’ is called a Reflex.

KINDS OF REFLEXES:

Local Reflex
A Local Reflex is the activation of one or more relays triggered by the changing
state of an Input on the same controller.
Local Reflexes are defined per controller, on the Controller/Local Reflexes screen.

Global Reflex
A Global Reflex is the activation of a process, executed by the central system, and
triggered by a pre-defined event which can occur anywhere in the system (i.e.
originating at the PC itself or at any controller).
Global reflexes are defined via the Event Handling/ Global Reflex screen

Examples of Global Reflexes:

e Play a recorded message (previously stored as a file) on the arrival of a specific
person

e Activate a camera in an affected area and display the image

e Issue an alert on the arrival of a specific person

e Send a message to an employee when he badges

e Arm or disarm alarm zones according to their population

e  Switch on the air conditioning in the office of the employee that badges at the
entrance

e Light a red light if a parking is full

Network Reflex
A Network Reflex is the activation of a Process, executed by a controller, and
triggered by a pre-defined event which can occur in any controller on the same
network and which can affect another controller on a same network
(e.g., activate a relay on a controller triggered by an alarm on another controller on
the same network).
Network Reflexes are defined in the same way as Global Reflexes using the Event
Handling/ Global Reflex screen, but are executed without Guard Point Pro
intervention.

1.6.9 COUNTERS

Counters are program objects which can be incremented and decremented and will execute
preset actions when predefined conditions are satisfied. Counters may be used as tools that
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store values, compare them against preset values whenever their value changes, and activate
one and/or another Process if the ‘compare’ condition is satisfied or not satisfied.

Counters are incremented or decremented by ‘Increment Counter’ and ‘Decrement Counter’
Actions. Each time the value of a Counter changes, its value will be compared against its
preset Min and Max values, and the user-specified Process will be carried out depending on
the result

The Counters screen allows the user to define Counters, set preset values, choose the
compare conditions and set the Processes that must be carried out depending on the result of

the compare.
Examples of Counters
e  Count the number of persons in a room (so as not to leave a room empty,
to signal excess of maximum capacity, to switch office lights off when all the
occupants have left, to activate an alarm system when all the employees

have left the building, etc.)
e  Check as a specific room or cinema fills, and refuse access when capacity is

reached

1.7 THE BIG PICTURE

The diagram below is a quick visual reference showing how the main elements of the system
interact with one another.
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2 QUICK GUIDE

In this section:
o [1Setting up the Application

o [Getting Started
o [Application User Interface

e [Accessing Help from the Application

2.1 SETTING UP THE APPLICATION

In this section:
e [lInstallation Types

o [ Configuration
o [1Software Requirements

2.1.1 INSTALLATION TYPES
Guard Point Pro provides centralized on-line security control within any type of installation:

e  Big or small installation

e  TCP/IP, RS485 or modem networks

e  Central or dispersed locations

e Single-company or shared multi-company sites

2.1.2 CONFIGURATION

Guard Point Pro can run on a standard Windows® PC with the following minimum
configuration:

Operating system
Windows 7®, Vista®, Windows XP Pro® (see the Software Requirements)
Windows Server 2003®
Windows Server 2008®

Computer
Pentium® IV
256 MB RAM
(or 1 GB RAM for installations with more than 100 controllers or with SQL Server)
Compatible with 32-bit or 64-bit processors
500 MB free hard disk space
CDROM Drive
1 free serial COM port for communication or a network card for TCP/IP
communication

Recommended enhancements
Sound Card
Speakers
SVGA definition (800*600)

Controllers
Wide range of compatible proprietary controllers is available.
Consult with your reseller for further information.
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Readers
The vast majority of readers available on the market are compatible with the
controllers that are supplied with the system: magnetic, proximity, bar code, smart
card, biometry, Wiegand, contact, infrared, Watermark, keypad, etc.
Consult with your reseller for further information.

Supported Microsoft SQL server licenses
Microsoft SQL server 2000 or MSDE (the SQL server engine)
Microsoft SQL server 2005 including Express licenses
Microsoft SQL server 2008 including Express licenses

Other Components
In order to successfully install and run Guard Point Pro, other materials are required.
These vary according to each installation: computer network, devices to open doors,
alarm detectors, etc.
Consult with your reseller for further information.

Note: For Multi-site installations, see also the technical requirements for a Multi-site System.

2.1.3 SOFTWARE REQUIREMENTS
SOFTWARE LICENSE

A dongle with the necessary modules is required for using Guard Point Pro. This dongle can
be physical (USB dongle) or virtual (Software dongle).

The virtual Dongle is the standard way for the Guard Point Pro license to be distributed.

In order to supply a license the vendor must know the "Unique PC ID" of the target end
user machine, in addition to the required configuration (total no. of cardholders/workstations,
alarm & graphic modules, etc.). The Unique PC ID is given by the UpdatePlug utility
located on the Guard Point Pro folder. Running the UpdatePlug.exe file, selecting 'Software
Dongle' and clicking on 'Get Unique PC ID' would give the following:
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«" UpdatePlug E]@
T

Get D and Code

[ NetHasg
v Software dongle Get Unigue PC D i Copy to clipboard

f8f83fI0cchi cel1344f35eeeebI71 336240363347 4340044 /6060330

The Unique PC ID should be copied and sent to the vendor by email. Once he get it, he will
send the 2 license files based on the ordered configuration.
These files are: Data.plg and Signature.plg.

Once received, they must be copied into the Guard Point Pro server folder.
It is required to set Software Dongle = 1 in the GuardPointPro.ini file.

If a physical dongle is preferable, it should be precised in the order. Then, the USB dongle
will be supplied with the software CD.

NETHASP SUPPORT FOR TERMINAL SERVER APPLICATION COMPATIBILITY

Guard Point Pro can work either from a Terminal Server PC or from a Terminal Client.
However, this requires a NetHasp® dongle to enable the Terminal application. The Terminal
Client workstation normally looks for the installed dongle on the PC. The special USB NetHasp
dongle (red), can be physically installed on the Server or on any other PC on the LAN, and is
read by Guard Point Pro through the network.

Operating Mode

1. Order the special NetHasp plug,

2. Install it on the machine where Guard Point Pro is installed, or on any other PC on
the LAN.

3. Install the “Aladdin License Manager” application on the PC where the plug is

physically located. (It is better to install it as a ‘Service'. This way doesn't need to log
on to Windows in order to make it run after a PC start).

4, Exit Guard Point Pro and look for the GuardPointPro.ini file in the Guard Point Pro
folder.

5. Open this file with Notepad and check that the following command exists:
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NetHasp = 1
6. Set the value to 1
7. Save and close this file, then restart Guard Point Pro.

WINDOWS VISTA, WINDOWS 7 AND 64-BITS PROCESSORS

Our software is compatible Windows Vista, Windows 7 and 64-bits processors.
However the USER ACCOUNT CONTROL should be disabled in the "Control
Panel>Users>Change User Account Control settings".

Choose "Never notify" and restart the PC.

.NET FRAMEWORK

This version requires Microsoft® .NET connection software version 2.0. If it is not already
installed on the PC, it is available for download from Microsoft at:
http://www.microsoft.com/downloads/details.aspx?familyid=0856eacb-4362-4b0d-8edd-
aab15c5e04f5&displaylang=en

INTERNAL MESSAGING SOFTWARE

The system uses software developed by Spread Concepts LLC for use in the Spread toolkit.
For more information about Spread see Attp.//www.spread.org.

2.2 GETTING STARTED

In this section:

e [1Demonstration Version

e [1Installation of the Application (New or update)
o [IRunning the Application

o [Application Information

o [lLocal and Remote Restart/Shutdown

e [Update an Application version

o [\Using the Automatic Update Facility

o [lInstalling the Graphics+ Module

2.2.1 DEMONSTRATION VERSION

A demo version of Guard Point Pro is available, allowing prospective users to work with the
application, try out the user interface, and see details of all the data fields that are available.

Running the demo version gives access to all functions including alarms, graphics, lift
management and time management but it supports only a limited set of devices - two
controllers, four readers and ten cardholders.

To run the demo, start the program without using a dongle, and enter the username '1000'
and the password '2000'.

In order to exceed the demo capabilities and to use the software in a real situation, the
software must be licensed and a dongle (or a software key) must be installed.
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2.2.2 INSTALLATION OF THE APPLICATION (NEW OR UPDATE)

Insert the Guard Point Pro Installation CD: the Installation Wizard is automatically launched.
If the Wizard does not start by itself, run the ‘autorun.exe’ file in the ‘autorun’ folder of
the Installation CD.

Follow the step by step instructions.

Note: Do not install Guard Point Pro using the ‘setup.exe’ file of the CD; should you
do so, the following warning message will be displayed:

Setup will not start. Contact your vendor

Select Setup Language

Select Setup Language rzl

ﬁ Seldect the language bo use durng the mstallation

T - |

ok J[ coce |

Current choices include:
Chinese
English
French
Magyar (Hungarian)
Polski (Polish)
Spanish

Startup Wizard

i Setup - GuardPointPro \T| |§\
7‘-?7—- ——— - e
X Welcome to the GuardPointPro
Setup Wizard
| This wilinstall GuardPrirPra version 2.3.003 on your

computer

It s recommended that you close all other applications before
continuing

Click Next to continue, or Cancel to exit Setup,

Click Next
Set Application Directory

=) Setup - GuardPointPro

Select Destination Location
“where should GuardPaintPro be installed? i []

|| Selun willnsall GuardPainiFro inta the follwing folde.

To continue, click Next. If you would like to select a different folder. click Browse.

| [ Browse,

Al least 1191 MB of fee disk space is required

< Back Ment » Cancel
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Choose the Directory where Guard Point Pro will be installed.

Clicking Next will start the installation process. A progress bar will indicate that the various
Guard Point Pro Files are being prepared.

Additional Installation Tasks

fie Setup - GuardPointPro

Select Additional Tasks -3
Which additional tazks should be perfformed?

Select the additional tasks you would like Setup ta perform while installing
GuardPaintPro, then click Nest.

Install Type

(®) Full Setup

() Update Setup
Application Type:
(%) Server

() Workstation
Desktop lcor:

Create a desktop icon

[ < Back ” st > ][ Cancel

The following choices must be made:
Installation Type
Full/Update Setup
Application Type
If Guard Point Pro runs on one computer only, select ‘Server’. If on several computers
(i.e. Server/Workstations architecture), do as follows:

1 Install Guard Point Pro on the computer that will be the Server and specify 'Server’
during the installation process

2. Share the Guard Point Pro folder to the required Workstation(s)
3 Once Installed, run Guard Point Pro and define all the computers, Server and
Workstation(s), through the Computer screen
4, Install Guard Point Pro on each workstation and specify ‘workstation’
during the installation process. It will ask the user to select the Server
network path

Database Selection

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

26/361



sensor

ACCESSTECHNOLOGY

fie Setup - GuardPointPro

Select Additional Tasks
Which additional tazks should be perfformed?

Select the additional tasks you would like Setup ta perform while installing
GuardPaintPro, then click Nest.

Install Type

(®) Full Setup

() Update Setup
Application Type:
(%) Server

() Workstation
Desktop lcor:

Create a desktop icon

[ < Back “ et > ][ Cancel ]

If 'SQL’ has to be requested, ensure first that the Microsoft SQL server is already
running in the computer or in the network and the Guard Point Pro dongle has the
SQL license (see Supported Microsoft SQL server licenses).

Installation Complete

18 Setup - GuardPointPro OE®

| Completing the GuardPointPro
Setup Wizard

Setup has finkhed instaling GuardPaintPro on your computer.
The application may be launched by ssiecting the installed
§ icons

Click Finish to exit Setup.

Run GuardPaintPro now

Logon

GuardPointPro - Login

User name: ]|

Password: ]
QK Cancel ‘

2.2.3 RUNNING THE APPLICATION

Start Guard Point Pro by double-clicking on its shortcut or by clicking on
Start/Programs/Guard Point Pro/Guard Point Pro from Windows Desktop.

Type the User name and Password and click OK. The Guard Point Pro main menu appears on
the screen.

Notes:

1. Significance of lower case and capital letters
The “User name” and “Password” fields are case-sensitive. For example: the
computer will interpret AFI, afi, and aFi differently.
2. Three attempts
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If the user name and the password are not correctly entered after three attempts,
the start window will disappear from the screen.
3. Using the software for the first time
It is recommended to change the user name and the password at the first use of
Guard Point Pro and to store this information in a secure place.
4. To skip the user name and password request
To start Guard Point Pro without being prompted for a user name and a password
every time Guard Point Pro is started, set them in the initialization parameters, as
follow:
Point the mouse to the shortcut of Guard Point Pro
Right click on the Guard Point Pro icon
Select “Properties”
Add the user name and password at the end of the “Target” field
(after “GuardPointPro.exe”) as follows

"Guard Point Pro"[space]/us:1000 [space]/pw:2000
Click OK

2.2.4 SETTING RULES FOR PASSWORDS
The User can:

Oset the password to expire after a preset time
prevent passwords from being re-used

e seta minimum password length

e require a mix of letters and numbers

These settings can be done from the following GuardPointPro.ini file entries:

- PasswordExpireAfter Days = n will make the User enter and confirm a new password after
n days.

- AllowReuseUserPassword = 0 prevents the User from re-using a password.

- PasswordMinLength = n allows to force User to use minimum number of characters for the
password.

- PasswordMixNumber = n allows to force User to use minimum mixes of letters and digits in
the password.
Example: PasswordMixNumber =2, would require at least 2 letters and 2 digits.

2.2.5 APPLICATION INFORMATION
GUARDP®OINT PRe

EEES'Qﬂz B 3 Version

| . [ID; 904939368 User ID (from dongle]]
256C 256R 400008 A G+ PL T+ MU O B
Frogress ba SGL BP Y Modbus SMS Leense [0 [fom dangle)

oo R A
During startup, Guard Point Pro splash screen is shown, with the following information:
Version
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The specific software version number

User ID
The license ID stored in the dongle or the 'PC ID' stored in the server PC.

License
Details of configuration limits and all the modules for which licenses have been provided

IERC 756R 400008 A& G+ P L T+ b U O 6wy
SGL BP Y Modhus SMS Ueense 1D [fom dongia)

Configuration limits

nC Maximum No. ('n') of Controllers allowed
nR Maximum No. ('n') of Readers allowed
nB Maximum No. ('n') of Cardholders allowed

nwW Maximum No. ('n') of Workstations allowed
(not shown in Demo mode)
LIGHT Pre-configured Light version

Modules Licensed

A Alarm Module

G Basic Graphics Module

P Parking Module

L Lift Module

T Basic Time and Attendance Module

) Guard Patrol

M Multi Company

(@] OPC Server

SQL  SGL Server

BP Badge Printing Module

\ Video Module

ModbusModbus TCP

nMS  Multi-site (‘n’=number of sites)

G+ New Graphics + Module

T+  Time and Attendance + Module

LPR License Plate Recognition Module
Startup Progress

During installation the progress bar is shown as a bar. The milestones shown below the bar
indicate the specific components being processed.

2.2.6 FORCE LOCAL AND REMOTE RESTART/SHUTDOWN

On the Computer screen, when pressing Shift+F12 there are 2 buttons enabling Restart or
Shutdown of any Guard Point Pro instance. The operation is done through the database thus
remote Restart / Shutdown will work even when the Spread is down.

Important: The requests are NOT performed immediately. There can be up to 1
minute delay from the request till the Restart / Shutdown is performed on the
relevant Guard Point Pro instance.

2.2.7 UPDATE AN APPLICATION VERSION

To update Guard Point Pro already installed, do one of the two following procedures:
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A: USING AN ‘UPDATE’ FILE

Exit Guard Point Pro and run the ‘Update’ file (for example: ‘update_v1.3.023.exe’). Run it on
the Server and on each Workstation.

B: USING A FULL NEW VERSION OF GUARD POINT PRO SETUP

1. From Guard Point Pro, save the database and the journal from the ‘Tools — Save
database’ and ‘Tools — Save journal’ menus.

2. Save the GuardPointPro.ini file from Guard Point Pro folder.

3. Uninstall Guard Point Pro from the computer.

4, Install the new version in the same folder where the previous version was installed.

5. Copy the saved GuardPointPro.ini file in the Guard Point Pro folder, overwriting the
existing file.

6. Enter Guard Point Pro. If the database and the journal have not been automatically

restored by the process, restore them using the Restore database and
Restore Journal buttons on the 7oo/s Menu

2.2.8 USING THE AUTOMATIC UPDATE FACILITY

An automated update facility is provided. This allows all computers (server/s and
workstations) to be updated remotely.

Whenever there is a hew version of Guard Point Pro it is possible to set all the servers and
workstations to download from an ftp site and install the new version automatically. The
application will automatically check each minute to see whether there is an update waiting at
the pre-defined ftp location. The ftp location can be local on one of the PCs on the client LAN
or even remote on the Internet.

Consult your supplier for details.

2.2.9 INSTALLING THE GRAPHICS+ MODULE

The Graphics + module is supplied as an Install file (i.e. GraphicsPlusSetup.exe).

1. Close Guard Point Pro. The Graphics Plus module cannot be installed while Guard
Point Pro is running.
2. Put the Install file in a temporary location and double-click. Select the installation

language and click OK.

Select Setup Language @

:@ Sedect the language to use duning the nstallation

Ergish 8

[ ok J[ cawe |

3. Selecting the language and clicking OK opens the Install Wizard screen.
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Welcome to the Graphic Plus
Mindilde Setup Wizand

Tt vl el b Phgn s veein 115 i pima
]

4, Clicking Next opens the Destination Location screen.

tup - Grap Plus Mod
v o R AN, 1, SRR (TRGE N 1

ket Drasiination |ossion —
b il g P Mo G i f 4
)

I o b st G Pl b . o oo s

To corwmues ik Hast 1 o e B8 w aslaer & dlmerd iodis chos Bussess

L \Paopws Fles b W |

gt | 12 o e ek o e

[ ommk B ey | [ Caws

Note: The Graphic Plus application must be installed in the same directory as Guard
Point Pro.
5. Select the target directory and click Next.
A progress bar is displayed while the installation is completed.
The Installation Complete window will be displayed when the process is complete.

Cosrpde e the Grapdsse Plus
Module Setup Wizard

Sahp b brwched pofaling (g Flua Module mm poa
cormde

Tl Firmhs by el s

Fewb |

2.3 APPLICATION USER INTERFACE

The Application provides a simple, powerful user interface.
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TR GuardfoimPre Versicn 22514 A ) Application Varsion - =

Tools  Help

gmwm Ay RAdEFV-8 6 0| &N B mmmn

Computer ﬂvrﬂmﬂw Controfer | Daily  Weelly Holday nccm anﬂmcnl Area Badge

Al
PrOGraM proqram cardholdors

-_ Qs E %S

Visttor nllthrlnwn Vser Cluwmloed Cwbzmu

0 @ GUARDPOINT #70

13/003/12 114 Manual Relay Change ‘ril | Controller D01° Manual Relay Change - Retum to Autonatic Mode - NORMAL - User: 1000 -

13/09,/12 1ELS Manaal Relay Change 'rolL / Controller 001" Manual Relay

Change - Activated durirg Debay ; 60 Seconds Secands - User: 1000

I!IM!!ZI&ISH-N‘M“I]-II! ‘rﬂf(wubﬂuwl H-ndld'rfh-lw! Mlhﬂdmbdly 60 Seconds Seconds - User: 1000
1; /1

Dielary : Bl Seconds Secands - Uuer: 1008

13/09/17 1

13/03/12 1015
130312 1015
13/03/12 115
13/03/12 1015
13/03/12 mcusnumlnduru-nm mc .fcmmlee 001°
13/03/12 101 5 Manual Relay Change 'r01 / Controller D01°

SEETmes b
5 User: 1000

iiiii

13/00/12 101 5 Manual Relay Change rixe / Controller D01° n-nmlndwl.h-me Retin to
1/00/12 115 Manual Reday Change ‘ri / Contraller 001° Manual Relay Change - Retum to
1/03/ 12 1013 Marsial Reloy Change ‘rid / Contralier 001° Maual Belay Change - Retum Lo

13/03/12 10:15 Manual Relay Change: rﬂi."(wutrrl!rwl Mammial Relay Change - Relum to §

J’
n,rm.ruln:nnmunm,nqu P / Contralier (01 mlmnw Retum to |

[T

Change - Retum o d |

H X © @ ” A = @ o

Mew  Save Delete Foed  Prov, Het  Last | Downld. ﬂﬂu(h Frint  Clase [Tooibat

Conkroler sddress (00-21)

Cortacler type

Corkroior 0] Cand dediedion 11

The following links navigate directly to Help topics covering the User Interface (UI):

A

Application Bar

A

Application Icon

Aii)

Application Version

Menu Ribbon

Toolbar

Log Window

Default Log Window

Scrolling the Log Window

Split Log Window

Rich Log Option

Data Screen

Ei)

Data Toolbar

Eii)

Data Window Tabs

Eiii) Data Window Navigation
Pane
Eiv) Data Window Data Pane

2.3.1

APPLICATION BAR (A)

The top line of the Application window indicates whether this is the SERVER or a
WORKSTATION, and shows the Application name and version number.
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2.3.1.1 APPLICATION ICON (A I)

Clicking on the Application icon opens an Operator menu.

2

2. Change password
2 Log off i
@ Exit

Change Password
Operator can change password

Log off
The current user is logged off. A new logon is required (see Setting Rules for Passwords).

Exit
Exits Guard Point Pro

2.3.1.2 APPLICATION VERSION (A II)

The current version number is displayed on the Application Bar for all screens.

2.3.2 MENU RIBBON (B)

2 || o | mrs | e = B E
BeocdIw- & &
Dy Weekh ¥ | ACCES Area e W
arou

The Menu Ribbon has 8 pull-down tabs, each with set of entries, grouped into related
functions. Clicking on a tab opens the detailed Menu Ribbon for that tab function.
All function screens in each of the Tabs are described in the corresponding Chapters.

Chap 1 Parameter Tab Chap 4. Event Handling Tab
Chap 5. Modules Tab Chap 5.8. Communication 7ab
Chap 7. View Tab Chap 8. Manual Action Tab
Chap 9. 7ools Tab Chap 10. Help Tab

Double-clicking on the Tab will keep the detailed Menu Ribbon visible even after a selection is
made. Double-clicking on the tab a second time will minimise it again.

Note: The options displayed depend on the specific licensed options, and on the authorization level of
the operator.
Where a low-resolution screen or a partial screen window is used for the main screen, the
Main Ribbon is shortened, and a pulldown button must be clicked to open the additional tabs.
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2.3.3 TOOLBAR (C)

“& Q{L &' _‘_'E ¥z a0 @ GUARDPOINT #70

G1

The Toolbar provides access to frequently-used functions, shows the status of
communication with Controllers, and indicates the nhumber of current and outstanding
Alarm Events.

Controller Definition
B  Badge Definition
C |Cardholder Definition

Event Handling

Only shown if Alarm Management Module is installed
Programme

E  Active Alarms Only shown if Graphics Module is installed
F  |Report Wizard

Icon displays animated Polling status

Note:

This icon should always be animated, with a ‘bead’
showing messages between the PC and the controllers.
If there is no moving ‘bead’, this means system
communications are not working properly

G  |Communications

Only shown when communications to one or more
active controllers has failed for longer than the allowed
time

Polling error timeout - 7ools/Options/Communication)

G1 |Communications error

H  |No. Acknowledged Alarms | Alarms are only cleared when ‘Confirmed’
No. Active Alarms Current alarms not yet acknowledged

Indicates there is data for Controllers that has not

J |No. Pending C d
0. Pending Commands | ' '+

K Close Guard Point Pro

2.3.4 LOG WINDOW (D)

The log window is a dynamic display that shows system events as they occur. The types of
events to be displayed (and to be saved in the Journal) and the default colours for different
types of entries are given in 7ools/Options/Menu screen. These defaults can be changed
using that screen.
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2.3.4.1 DEFAULT LOG WINDOW

01-02-11 15:04 End of alarm From input ‘0§ / C 004 Movement Sensor’ A
01-D2-11 15:05 Access Granted ‘Gamsu Robert” From reader 'RdriC4 LabIN

D1-02-11 15:05 Access Granted "Gamsu Robert’ From reader "RdriCd LabIN'

Di-02-11 15:05 Access Granted "™Monitor Clive' From reader "RdrlC4 LabIN'

01-02-11 15:05 Access Denied "Smith Jack’ From reader "'Rdri1C4 LabIN' - Access Group
01-02-11 15:06 Start of Alarmn From input “i08 / C D04 Movement Sensor’ - Immediate
D1-02-11 15:06 End of alarm From input D& / C 004 Movement Sensor’

01-02-11 15:06 Power Up From controller ‘C4 Lab’

01-02-11 15:06 Access Granted ‘Gamsu Robert' From reader 'RdriC4 LabIN

01-02-11 15:07 Power Down From controller "C2 Offices’

D1-02-11 15:07 Power Up From controller "C2 Offices"

D1-02-11 15:07 Access Granted "Monitor Clive" From reader "'Rdrl1C2 OfficeIN'

01-02-11 15:07 Access Granted "‘Gamsu Robert” From reader "Rde2C2 OfficeOuT’

01-02-11 15:07 Access Granted "Bosston Donald Montgomery” From reader 'Rdr1C2 OfficeIN’
D1-02-11 15:08 Start of Alarmy From input ‘08 / C 002" - Immediate

01-02-11 15:08 End of alarmy From input ‘08 / C 002°

01-02-11 15:08 Access Granted ‘™onitor Clive' From reader "RdrilC2 DfficelN'

W

The Log window scrolls upwards, with new events inserted at the bottom in the sequence in
which they occur.

By default, events are displayed in different colours according to type (red for alarms, green
for access granted, black for access denied, etc.) The types of transaction to be displayed,
and their corresponding colours, are set in the 7o0/s/Options/Menu screen

The Log window can be hidden/shown, and the Log can be cleared, using the corresponding
buttons in the Communications tab.

The user may wish to ‘freeze’ the display so that particular events remain visible even though
other events are taking place that would cause the window to scroll.

Setting the GuardPointPro.ini option Scro//Logs = 1 adds Scroll buttons On and Off above the
log window, and clicking on these buttons allows the user to freeze/unfreeze scrolling of the
Log window.

Scroll: On  Off

01-02-11 15:04 End of alarm From input "iD8 / C 004 Movement Sensor’ A
D1-02-11 15:05 Access Granted "Gamsu Robert’ From reader "RdriC4 LabIN
01-02-11 15:05 Access Granted 'Gamsu Robert’ From reader "Rdr1C4 LabIN

(When the Scroll option is set to ‘Off’, scrolling continues, with all events that occurred while
the window was frozen being immediately added.)

The log window may be split into separate windows with the upper window dedicated to
cardholder events and the lower showing all alarm events. This is set in the screen
Tools/Options/Journal/log Screen.
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2.3.4.4RICH LOG OPTION

The 'Rich Log’ option provides Action menus, accessible by right-clicking on events in the
log. The option also provides icons for events associated with video records.

F-10-I00TEE Rocess Granted Bosslen Donebd “oentgoery’ From reader (2"
27-10-IN 0527 Access Geanted Tonator Cle' From reader (2]

Z9-10-1007:323 Sart of Mlarm From isput 06 (¢’ - Immediste. Door foroed Cirded*
TPN0-L00TES End o alarmn From gl W6 | cF

27-10-100723 Access Geanbed Tossten Donald Sontgomery’ From reader T2rdiz *
FI-10-1005:23 Accrss Granbed Towston Donald Montgoenery’ From reader (2R’
FPAD-L00NEY Adcess Granbed Boswten Donakd “entgomery’ From eeades 2rdrd
ZT-10- [0 0723 Acceys Granbed Flonkor Clwe' From neader C2rded *

ZT-10-1007:33 Accrss Denind “Solomon Reginald From reader TIR4T - Accews Groug

F10- 10025 Stect of Alarim From gt s /T3 Inavecdiste
ET-10-E0OTES Erad ol alawn Froww inpalt W06 (037
FT-10-100T:25 Start of Marm Prom gt 906 /031 Inumediat e

FPA0-100T25 End of slarm From ingat 16/ €37
WL FTAD- DO Access anted Boscton Donald Mot ey’ Froens e ades Beded B
SF7-10-FI 05T Access Granbed Roberto Gooeo { Bosston Donskd Tr——

8 Launch video
&, Open cardholder screen
B Open reader screen

# Open input screen

wa Open controller screen

Actions available for Access events
Open cardholder screen
(displays corresponding Cardholder data)
Open reader screen
(displays corresponding Reader data)
Open controller screen
(displays corresponding Controller data)
Actions available for Alarm events
Open input screen
(displays corresponding input data)
Open controller screen
(displays corresponding Controller data)
Video events
When the Rich Log option is used, Video icons are displayed alongside events that are
linked to video records.

Two different icons are used:

o]0 Regular Video icon (example above) - Video record linked to an event
(set with ‘Camera’ field in Reader and/or Input screens)

o000 Video Icon with red background - Video record linked to ‘Record video’
Action
(set with a ‘Record video’ action in Action screen)
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Additional Action available for Video events
Launch video
(displays the video recording corresponding to the event) (see Video module)

‘ 2.3.5 DATA SCREEN (E)
When a selection is made from the Menu Ribbon, a Data Window is shown.

“ Controller

i

r tﬁ] A o0 9O 0O O s m‘ fm) @ E i) Data
New Save Delete First Prev. Next Last Downld. Search Print Close | Toolbar
i General - Controller 001
Ciprhoder CEN Ry FYCU 1 H
E iii) Mavigati [Cenroler 001U
MR | == e p—
Conbroler sddress (00-31)
{ E iv) Data Panhe )
Controler bype
‘General
Readers
Input E if) Tabs
Output
Local reflexes

2.3.5.1 DATA TOOLBAR (E T)

All data screens have a common set of icons and support a common set of Function Keys.

o (B H X © © © 06 o . = @
P :I‘flew Sage De[gzte First Prev. Next Last Downld. Search Print Close

F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 Fi2

F1 Help Display Help information about the current screen

Define a new data entry.

If, before pressing the F2 key, existing information has not yet
been saved, a message appears requesting the user to save or
cancel the changes. Then, a new screen appears for the new
data entry with fields either empty or already populated with
default values.

F2 New

Save the current data.

Updates the relevant database. If the data contain parameters
linked to controllers, the modified Controller parameters are
automatically transferred to the corresponding controllers.

F3 Save

F4 Delete Delete the selected data entry

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

37/361



F5
F6
F7
F8

F9

F10

F11

F12

2.3.52TABS (EI)

First
Previous
Next
Last

Download

Search

Print

Close
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Select the first data entry of the list

Select the previous data entry

Select the next data entry

Select the last data entry of the list

Transfer all the parameters to the corresponding controllers even
if the information has not been modified

Lists all records that match the information entered into any of
the fields. Search data may be entered into fields in any of the
Tabs

(Press Search to clear all fields, enter search criteria and press
Search again)

Automatically generate the report corresponding to the current
data entry

Close the current screen

Several Data Windows have additional Tabs for specific information. Clicking on a Tab
changes the Data Pane to display the information for the selected tab, and highlights the
selected data record in the Navigation Pane.

2.3.5.3 NAVIGATION PANE (E III) |

The list of existing records for the selected data type is shown, in alphabetical order. When

an item is selected by clicking on it, the relevant data record is shown in the Data Pane.

The Data Pane displays all the information for the selected item. When entering a new item,
the identifying information (i.e. ‘Name' in the case of Cardholders, etc.) must be entered and

then Saved, before the rest of the new data can be entered.

2.4 ACCESSING HELP FROM THE APPLICATION

Most screens in the system are linked directly to their own Help pages — these are accessed

by pressing 'F1' from Guard Point Pro screen.
Where specific screens do not have their own links, Help material is accessible from the
Table of Contents in the left panel of the Help window.
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E? GuardPoint Pro Help g@

0 - &
Hide Print  Optionz

13

Cortents | |ndes | Search|

About GuardPoint Pro

+ OMme:

+ @ Geneial Scresns GuardPoint Pro, the sophisticated yet user-

= g E::nrt"ﬁ::d"ng friendly access control and alarm management

= @ Modules software, centralizes security requirements within all

+ @ Communication types of installation irrespective of their complexity.

+ @ Marnual Action

+ @ Took GuardPoint Pro offers intelligent and flexible |

access control that manages time zones, access
levels, data layout and relays activation. Controllers

B L T - R B T o e LR A

The Search button displays all topics that refer to the item in the Search window.

E? GuardPoint Pro Help
=

Hide Back Print  Optionz

fgontents '_ Index | Search Keaay m ~

Type in the keyward to find:

|zontrallsr Your organization can prevent material or information
robbery, by limiting / supervising the access to all or

part of your facility {lab, computer room, or storage
S e (o areas) to authorized persons, during specific time
periods.

About GuardPoint Pro

1B

Mo

Smart multi-technology [BiaEeE, linked to advance

Active Alams identification systems ranging from card reader to

Alarmn Management biometrics, are programmed to [#ayifs] "who is going —
Eisachasislievs) where and when" Each person is equipped with a

Arming Alarms ;

Badae v personalized card or another ID that ACCeSsS.

< N i
The Search Window includes options to search for titles only, similar words, or limiting the
search to previous search results.

All targets words are highlighted.
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3 PARAMETER TAB

The Parameter Tab displays the screens associated with setting up the system.

(n} SERVER GuardPointPro Version 2.3.514

Farameter Event handling Modules Communication Views Manual action Tools Help

e ][ Twﬁ][ﬂhl»-»@.%] =

Cumputer Cuntroller Controlle Daily  Weekly Holiday jlAccess Department Area Badge All Visito Authur\zatmn User Custumlzed Customized

network rogram program group cardholders labels Fields

Configuring the Hardware Setting up Schedules Input and Update of Persannel Other Parameters

Depending on the screen parameters, the last section of the Parameter menu may be
accessed by clicking an additional pull-down button.

[; | Pull-down button
B & O = I

Autherization User Customized Customized '.
level labels fields

Note: In installations that use the Multi-company option, some additional fields are shown.
See Multi-Company Option.

There are 4 groups of Operator actions in the Parameter Tab:

— . Input and
Conf th Sett
onfiguring the etting up . Other
Hardware Schedules
of Personnel Parameters

Computer Daily Programme |Access Group Company
Controller Weekly Authorization
Network Programme Department Level
Controller Holiday Area User

Badae Customized

24dg¢ Labels

All Cardholders M

- Fields

Visitor

PARAMETER DEFAULT VALUES

When a new item is created (controller, reader, cardholder, etc...), the system creates most
of the parameters with standard default values, using standard practices established for the
system in the field. For example, see Default Connections for Inputs, Relays and RTX.

The user may change these values where required.

3.1 COMPUTER

Define the computer/s on which Guard Point Pro will run (server and all supported
workstations).
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EComputer
O H X © © 6 0 kL &
: New Save Delete First Prev. Next Last Downlid. Search Print Close
Select a computer
[ ok Stnticn) General - Main Work Station
[bhain Weork Stoion |
s Deemcriphion :
ey P23
Codmputar asrameters
ROBS_T400 w |
IP address
[172.160.1.88 &£
Subret mask Only shown when Shift + FI12 is pressed
[z35.0.0.60 Rastat

Localfremote Restart or shutdown are
Shutdown pedormed within 2 minutes of pressing
the relenvant button

The first time Guard Point Pro runs, the fields Name, Computer Parameters, IP Address
and Subnet mask will be filled automatically, taking the parameters of the machine on
which Guard Point Pro is running.

If for some reason the computer is replaced, then in addition to restoring the database on the
new PC, Guard Point Pro will request that the operator updates this screen with the new IP
address.

Subsequently, this screen is used for defining additional workstations.
Click New to start definition of a new workstation.

Name
Free Text

Computer Parameters
Lists of all computers on the network — select the computer on to be used as a
workstation

IP address
Clicking the IP arrow will automatically update this field for the selected computer

Subnet mask
New installations: Guard Point Pro can use multicast addressing, and Guard Point Pro
uses an alias Subnet Mask setting of 239.0.0.60 (multicast address) to enable this.
Therefore Guard Point Pro sets this mask as a default in the screen. No change
should be made to the Windows settings.
Caution for existing installations using an actual subnet mask e.g. 255.255.255.0
The subnet mask value must be the same for the server and all workstations. Where an actual
subnet mask setting is used for the server, either the same setting must be used for all
workstations, or the server’s subnet mask setting must be changed to the 239.0.0.60 alias.
The User should verify with their Network Administrator that the multicast address 239.0.0.60
is available for use.
If it is already in use by another application, then another value starting 239.0. . should be
requested.

Fields only show after pressing Shift+F12

Restart and Shutdown
These will be invoked automatically within 2 minutes of pressing the button. A
warning message is presented before the instruction is activated.
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3.2 CONTROLLER NETWORK
“Network” refers to the physical/electrical connection by which controllers are connected to a
PC. This screen allows a Network to be named, and once this is done, the following
Controller Network/Definition screens allows input of the required configuration details,
depending on the type of Network being defined:

o Network/Definition - Local Comms Port

o Network/Definition - TGP Comms Port

o Network/Definition — Modem Comms Port

0O H X © o 0 o u - @
MNext Last Downld. Search Print ' Close

MNew Save Delete First Prev.
Select a controfler nebwork ;
| Metwort: 1

Mehwoek, 2 - Bio

General
Definition

Name
Free text. Default name is <Network1> — can be edited

Description
Free text
Notes:

1. Configuring Biometric Reader Network Biometric Readers are connected to

regular controllers but also require their own dedicated network for transfer of
Biometric template data to and from the computer. Separate network/s must be
defined for this purpose. See Setting up Biometric Readers

Pressing Shift+F12 allows displays Advanced Network Settings used when setting
up a 2nd communications bus for the controller. (see Optional second bus)

3.2.1 CONTROLLER NETWORK/DEFINITION

There are three connection methods supported: local communication port, IP network, and
remote (modem). This screen allows the definition of networks of each of these types.
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= MEX
O H X 0o oo 6 0 W L gy | D
New Save Delete First Prev. Next Last Downld. Search Print Close
Select o controller netwark @
[ Hetwork 1 Definition - Network 1
[T TH :
Port ¢ G ! |10 |
om | Sen [ollowmng Headmags for deliritions of
TCF each dflerenl ppe ol Contiolles Hetwoik
MODEM
[l Eneryption key
Tirsey ot oy = 1000 Msag

Cer patagiaph below describing
Time ok poling : 1000 Meac thesn Comunscation Fsamotors

‘wisting deday = Msac,

\General
Definition

Select a Controller Network
Click New to define a new network

Port
Select the required connection method
When this selection is made, the additional fields necessary for the selected type of
network are displayed. The three possible types of Controller Network are described
below in Computer Network Definition screens for Loca/ Comms Network, TCP
Network, and Modem Network.

Encryption Key
See Encryption Key and Communication Parameters

Encryption Key
When checked, a 4-digit Hexadecimal (i.e. 32-bit) Encryption Key may be entered.
(Min. value: 01 00 00 00 / Max value: 7F FF FF FF)
This key secures the data traffic between the PC and the controllers by encoding the
information that passes over the communication bus (whether serial or TCP/IP). Each
controller network may have its own key. When the PC and the controllers
communicate, each data packet is encrypted using this password, preventing a hacker
that has a copy of Guard Point Pro from accessing the controllers.

Communication Parameters
For any type of Controller Network, the following Communication Parameters must be
defined.

Caution
Defaults of these parameters should only be changed by experienced Communications
engineers.
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Tireee ot dalay [:IIIIEI e,
Time out polling - [1o00 Msac,
‘Wadting delay |5El e,

Time out delay (Default 1000 msec — keep this value unless specified otherwise)
Delay in millisecs
The timeout delay is the maximum time within which a controller must answer to a
command sent by the system. If the controller does not answer within this time, the
system will try n more times (default 3) to send the command (value set in
Tools/Options/Communication).
If there is still no answer from the controller, the command will be put in the Pending
commands.

Time out polling (Default 1000 msec - keep this value unless specified otherwise)
Timeout in millisecs
Polling a controller means asking it if any events just occurred, i.e. either a card
transaction (granted or denied) or an alarm. In polling mode, the system continuously
polls all controllers, and they must answer either with an empty message, if nothing
happened, or with the last event(s) that occurred.
The ‘Time out polling’ is the maximum delay, measured in milliseconds, beyond which
a controller must answer a poll. If the controller does not answer within this delay,
the system will try n more times (default 3) to poll it (value set in
Tools/Options/Communication).
If there is still no answer from the controller, it will flag this as a communication error
and jump to the next controller.
The system will declare a communication problem if a controller does not answer to
polling during a pre-defined ‘Polling error time-out' delay.
The *polling error time-out' delay (30 seconds by default) is adjustable in
Tools/Options/Communication

Waiting delay (in milliseconds)
(Default 500 msec — keep this value unless specified otherwise)
Specifies the delay between two communication operations between the system and
the controllers (polling or commands) - measured in milliseconds. This function will
help slow down the system so as to free up the system PC.
Note on Baud Rate: The communication baud rate between controllers and the system is
defined in Jools/Options/Communication

73.2.1.2 NETWORK/DEFINITION - LOCAL COMMS PORT

This screen defines a Communications Network connected via a PC Port (COM 1, . . .n).
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s=Cont | =X
OB X 0 0 0 60 u A = 0
New Save Delete First Prev. Next Last Downld. Szarch Print ' Close
Gelect o controfler network ;
| Hehwork. 1 Definition - MNetwork 1
bitwck 1 ]
(iehwork. 2
Post ¢ oM e (1o v]
. =
HOOEH
[N Encryption ey
Tirne ot dheday o s
Troe ek goling - [ e
Wting dslay 1 B s
General
Definition

In the screen example, the pull-down shows the Network type as ‘COM’.

Port
Select *COM’ and choose a COM port number, from 01 to 99

PC Port per COM Network
Each network defined as type ‘COM’ must have a separate corresponding port on the PC.

Encryption Key and Comm. Parameters
See Encryption Key and Communication Parameters

3.2.1.3 NETWORK/DEFINITION - TCP COMMS PORT

This screen defines a Communications Network connected via a TCP network.
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&= Controller network

OB X © 0 0 6 b = @ 0
New Save Delete First Prev. Next Last Downld. Sesarch Print Close
Select & comtroller nebwork ;
[ 2 Definition - 2rd
I
| Miedwioic 1 = IF resvke or TP
Pt ¢ B | Phore he. or TEF address
|
Fow TCP put <liddrees s <Port >
[} Encryption ey sach s 1000,0, 1; 1001
Tirres ok delay 1000 Mses,
Tirres guk geslieng = 1000 L
Wi dslay | E:' Mae,
General
Definition
Port

Select ‘'TCP’

Encryption Key and Comm. Parameters
See Encryption Key and Communication Parameters
Phone no. or TCP address

Specify the TCP address requested in the format ‘<Address>: <Port>’
Example: 192.168.168.49:1001

This screen defines a Communications Network connected via Modem.
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&= Controller network

0O B X ©o oo @ 0 u - @
New Save Delete First Prev. Next Last Downld. Search Print ' Close
Select a controfler network :
g |
| Mlahaoet, - I resrcke g TP
Port : T | Phor o, or TCP addvess
[l Erryption key
Mo ;
v ont dlslay [1000 Mare, .
Time oot poling 1000 e, J | ?
Wsking dalsy | [ea M. _ ]
General
Definition
Port

Select ‘Modem’

Encryption Key and Comm. Parameters
See Encryption Key and Communication Parameters

If Remote or TCP

Phone No. or TCP address
Enter the Phone number that the remote modem will be using

Modem
Pull-down to select a modem
(the list corresponds to the modem drivers installed on the PC)
e  Set modem to auto-answer
e  Configure modem to match Controller settings
e  Click Connect button
See Updating Remote Controllers for further info

Connect/Disconnect buttons
Note: These icons are enabled only after the definition of a new network controller
has been saved
e  Connect button - Initiates the modem connect sequence.
The status will be shown - (‘Proceeding’, ‘Line Busy’, ‘Connected”)
e Disconnect button - Takes the controller off-line.
Relevant database changes will be saved until the next time the controller is

connected.
Notes:
1. Default values for communication parameters are set in
Tools/Options/Communications.
2. See notes below for Updating Remote Controllers .
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3.2.1.5 UPDATING REMOTE (DIAL-UP) CONTROLLERS VIA THE MODEM
When remote controllers are connected to the PC through a communication port defined as

‘Modem’ (in the ‘port’ field of the Controller Network/Definition Tab), and the user makes
changes to the database, dial-up Controllers can be updated in three ways:

Update Controllers Manually

Open the definition in Controller Network and click *Connect’. Once the controller is online, all
the ‘pending’ commands are downloaded automatically, and all events stored in the controller
are uploaded.

Update Controllers by User-defined schedule

1. Define a new action and select the type:
“Connect distant network and read transactions”.

2. Select the relevant remote controller network.

3. Save.

4, Click “Make it a process”.

5. Define a new global reflex.

6. Select the type “Scheduler” and select the relevant time and dates. For example:
Any day, any month, at 23:00.

7. Select the newly created process.

8. Save.

This will make the system dial up to that modem automatically every night at 23:00,
download the pending commands, upload the events stored in the controller memory, and
disconnect.

Update Controllers by Automatic Dial-up

When a local controller does not answer to controller commands, (usually due to a
communication problem), these commands are left as pendings in the buffer of the controller,
and are cleared as soon as communication is restored.

For remote controllers, the system can automatically connect to update pendings on a regular
basis, by setting the “Distant connect on pending” option in the
Tools/Options/Communication. The default delay between retries is 30 minutes, and this can
be changed (down to a minimum of 1 minute) using the 'Resend pending every..." parameter.
Note: When this option is activated, Guard Point Pro does not dial up all remote controllers
every pending updates period, but only those that have to be updated with database
changes. Therefore, if a particular controller does not have to be updated, Guard Point Pro
will not connect to it and would not empty its buffer.

3.2.2 CONTROLLER BUS 2 - OPTIONAL

Controllers communicate with the central PC through their serial Port 1 or their TCP network.

Some controllers are equipped with an optional second serial port 2 (RS485). Such controllers
may be connected to the PC through their Port2, via a serial bus called BUS 2.

This BUS 2 provides an alternate routing for the network traffic in the 3 following cases:
‘Redundant bus’, ‘Alarm Priority’, and ‘Network reflex bus’.

Details about setting up the secondary bus are defined in this chapter.
REDUNDANT BUS:

The Redundant Bus provides a backup communication bus for the controller in case of main
communication bus failure (for example if the TCP/IP network fails).
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If this option is set, then when Guard Point Pro detects a communication error with one or
more controllers of the network, it swaps the communication of all the controllers of that
network to ‘Bus 2'. This change is done after the ‘Communication error time out’ delay,
(defined in the 7ools/Options/Communications screen, default=30 sec).

Communication then continues on the secondary bus. However, within a maximum of

5 minutes, Guard Point Pro will test the main bus. If all controllers answer, the main bus is
automatically restored; otherwise, communication will continue on the ‘Bus 2’ for another
period of 5 minutes and so on.

ALARM PRIORITY BUS:

Bus dedicated to giving Alarm messages a high priority, i.e. the alarm messages are sent by
the controller via Bus 2 as soon as they occur. The Alarm Priority Bus is typically used for the
following:

e  Giving Alarm transactions priority
e Large installations with many controllers

Using the secondary bus as an Alarm Priority bus means that while cardholder
transactions continue to be transferred to the PC in a ‘polling’ mode through Bus 1
(either serial or TCP) connected to the controller communication port 1, alarm events are
transferred to the PC in an ‘event’ mode through serial Bus 2 connected to the controller’s
secondary communication port 2.

When controller/s are configured to use an Alarm Priority Bus, the controller ACTIVELY sends
all the alarm events immediately as they occur, without waiting to be ‘polled’ by the PC. This
is called Event Mode. Therefore, the user receives alarm messages as they happen, even

though the controller buffer may be still loaded with thousands of access, and other, events.

NETWORK REFLEX BUS:
A reflex is the execution of a pre-defined action (relay activation, arming/disarming alarm
zones, etc.,) triggered by a pre-defined event (Input under alarm, card transaction, etc.)

A Network reflex is a reflex which can be executed between controllers on the same network,
i.e. connected to a same BUS 2, where an event on a specific controller may trigger an action
on another controller, independently of a PC (even when the PC is not running).

(Note that Network reflexes are defined in the Event handling/Global Reflex/General screen.
PROGRAMMING THE BUS 2

Pressing Shift + F12 while in the General tab of the Controller Network screen accesses the
additional fields needed for defining a secondary bus for the network:
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O B X o © a u b | @
New Save Delete First Prev. Next Last Downld. S=arch Print @ Close
Select & controller nebwork :
| Mihwosic 1
Mt 2 Mamee Bues bype
;Hﬂwk! (:Bul-;rrmcmmmmm:- ﬂ\\
[eesrpton - Bug 2 For redundancy, Fast alemes ...)
BIOM I vinliSH Bus |
o Sy by resdunclank
bix
l Has & seoond bus 1
¥ hared [[cmtres =]
Qvutums - H,_ﬂj
General
Defindtion
Bus type

Radio button selects Bus 1 or Bus 2

e  Bus 1 is the default main communication bus connected to port 1 of the
Controller.

e  Bus 2 is the bus connected to port 2 of the Controller

BUS 1:
This bus operates only in Polling Mode i.e. the PC continuously polls the controllers, in
order to check if there are any new events to be reported.
The Event Mode is not available.

Swap to redundant bus (or to ‘Main’ bus)
When Bus 2 has been defined as ‘Redundant’, Guard Point Pro automatically swaps to
this secondary bus if the communication from the main bus fails.
Clicking on this button allows the user to toggle between Bus 1 and Bus 2 manually
(for test purposes).

Has a second bus
This field allows a secondary bus (which has been previously created) to be attached
to the main bus 1.

Event Timeout
This timeout is the delay the controller waits to receive acknowledgment of a
message it has sent on Bus 2. This message may be an alarm event sent to the PC (in
the case that Bus 2 is used as an Alarm priority bus) or a reflex execution sent to
another controller (in the case that Bus 2 is used as a Network Reflex bus)
If, after 3 trials, the controller doesn't receive the acknowledgement, in the case of an
alarm event it records the alarm in its Event buffer and in the case of a Network
reflex it records a corresponding alarm message in its buffer. This will be read later
on during a regular polling on bus 1.

BUS 2:
Check the relevant box to define which function the secondary bus will
perform: ‘Redundant bus’, ‘Alarm Priority’, ‘Network reflex bus’. Only one option box
should be checked.

Caution:
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- Alarm Priority Bus over TCP/IP

When the Alarm Priority bus is connected over TCP/IP, the Connection Timeout must be disabled.

If this is not done, TCP socket will be automatically closed after 5 minutes without an alarm message.
(in the Tibbo DS-Manager application, set “Connection timeout = 0”)

Checklist: Before setting/testing Bus 2, make sure that:

e There is RS485 wiring on Bus 2.

e The bus is connected to the secondary serial port of all the controllers equipped
with a second RS485 communication port.

e Bus 1is linked in the software to Bus 2
(i.e., in Bus 1 definition, the ‘Has a second bus’ field has been set).

In the Controller/General screen, the network of all the corresponding controllers is Bus 1.
3.3 CONTROLLER

These menu and sub-menu screens allow definition of the controller's parameters in the
system.

Main Topic  Controller/General
Tabs Readers/General
Controller/Input
Controller/Output
Controller/Local Reflexes
Add. Info Controllers

Controller Types
Default Connections for Inputs, Relays and RTX

Controller Capaci

3.3.1 CONTROLLER/GENERAL

This screen allows definition of the controller's parameters in the system.
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= Controller
T H X © 000 u & = 0
New Sawve Cancel First Prev. Next Last Downld. Search Print  Close

Mo Cortoler sldeaiy

[Controler 008 Hestreirk
= = @
Cordrolor adores (MEH)

Controller bype
[#] e 1 TPLA dccess »
SRS LGOS &1 Dropdown only shown
T - || \/hen defining New
General

Name
<Controller 001>, <Controller 002>, . . are default names and these may be
modified by the user.
Useful Note: Use of logical names allows the user to recognize which controller is
referred to.
e.g. ‘FrontEntrance01’, ‘FrontEntrance02’ etc.

Description
Free text

Active
Check to activate communication
Uncheck to set offline

Same Definition as :
This dropdown appears only when New is pressed. It allows a new Controller to be
defined using the same settings and parameters as a currently-defined controller.

Network
Select an existing network from a list of previously defined networks or create a new
network by clicking on the [...] button.

Controller Address (00-31)
Enter the physical address of the controller as set on the controller Address Selection
DIP switches.

Controller Type
Select correct type from the list of Controller Types.

Parking
(This box is only displayed if the selected Controller Type includes the description
‘Parking’)
Use dropdown to select the Parking Lot to be associated with this Controller.
Parking lots must be previously created via the Parking Lot screen.
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[...] opens the Parking Lot screen to allow a new Parking lot to be defined.

Saving and downloading
When saving the data entered (Save or F3), automatically downloads any relevant
data from the new information entered. If the controller has just been created, a
complete download will be performed, which includes: initialization data, update of
time and transfer group parameters, daily and weekly programs for access, reader
parameters, card format and cardholders database (with access authorizations).

Updating
Once a controller type has been selected and the entry saved, the controller type
may not be changed. To change the type, you must delete the controller and make a
new one.

1C2000 Lift & 1C4000 Lift
A single controller can pilot several lifts independently.

13.3.2 READERS
These menu and sub-menu screens allow definition of the Reader's parameters in the

system.

Main Topic |Readers General Tab

Tabs

Readers Door Control Tab
Readers Access Mode Tab
Readers Miscellaneous/Badge Format Tab

Readers Fingerprint Tab
(only shown if this is a Biometric reader)

READER LIST

Selecting the Reader Tab displays a List window, from which a reader can be selected.

The List window shows all readers defined for the selected controller. Default parameters are

defined

according to the type of controller.

Click on the [...] symbol of the required reader in this screen to open the General tab screen
for that reader.
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:Genaal
Readers
Input
| Output
| Local reflexes

Reader Tab
Readers - <Controller n>
A table of all the readers of the selected Controller is displayed, showing Reader
name, Door alarm (the alarm that signals opening of this door), Relayl name, and the
assigned weekly programme

>
Use Up and down arrows to select a Reader
[..]
Click to open the Readers/General screen for the selected reader
x
Click to delete the selected Reader
[..]

(Outside the list table) — Click here to access the Readers/General screen returning
to the top of the list.

Note If an alarm controller (such as ‘IC1604’ or *IC2000 Alarm’) is selected, the system
displays the message:

Alarm monitoring controller without readers !

3 3.2. 1READERS/GENERAL

This screen allows the user to assign a name and description to the selected reader and
define basic characteristics.
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New Save Delete First Prev. Next Last Downld. Search Print Close
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General
[hoor control
LACCess mode

Miscellaneous /Badge format

Name
Reader name — free text
Useful Note: Use of logical names allows the user to recognize which reader is referred
to. e.g., ‘Front Entrance Main Street’, ‘Main Entrance Production hall’, etc. The abbreviation
‘Rdr’ is used in default names to show the difference between Readers and Relays (Rdr01,
Rdr02 . ., rather than r01, r02 . .)

Number
Dropdown shows available readers defined for that controller

Description
Free text

Camera
Note: only for use with Video Module.
Select Camera from list if associated with this door.
If not defined yet, click [...] to open Camera screen

Has Slave Reader
Check this box if this reader is to access at a door and is to have a ‘slave’ reader
attached that controls movement in the opposite direction at the same door.
(Standard 4-reader controllers (1C2000, 1C2000-DR, or IC-PRO-2) typically
control one or two primary readers (default names rdrl and rdr2), with each reader
controlling one door. Each of these doors may in turn have a secondary reader
installed so that exits also require a card to be passed. These are called
slave readers.)
Slave readers use the same settings as the primary readers. When the ‘slave’ box is
checked, then a name must be entered for the slave reader, so that transactions in
the log can indicate that the secondary reader was used.
When Anti-Passback is in force for the readers, then slave readers are automatically
configured to have the reverse areas from their *host’ reader.
Note: In order to control 4 separate doors, the controller models must be 1C4000,
1C4000-DR, or IC-PRO-4. These are physically the same controllers, but have
different ROMs. Definitions of readers on these controllers will show 4 readers, with
default names rdri, rdr2, rdr3, and rdr4.

Technology
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Default technology as selected in 7ools/Options/General screen will be shown.
Dropdown can be used to select a different technology.

Caution: If the technology specified for a reader (in the screen) is changed,
the system will automatically change ALL other readers on the same controller to the
new technology. The database of cards on that controller will be deleted and a new
database holding only cardholders with the new technology will be downloaded. Care
should be taken before making such a change as this can result in the downloading
of a large number of records, creating a substantial load on the network to which the
controller is attached.

Biometrics
If a Biometric technology reader is selected, choose the required biometric from the
dropdown.
The Fingerprint Tab is only displayed if the selected reader has biometric capability
Time and Attendance
According to the T&A variation in use, select as follows:
. Standard T&A option 1 -
Select ‘none’. (The ‘Standard T&A Option 1’ system report uses only the first
and the last transaction of the day, from any reader)
. Standard T&A option 2 -
Select ‘Entrance reader’ if working time calculation will start from this reader
Select ‘Exit Reader’ if working time calculation will stop at this reader.
. T+ Module - Select ‘Entrance Reader/Exit Reader’ if the reader is to be
used for reporting T&A transactions.
See Time and Attendance Concepts
Motorized reader
Check box if motorized reader attached
To use a motorized reader, select the ‘Motorized Reader’ technology in this
screen. Two additional fields are displayed:
e  Select the controller input connected to the badge detection signal (S1)
e  Select the controller relay to which the Common is connected to the signal
(MFC/MRC) that controls the sense of the reader motor.

'3.3.2.2READERS DOOR CONTROLTAB

This screen defines which Controller Inputs and Outputs are used for door sensors, controls,

and alarms, defines the type of doors installed and specifies the APB levels and Area before
and after a badge is passed at the Reader.

For the default setup of doors and relays, see Default Connections for Inputs, Relays and RTX
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(General
Door control
Access mode
Miscellaneous Badge format
Inputs
Door Alarm

Select the controller input to which the door opening control device (‘*door contacts”’)
is wired; an alarm is set off when a door is forced or stays open beyond a predefined
delay (‘door alarm delay”) — see Reader/Access Mode screen

Feedback

Check the box in order to verify the physical entry or exit of a cardholder that has

been granted access (i.e. that after reading a badge and granting access, that the

door actually opened)

Operation mode: A cardholder swipes a badge at a reader. The controller

authorizes access to the cardholder by activating a door relay. During the predefined

‘door open’ time, during which the door can be opened, the controller goes into a
waiting mode.

e If the door has been opened and closed, as sensed by activation of the ‘door
opening control device’, the cardholder is assumed to have passed and the
controller records the access transaction in memory.

e If the door is not opened, the ‘door opening control device’ is not activated and
the controller records the transaction “access refused — door locked” in memory.

Outputs
Two relays (first and second outputs’) may be activated when access is granted to
open doors, gates, etc. Select them from the list of relays defined on this controller.
They are activated during the ‘Door open time’ delay.
See Reader/Access mode screen

Bypass relay
When this check box is selected, then when access is granted, the second relay is
activated for the duration of the 'Door alarm delay' and not for the ‘Door open time' —
(See Reader/Access mode screen). It is automatically deactivated when the door is
closed.
Typically used where an authorized employee must enter to switch off an alarm
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panel, etc. A ‘bypass’ relay is connected to inhibit the Door Alarm input of the Alarm
Panel during the programmed door alarm delay.
(Requires firmware dated 16/03/09 and later).
Door type
Select from list:
e  Standard: Access is granted if badge is authorized
e Controlled by Input: This specifies that the door is controlled by the status of
the input specified in the ‘Controlled by’ field. The door opens if that input is
inactive but remains closed if it is active. (If, for example, the input selected is
the door contact of a second door, the ‘controlled’ door will be opened only if this
second door is closed)
e [OMan Trap 1, 3, 4: Select if the doors operate in man trap mode, i.e. passage
through two consecutive doors is required in order to access a site.
See Mantraps Concept
e  Manually Controlled: Access is manually regulated

APB Level

APB levels (Anti-Passback levels) divide the site into ‘levels’ which are geographic
zones delimited by readers. The system may control the movement of people so that
they have to follow a specific path, i.e. pass between specific levels in a defined way:
when the Global anti-Passback function is set (see Reader/Access Mode screen), the
‘From’ level is the level in which a cardholder must be before accessing the reader,
and the 'To’ level is the level he will be in after being granted access at this reader.
Therefore, APB levels enforce the movement of cardholders in an authorized
sequence, and may also prevent the same badge being used at a same level (at an
entrance, for example) by two people.

See Anti-Passback — Concept and Examples

These levels are defined in the special screen APB level, which is opened directly
from this screen, by pressing the [...] button after From or To in this part of the

screen.
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New Save Delete First Prev. Mext Last Downld. Sea Print Close
_n-lnl--——:
D B

Chail - -
T | oo s Pt cutpad Troe

S ord el

By by

B APE Level

O W X )
New Save Delete First
l_ﬁl::ﬂh—l:

I =i e

fractorcism |

Lab AP e Cwacrgran

From

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual 59/361



sensor

ACCESSTECHNOLOGY

Select the APB level where the cardholder who requests the access must be, or
<none>, from dropdown
Use [...] to define a new APB level

To
Select the APB level that describes where the cardholder will be after passing a badge
at this reader or <none> from dropdown
Use [...] to define a new APB level

Area Path
Area Paths divide the site into ‘areas’ and allow the system to determine the number
of people currently inside a named ‘area’ — Areas can be defined for the whole site,
building/s (or floor/s of a building), and/or a particular room or rooms.
Areas are set up in the Area screen.

From
Select the Area that describes the area that the reader is in or <none> from
dropdown.
Use [...] to define a new Area

To

Select the Area that describes the Area where the cardholder will be after passing a
badge at this reader

Every reader has two sets of settings — ‘Security level 1" and ‘Security level 2’, allowing
different access controls to be applied when reading a badge.

The current Daily Programme for each reader (set up in the Weekly Programme associated
with it) divides the day into 2 segments:
e 'Time Zone 1’ - (green time)
— during this time, the reader uses the rules of ‘Security level 1
o LI " Time Zone 2" - (red time)
— during this time, the reader uses the rules of ‘Security level 2’
(see Weekly and Daily Programmes, Time Zones)
Note: Maximum number of usable programmes
Many daily, weekly and holiday programmes can be created in the whole system.
However, each controller may only include a restricted number of programmes.
See Controller Memory Capacity. An error message appears if the limit of
programmes has been exceeded for a specific controller.
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(General
Door control
Access mode

hlimeili!u&m;’ﬁm format

Weekly Programme
Use the dropdown to select a Weekly Programme for the reader, or the [...] field to
create a new Weekly programme or modify an existing one.
The reader automatically selects its current ‘Security Level’ based on the Time Zone
set in the Weekly Programme associated with it.
The default Weekly Program for all readers is ‘WP Always’ and therefore a reader will
operate in ‘Security level 1" unless another Weekly Programme is selected
Door remote input
Select the controller input to which the Request to Exit button (RTX) is connected.
See Default Connections for Inputs, Relays and RTX
Note that when an RTX input is associated with an Event Weekly Program (via
the ‘Event Handling Programme/Alarms’ screen), the button is active and raises
an alarm during the ‘green’ periods of the Weekly Programme but doesn’t open
the door (and doesn't raise an alarm) during the ‘red’ periods of the programme.
Security Levels 1 & 2
Define the access rules applicable to the two states of the Weekly
Programme.
These parameters must be filled out separately for both Security Levels 1 & 2
Security level 1 — Green time:
Rules to apply during Time Zone 1 of the applicable Daily programme
Security level 2 — Red time:
Rules to apply during Time Zone 2 of the applicable Daily programme

Parameters for Security Level 1 & 2

Access authorization: Define the way in which the authorization access must be initiated:
e  With Card (normal card read)
e  With Keypad (just enter PIN at Keypad (Personal Identification Number)
e  With Card OR Keypad
e  With Card AND Keypad

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual 61/361



sensor

ACCESSTECHNOLOGY

Note: If the GuardPointPro.ini entry DisplayandSaveOnlyGrantWithPIN=1 is set,
Guard Point Pro will only show and save Grant events where both badge and
PIN were used to grant access.

Anti-Passback

Notes:
1.

Check this box if APB is to be applied at this reader

The Anti-Passback feature is used to stop a card from being used for successive
entries without a valid exit, or vice-versa. The system distinguishes between 4 types
of Anti-Passback:

Local Anti-Passback: This function is managed by the controller itself and prevents
the cardholder from passing his card twice in a same reader. To activate it, check the
Anti-Passback box and leave the fields ‘From’ and ‘To’ of the ‘APB level’ empty in
the Reader/Door Control screen.

See Local Anti-Passback

Timed Anti-Passback: Also called “lock out delay” - prevents a card from granting
access twice at a same reader within in a pre-defined time. A second access will only
be authorized after the lockout delay. Enter the required lockout delay time in the
‘Time APB’ field (between 1 and 15 minutes). If the Local Anti-Passback feature is
also to be activated, check the Anti-Passback box.

See 7imed Anti-Passback

Global Anti-Passback: Requires from the cardholders to follow a pre-defined path
into the facility, i.e. may pass only from a pre-defined level to another one as follows:
The site is divided into APB levels and each reader checks that the cardholder’s
current APB level corresponds to the reader’s ‘From’ APB level, before allowing the
transaction and updating the cardholder’s current location to the ‘To’ APB level of the
reader.

To activate Global Anti-Passback, check the Anti-Passback box and fill the fields
‘From’ and ‘To’ with the previous level and the next level as required, in the

APB level section of the Reader/Door Contro/ screen.

See Global Anti-Passback

Soft Anti-PassBack: Allows an access transaction that would normally be prevented
by the Anti-Passback rules, but merely reports it, rather than actually preventing the
access.

To activate it, first select in the Tools/Options/Server” screen, the ‘Soft anti pass
back” box. Then, in the Reader/Access mode screen, check the “Anti-Passback” box —
this will then show the “Soft” option. Checking the “Anti-Passback” box applies Soft
Anti-Passback to that reader.

See Soft Anti-Passback

Caution: When Soft Anti-Passback is selected — it applies at ALL times when the Anti-Passback
works, i.e., it is not possible to have full Anti-PassBack on green periods and Soft Anti-Passback
on red periods or vice versa.

Checking APB transactions: When using APB, it is recommended that the
Feedback option in the Reader/Door Control/ screen be switched on, to be sure that
the cardholder has physically passed the door before applying the APB.

Re-initializing APB: The Anti-Passback feature may re-initialized at any time
from the A/ cardholders/l ocation screen.

It may be cancelled for specific cardholders by selecting the ‘No APB, No timed Anti-
Passback’ box in the A/ cardholders/Personal screen.

Free Access
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Check to set this reader to provide unlimited access for any valid cardholder without
checking their validation date or their access group.
Example: This setting could be used when all employees must be temporarily
allowed access at this reader, such as access to a normally-restricted area for a
Company event, etc.

Escort
Checking this box requires that anyone passing his card at this reader has his
transaction validated by a second cardholder. The second badge must be presented
within the time set in the ‘Door open time’ parameter (4 secs default). (The second
cardholder is noted in the log as having accompanied the first, but does NOT get his
own transaction)
Basic requirement — Regular cardholders: When this box is checked, then for
any cardholder who has valid settings to be accepted at this reader, the reader will
still require that another cardholder (who is also valid here) passes his card to
validate the transaction.
In the Log screen, the transaction will be displayed as follows
"DE-07-10 1342339 Access Granted Solomon Reginald {Bosston Donanld}’ From reader ‘C3rdrl’

Cardholder Tranzaction shows name of czcol

(The second cardholder is noted in the log as having accompanied the first, but does
NOT register a separate transaction)

Additional optional requirement - Cardholders who are registered as
‘Need escort’: If the first cardholder has ‘Need escort’ checked in his cardholder
record (Cardholder/Personal screen), then the second cardholder must have
‘Supervisor’ status (‘Supervisor’ checked in Cardholders/Personal screen)

Override — Even where the Escort box is checked at a particular reader, the
requirement is overridden if the cardholder requesting the transaction has BOTH
‘Supervisor’ AND ‘Need escort’ in their Cardholders/Personal screen

Close if buffer is full
Select this function to refuse access when the corresponding transaction cannot be
registered in the system Event Buffer, because it is full. It must then be read form the
PC and erased to allow accesses.
If this option is not selected, access is granted even if the buffer is full. The buffer
then operates as a ‘FIFO’ buffer, i.e. the oldest transactions are erased in order to
make space for the newer ones.

Door status
A door can be set to three different states:
e Door controlled — Standard access mode, access depends on badge and
authorizations
e Door closed — door is closed and no access permitted while in this state,
regardless of badge and authorizations
e Door open — door is open, access control not in force

Door open time
(0-120 secs) Time during which cardholder may pass through after receiving
authorization. Corresponds to activation delay of the relays that control the door.
Note — Alternated Mode — By setting the time to 122 secs, the door will be set to a
mode where it will stay open after a valid badge is read, and only close when a
second valid badge reading is completed and so on.
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Time APB
Delay before the same person can use the door for a second time. See Anti-Passback

Door alarm delay
(0-75 secs, to nearest 5 secs) - Delay during which the door must be closed.
If the door is still open after this delay, a ‘Door left open’ alarm is raised.
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General

Door control

Access mode

Miscellaneous /Badge format

Unsuccessful attempts
Specify the number of successive unsuccessful attempts allowed by the system before

an alarm is raised (00-99)

Default Transaction code

Specify the transaction code sent by the controller to the PC when an access is

granted; See Convention for Reader Transaction Codes

If the reader is equipped with a keypad, the user can modify this default code.

Transaction codes are used for the following functions:

¢  T+module T&A transactions: The system will associate a Work Category to the
Transaction code the T&A calculation (See T&A module)

e  Pre-defined action(s) may be triggered by the system upon reception of specific
transaction codes. (See Global Reflex)

e  Readers with special Supervisor functions

Reader Alarm Zone (F2)
This field may have two functions:
o]0 Associate an Alarm Zone (or Input Group) with the reader.
(An Alarm zone or Input Group is a group of alarm inputs linked together, see
Event Handling/Input Group screen)
If a Reader Alarm Zone is defined, then access through the associated reader is
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denied when the selected Alarm Zone is armed, excepting for Supervisors (see
Reader Alarm Zone).

e Alternatively, this field may be used for readers equipped with a keypad:
This code is sent when access is granted and the [F2] function key is used.

Entrance/Exit delay (F3)
This field may have two functions:
e Define an entrance or exit delay to an Alarm Zone (see Reader Alarm Zone).
e Send code when F3 is used (for readers with keypads). This code is sent when
access is granted and the [F3] function key is used.

Door alarm buzzer
Check this box if the reader buzzer is to be activated if the door either opened
without authorization or if it remains open too long after a valid pass.
Note:
- If the door is opened without authorization, the buzzer is activated immediately and
a door alarm is raised.
- If the door is opened after a valid pass and then remains open, the buzzer sounds
an interrupted 'beep beep’ when 75% of the 'door alarm delay' has passed, warning
that a door alarm is going to be raised. When the remaining time is over, a
continuous ‘beep’ is sounded, indicating that a door alarm has been raised.
In either case, the buzzer stops when the door is closed.

Leave door relay open during all ‘Door open time’
In the Default setting (i.e. when this box is NOT checked), the controller deactivates
the door relay as soon as it detects that the door has been opened (through the door
sensor).
Checking this option will leave the relay activated during the ‘Door open time'.

Misc/F1
This field may have two functions:
1- Attribute a specific transaction code to the keypad function keys [F1] (if the reader
is equipped with a keypad).
This code is sent when access is granted and the [F1] function key is used.
2- Reserved for special projects

Checkboxes 3, 4, 5, 6
Reserved for special projects

PIN without Hash (#)
Check this box if the reader is a Keypad reader and accessing via PIN code without
pressing the # key after PIN code (relevant when the reader is defined to check the
PIN code). This option is supported on controller firmware versions 18/10/10 and
later.

Check connection*
To enable automatic report transaction if reader disconnected
(* Only supported on IC-PRO and IC2000-DR controllers)

Badge Format
These fields allow defining a special badge format within the badge technology set in
the Readers General Tab screen.
(Note that the badge technology may be set by default for all the system in the
Tools/Options/General screen)
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There are various formats of magnetic, bar code and Wiegand technologies.

The default for the system is to read the first 8 digits of the card code (hexadecimal
digits on Wiegand cards and decimal digits for magnetic or barcode cards)

See Additional Information on Magnetic or Barcode Badges

The Badge Format fields provide ways to customize the format to suit possible pre-
existing badges at a particular installation.

WIEGAND TYPE

Badge Format

Zard code length ] hdl

Format Hexcadecimal

Card code length
The ‘card code’ is a unique code, which identifies the card. By default, the system
record the first 8 hexadecimal digits of the card data but this length may be changed
to 10 or 12 digits, if the card has more than 8 digits.

Format
The hexadecimal default format consists of reading the 8 (or 10 or 12) first
hexadecimal digits of the card data. This format may be changed to other pre-defined
formats selected from this dropdown window. The list of the supported formats is
constantly updated - see the ‘Card Format’ document, publication No. 02TE0Q10, for
details on the existing formats.

Customer code length and value (for ‘Decimal’ and ‘Decimal 24 bits’ format)
For added security, an Access Control user may wish to use custom cards that are
coded to indicate their particular company. On such cards, the Customer code (or
‘site code’) is a supplementary common code which appears on all the cards; It must
be specially encoded or ordered from the card supplier.
In Wiegand technology, this code exists only for the ‘Decimal’ or ‘Decimal 24 bits’
formats and consists of 3 decimal digits.
If applicable, select 3 in the Customer code length field and enter the code itself in
the Customer code value field.

Note: The commonly-used formats are as follows:

Hexadecimal: The card code is the 8 (or 10 or 12) least-significant hexadecimal digits of the
card data. No Customer code is available.

Decimal: The card code is the decimal conversion of the 16 least-significant bits (i.e. the
first and the second least-significant data bytes).
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The customer code (or site code), if it exists, is the decimal conversion

of the third least-significant data byte

(only 1 byte — i.e. three decimal digits, possible values only 000 - 255)
Decimal 24 bits: The card code is the decimal conversion of the 16 Low significant bits (i.e.

the first and the second lest-significant card data bytes), preceded by the 3

customer code digits.

The Customer code (or site code), if used, is the decimal conversion of
the third lest-significant card data byte (therefore providing 3 decimal
digits, from 000 to 255).

MAGNETIC OR BARCODE

When THESE technologies are specified, the following fields are shown

Badge Farmat

Card code length 8 ¥
System card F

Card code position ] ¥
Customer code position |0 |
Customer code length ] ¥

Cuskomer code value

Card code length
A bar code or magnetic code may contain many numbers or characters; by default,
the first 8 characters of the code are taken as the ‘card code’ but up to 12 characters
may be used.

System card
Not used.

Card code position
By default, the system records the first characters (8 to 12) recorded on the card
strip. It is possible however to read a different set of 8 digits by specifying the
position of the first one in the “Card Code Position” field (Value between 0 and 37,
the default value 0 corresponds to the first encoded character).
Note: Normally, only 0-27 would be valid — i.e. a code of 8 digits starting at position
29 would reach position 37).
See note below on Addlitional Information on Magnetic or Barcode Badges

Customer (or site) code
For added security, an Access Control user may wish to use custom cards that are
coded to indicate their particular company. On such cards, the Customer code (or
‘site code’) is a supplementary common code which appears on all the cards; It must
be specially encoded or ordered from the card supplier.
By default this option is not used. To use it, fill out the following three fields:

Customer code position

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual 67/361



sensor

ACCESSTECHNOLOGY

Specify the position of the first character of the code; choose a value between
0 and 37
(0 corresponds to the position of the first number encoded in the badge).
Customer code length
Specify the size of the code to be read; choose a value between 1 and 8.
Note that 0 is the default value, which means that the customer code value is
not checked.
Customer code value
Enter the customer code value into the squares that appear on the screen.
Card Issue Reader: This field only shown after pressing Shift+F12
Select this option only if a dedicated reader is used to create new badges. If the
reader is in the card issue reader mode, it cannot be used for access control
purposes.

Note: If this option is checked, the reader cannot be associated with any inputs or
other functions.

3.3.2.5 READERS FINGERPRINT TAB
This screen allows configuration of biometric readers. This tab will NOT be displayed unless
the reader has been defined as a biometric reader in the Readers/General tab.

Network definition: Biometric Readers have two outputs — one (Wiegand) output is
connected to the controller (as for all readers), to send the identity of the cardholder in the
same way as when a badge is read. The second output is a network connection that is
required on Biometric readers for transferring information about the fingerprints themselves

(i.e. the template information). This second connection is defined in this screen. (Network,
Unit address)
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Select the Network which Guard Point Pro will use for downloading template information to
this Biometric Reader.

Note: The selected network cannot be a network already defined for use by Controllers.

Unit address
Enter the Unit address of the Biometric Reader.
(Normally this address is preset and printed on the back of the reader).

Active
Check this box if the reader is active and can communicate via its network connection. While
this box is set to ‘inactive’ (and saving the setting), the system is instructed not to try to send
template updates to this reader.

Enrollment reader
Check this box if the reader also serves for enrolment.
Any Biometric reader can act as an Enrolment reader (for capturing initial Biometric identity) in addition
to its normal function as a regular Access reader.

Global Security Threshold (option for BioProx and BioFlex readers)

Select Very Low, Low, Medium, High, Very high

This parameter determines the reader security strictness

Strictness: This determines how closely the measured information from the current biometric scan
must conform to the stored template - i.e. how good a ‘match’ is required.

Since the verification process always uses the lower of the two security levels (‘global’ and ‘personal
template’), a global setting of ‘Very High’ means that the verification threshold used will always be the
one stored on the template. If the global threshold is set to ‘Medium’, the threshold used will never
exceed medium.

Bio Wiegand format
Select the Wiegand format which the biometric reader uses to send the user code to the
controller following a successful identification. This format must be defined according to the
badge format in use (26 bits, etc.).
The default format is ‘Standard 26 bit’.

|Standard 26 Bits (ID 16 bits) -

Custom Pass-through
‘Standard 26 Bits (10 16 bits)
Custom & digits (10 24 bits)
Standard HID 37 Bits (ID 24 bits)
Cuskom HID 37 Bits {ID 32 bits)
Custom wWiegand 44 bits (1D 32 bits)

See 'Custom’ Bio Wiegand Format

Fail String (option for Bioscrypt readers)
For ‘Standard Bio’ Wiegand formats only. Checking this box opens a text box which allows the
user to enter a code (1-65535) that will be sent to the controller following a failed verification
(i.e. wrong finger).
If this option is not checked then no code is sent in case of an unrecognized finger.

Alt. Site Code (option for Bioscrypt readers)
For ‘Standard Bio’ Wiegand formats only. Checking this box opens a text box which allows the
user to change the site code (sent, in addition to the user code, as a part of the Wiegand
string upon a successful verification) by an Alternate Site Code.

Inverse Parity if denied (option for BioProx and BioFlex readers)
For ‘Standard Bio’ Wiegand formats only. For readers that support fingerprint AND card for
validation, it is possible that a valid card is passed, but the wrong finger is presented. This
option, when enabled, allows to the reader to signal such a case by sending back a special
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code (linked to the cardcode). Then Guard Point Pro can show the denied event for the
cardholder.
Note: To use this option, the controller must be set to the mode ‘Wiegand WITH parity check’

(mode selected with its dip switches) and it must have an EPROM firmware version from
20/07/2004 or later.

Settings for other formats (i.e. not ‘Standard Bio’ Wiegand formats)
For any setting other than ‘Standard’, the preset values for Total bits, ID Start bit, and ID
Length bits are displayed for customizing the Bio Wiegand format.

Inverse code if duress finger (option for Bioscrypt readers)
Check if Biometric reader must support ‘Duress’ finger (this information is accessed by
pressing the Biometrics Data button in the Cardholder/General screen). In such a case, the
reader sends back a special code (linked to the badge code) which Guard Point Pro
recognizes. Access is granted, but it is shown as ‘duress code’.
(This mode is ONLY allowed when the Bio Wiegand format setting is ‘26-bit’ and requires that

the controller hardware DIP switches are set so as to NOT check parity. The controller must
have EPROM firmware dated 20/07/2004 or later.)

Without biometric verification (option for BioFlex, BioProx and BioSmart readers)
Advanced Setting This is an advanced option, shown only by pressing Shift+F12
Check this box if fingerprint reading is to be bypassed.

(BioFlex, BioProx and BioSmart readers can be set to use only card identification and not require
fingerprint scanning - usually for test purposes.)
Keyboard mode (option for BioFlex readers)
Select this mode for BioFlex with Keypads
<None>
Buffered keys in string 26 bits
(the PIN code that is typed in is sent to the BioFlex after pressing the ‘#’ or ‘SEND’ key)
Key by key
(the PIN code that is typed in is sent to the BioFlex after each key press)

DReader E]@@
DHX 0000 $ 9 o 0
i New Save Delete | First Prev Next Last | Downld. Search Print = Close

Select areader :

| BinLitz Net / Conirollr 002 Finger Print - BioLite Net / Controller 002

BioLite Met ¢ Controller 002

Rdi02 / Controller 002 Metwark Bia Wiegand format
| TER 1855ia = [l IE: andard 57 bits (1D 24 bit<) [v]
Unit address =
36100
Ackive

Enrollment reader

Admin Password

@) Use Default:

() Use Personal:

General

Door control

Access mode

Miscellaneous /Badge format

Finger Print

Admin Password (option for Suprema BioLiteNet readers)
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On BiolLiteNet (the reader with the keypad) there must be at least one Administrator with a
defined password in order for the reader to function and accept fingers. Therefore Guard
Point Pro database has a general default password for all Suprema readers. The password
must contain between 4 and 8 decimal digits.

It is also possible to set a the reader to have a specific password different from the general
password. This is done by selecting the 'Use Personal' option.

3.3.2.6 ANTI-PASSBACK LEVELS

This screen is used for defining the different Global Anti-Passback Levels that can be
assigned. The screen cannot be accessed directly from a menu, but is opened by selecting
the [...] symbols next to the To and From fields of APB Levels in the Reader/Door Contro/
screen.

EHAPB Level

H X © o o o i R
New Save Delete First Prev. Next Last Downld, Search Print Close

[Lae General - Lab

Faciiey

Baren ; (Driphaon
|Citfe :L.ab
Cubside

See Anti-Passback — Concepts and Examples

3.3.2.7 CONVENTION FOR READER TRANSACTION CODES
‘Entrance’ — this is a ‘Clock ON’ for normal T&A — no specific
Work Category.

Note: The name can be edited, but this transaction code
should not be deleted.

‘Exit’- this is a ‘Clock OFF’ for normal T&A — no specific Work
Category

Note: The name can be edited, but this transaction code
should not be deleted.

(Transaction Codes 2-19, 30-97) — may be allocated to
designate Clocking ON (and Clocking OFF — see below*) for
any specific working-time or non-working time activity.
* Any ‘Clock ON’ transaction at a reader with a different
Other Transaction code (i.e. belonging to a new Category) will
automatically end the clocking for the previous Category.
Therefore, while separate readers may be configured to record
specific *Clock OFF’ transactions from designated work
categories, in general this is not required.
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Reserved for Access Control use — these should NOT be
20-29 selected —where used, the system will automatically assign
these values

Transaction codes with special meanings, such as ‘Supervisor
transaction’

For badge reading, the system only records the number of digits set in the card code length
parameter in the Readers/Miscellaneous/Badge Format 7ab screen, although Magnetic and
Barcode cards may contain other information as well.

By default, the system assumes that the card code will be in the first 8 characters of the
information on the badge.

If the card code information is encoded in a different position, this field is used to specify the
offset of the code. (Value between 00 and 29, the default value “00” corresponds to the first
encoded character)

GES

3.3.3 CONTROLLER/INPUT

From the Controller/General screen, selecting the Input Tab displays a List window, from
which an input can be selected.

The informative table summarizes the parameters of the controller’s Inputs.
Default parameters are defined according to the controller type.

Click on the [...] symbol of the required input to open the Controller/Input/General screen.

- b =Jak

‘| MNew Save Delete | First Print C
| Selest a controller :
| JComiiotos (18
| [Conbole: (02
Ciortnie: 00 Nuss [Hame [Tepe [Stabar | _ Dl |_|
b [T [ FConmcler O0F [Diglal  |WD X
PN FCortobe 003 | Dael (MO ] &)
3|03/ Covmoder 003 | Dl |0 s
4|04 Conmoler 00F [Diglal |10 ]
§ K5/ Contrle 03 | Digldl | RO = &
G il / Controder 003 _|Dipll __|RD o X
17 G fContes 003 | D | WD =
B |iG/ Contmber 03 | Diglsd __|KD ] &l
9 A Controber 003 Diglal __|RO ]
10 [0 Conmober 003 [Diglal  |ND X
11|11 /Cortrole D03 _|Dugled WO | X
112 (12 /Conmoler 002 Diptal KO A
:Ger'eral
| Readers
| Inuust
| Qutput
Local reflexes
Input Tab
Input - <Controller n>
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A table of active inputs for that Controller is displayed, showing Input name, Type,
and Status

>

Move the indicator up and down with the cursor arrows to select an Input
[...] (on a specific Input entry)

Click to open the Controller/Input screen to define the selected Input

Click to delete the selected Input
[...] (outside the list table)

Click here to access the Controller/Input screen to define a new Input (i.e. without
selecting an existing Input)

3.3.3.1 CONTROLLER/INPUT GENERAL

The Input screen allows definition of the Input parameters.

Note for sites using Alarm Monitoring module: Many of the Alarm Monitoring features are
activated by ‘Input Groups' rather than individual Inputs. For that reason, it is recommended

that sites using the Alarm Monitoring module should use Input Group definitions for inputs,
rather than use defining individual Inputs

¥ =] X
O B X © 0 0 O i . @
New Save Delete First Prev. Next Last Downld. Search Print Close
01/ Conkolier 03] B General - i01 / Controller 003
it/ Conmolles003 | Statiss in event
ﬁ;&ﬁmﬂ Mearms Wieshly program: Fuarliey proge arn
04 / Controlier (3 ot 1 Controter 003 [ ] € ok inchuded
15/ Contaolle (T3 Irut dels
i85 / Conioller 003 Mmber ¥ bype g
07 ¢ Cartober 003 1 ] Fa Drelay ~|
{53, Conatios 003
a0y . post I_:-f.-sc:r.phm: Inpask Bype
itl 7 Confoller D03 Dragpd sl gl
12 ¢ Cormoler 003 e
Ingakt ON L) el
I elni: x| [
Ingak OFF
B Dot ™
Ca_i_.ﬂ_ﬂa
= = =
| General
Alarm status
Name
Free text
Number

Select Input Number from dropdown.

Maximum number depends on Controller Type — see Controller Support for Readers,
Inputs and Outputs

Description
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Free text

Input ON
Use dropdown to select Icon to be displayed on the maps when this input is in the
alarm_ON condition.
Clicking [...] opens the Controller/Outputs/Icons Tab screen, allowing a new Icon to
be added to the list

Input OFF
Use dropdown to select Icon to be displayed on the maps when this input is in its
normal state (NOT alarm_ ON)
Clicking [...] opens the Controller/Outputs/Icons Tab screen, allowing a new Icon to
be added to the list

Camera
Use dropdown to select Camera to associate with this Input.
Click [...] to create a new Camera definition.
Note: Only for use with the Video module

Weekly programme
A Weekly Programme defines alarm arming or disarming periods.
This is a display-only field which shows to which Weekly Programme the alarm is
assigned. To choose a different Weekly Programme or to assign one if not yet
assigned, click on [...] to open the Event Handling screen.

Status in event handling programme
Shows whether this Input is Included (v') or Not Included (x) in this Weekly
Programme.
Note: This indicates only the status of the input as an individual. It may be
armed/disarmed as a member of an Input Group (Alarm Zone), but that will NOT be
indicated on this screen. To check if that is the case, check the Input’s status using
the Active Alarms/Input screen.

Input delay type
Select type of delay
e No delay: An alarm is raised as soon as the input is activated

e After... (if on alarm): Alarm will be raised after ... seconds, only if Input is still

activated
e  After... (even if no more on alarm): Alarm will be raised after ... seconds,
even if Input is no longer activated
Input type
Select Input type:
e Digital: open or closed, i.e. the two possible states of the sensor/detector
connected to the input
o Digital (4 states) (also called ‘supervised”): in addition to two states above,
the input may detect the states Line_cut or Line_short corresponding to the
status of the line that connects the sensor/detector to the input
Note: A2-state input may not be defined as 4-state, but a 4-states input may be
defined as 2-state provided that the line does not need to be supervised.
Consult the controller documentation to check which types of inputs are available on the controller.
Status
Select the status -

. NO - normally open: the input will raise an alarm if, while it is armed, its
status changes from ‘open’ to ‘closed’
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. NC - normally closed: the input will raise an alarm if, while it is armed, its
status passes from ‘closed’ to ‘open’
Camera
Select a camera to be associated with this Input from the dropdown.
Use [...] to define a new camera.

3.3.3.2 CONTROLLER/INPUT/ALARM STATUS TAB

This tab allows the user to check the current state of any Input.
(Information only — no updates can be done from this screen)

! Input = EE|

D ﬁ K L 14 S a4 [ = T v ] a =y ()
New Save Delete’ First Prev. Next Last Downld. Search Print Close
Tabet oot

TIRTE Alarm status - 101 2
o ez |

2 el
T F Comivaer 02 Gkt achion: gt g

M | Corinobes 000 e [ S
Ly
i el
i et Wby e g e
:‘H:’clnrml’:l.‘ Lot gt date
Al Fed [

i1 Fed

N2 Fek

A3 red Lt vent by
14 F Conbraler 000 1

115 F Conmoler 002

6 F Contvoler 002

t‘]nr-,- &by if
“Adarm detinehion Tor group ol ingul”
15 52l in OphonsiGenaral

General
Alarm status

Alarm Status Pane
The selected Alarm Input is displayed — Default nhame is <input n / Controller n>

Latest action
Latest Action sent to this input (Actions initiated from the PC always overwrite the
input status as defined by its weekly programme)
Note: Actions may be sent manually from the PC through the Event Handling/Active
alarms screen by an Operator, or automatically through a Global Reflex that the
Operator predefines in the Global Reflex screen.

Last event date
Time and date of the last physical event on this input.
(Refers to a real event, not a PC action)

Last event type
Type of the last physical event on this input (start/end of alarm, line cut/short).
(Refers to a real event, not a PC action)

Input Group (see note below)
Shows Input Group (or ‘Alarm Zone’) to which this Input belongs. (Assigned in Input
Group Screen, and also accessible and editable in Event Handling Program - Alarms
screen via ‘View group of inputs’ radio button)

Weekly Programme
Shows Weekly Programme associated with the above Input Group

Note: To show the Input Group field and Weekly Program fields in this screen, the option Alarm
definition for group of input must be enabled in the 7ools/Options - General screen. This
option also allows Input Groups to be set in the £vent Handling Program screen
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Many features use Input Groups, not individual Inputs: Many of the system’s features
are activated by ‘Input Groups’ rather than individual Inputs. It is recommended Input Groups
be defined and the relevant individual Inputs be associated with them.

3.3.4 WORKING WITH ALARMS / INPUTS
In this section:

e [Arm or Disarm an Input

o [Arming or Disarming Inputs Manually

e [|Reader Alarm Zone

o [Arming/Disarming Alarm Zones from a Keypad Reader
e [1Door Alarm Buzzer

e [Bypass Relay
o [1Rules for Alarm Status

3.3.4.1 ARM OR DISARM AN INPUT

To raise an alarm, and therefore send the alarm transaction to the system, the logical state of
the input must change from ‘off’ to ‘on’, during a time when it is ‘armed’.

An Alarm input may be armed or disarmed as follows:

e  Automatically though its Weekly program, if attributed.
e  Automatically through the Weekly Program of the alarm zone to which the
input belongs (if defined)
e  Manually according to arming or disarming actions performed on the Alarm
Zone to which the input belongs (if defined).
Note that if an Input is defined as part of an Alarm Zone, it is better to associate a Weekly
Program to the zone and NOT to the Input. (i.e. When using the ‘View Inputs’ option in the
Event Handling Program screen, a red ‘X’ must be selected for this input). Then, states of the
input (armed or disarmed) will be defined by the Weekly Program of the Alarm Zone.

However, if a Weekly Program is attributed to an Alarm Zone and different one to an input of
the zone, the Weekly Program attributed to the individual Input will get the priority, meaning
that the Input will be armed or disarmed according to Weekly Program associated with it, and
not that of the Alarm Zone. This can be useful when an Alarm Zone is associated with a
Weekly Program but a specific Input of this zone must be always disarmed (for example,
because the sensor/detector has failed): the Weekly Program ‘Never’ will then be attributed
to this individual Input.

The automatic state of an Alarm Zone (armed/disarmed according to its Weekly Program)
may be temporarily changed by manual actions of arming or disarming the zone for a specific
delay (through Event Handling/Action screen). Once the delay is passed, the state of the
zone (armed or disarmed) is back to its automatic mode i.e. according to its Weekly

Program.

3.3.4.2 ARMING OR DISARMING INPUTS MANUALLY:

It is possible to manage the arm or disarm states of an input only manually, through actions
(Event Handlling/Action screen).

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual 76/361



sensor

ACCESSTECHNOLOGY

To set such a configuration, an Alarm Zone will be attributed to the input but neither the
zone nor the input will get a Weekly Program.

Arming or disarming the zone, either for a specific delay or constantly, is then performed
through Actions.

Note that if the zone state is manually changed for a delay (in sec. or min.), and its previous
state was ‘constantly armed’ or ‘constantly disarmed’ (by a previous action), this previous
state is restored after the delay.

At any time, the state of an input (armed or disarmed) can be checked via the

Active alarm/Input status screen.

Once Input Groups/Alarm Zones have been defined, specific Readers can then be associated
with particular Alarm Zones. Such Readers will then be deactivated during times when the
Alarm Zone is armed. This means that access will not be granted to enter an armed

Alarm Zone.

This is done by selecting the Alarm Zone in the ‘Reader Alarm Zone (F2)' field of the
Reader/Miscellaneous screen.

3 m x i © 8 O i b &
MNew Save Delete First Prev. Next Last Downld. Search Print Close
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8 |GerwslOfce:

I 3 % 5 &

3o

Genvral

Door control

Access mode

Miscellaneous Badge format

The Reader Alarm Zone area has a dropdown that displays all Alarm Zone names. The
number to the left of the name is the Input Group Index assigned to that Alarm Zone. The
number is not editable, but to remove the association of the reader with an Alarm Zone,
select the Input Group Index with the mouse/cursor, and click the Del key.

The Input Group Index may also be seen in the Znput Group screen by selecting the

Input Group and clicking Shift-F12.

Clicking on an Alarm Zone name will associate the reader with that zone, and the reader will
be activated for normal access transactions when the Alarm Zone is disarmed, and
deactivated when the Alarm Zone is armed. However, if the zone is armed, only cardholders
defined as ‘Supervisor’ may access through the reader. On such access, the zone is
automatically disarmed for a pre-defined delay to allow the supervisor to enter the zone and
disarm it (though a reader with keypad or a Terminal installed inside the zone).

This entrance or exit delay is defined in the ‘Entrance/Exit delay (F3)’ field of the
Reader/Miscellaneous screen.
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Entrance delay: When a cardholder who is designated as a Supervisor reads his badge at
a reader associated with an Alarm Zone, and if the Alarm Zone is armed, access is
granted and the Alarm Zone will be temporarily disarmed for this delay. This provides a
grace time to allow the supervisor to access and to disarm the zone.

Exit delay: With a reader equipped with a keypad, a supervisor may arm the Alarm Zone
associated with the reader by typing the code 26nn# (where nn is the Alarm Zone
number) and then reading his badge at this reader. The reader Alarm Zone will only be
armed after this delay, to give him time to leave the zone.

3.3.4.4 ARMING/DISARMING ALARM ZONES FROM A KEYPAD READER

If a reader is equipped with a keypad, it can be used by a supervisor to arm or disarm alarm

zones as follows:

Arm one or all the zones:
Key-in the code 26XX# (where XX is the Alarm Zone number which is shown by
clicking Shift F12 on the Znput Group/General screen) and pass the supervisor card.
If XX=00: All the alarm zones managed by the controller are armed.

The zone is armed after the pre-defined exit delay of the reader, to give to the
supervisor time to leave the zone.

Disarm one or all the zones:

Key-in the code 27XX# and pass the supervisor card.

If XX=00: All the alarm zones managed by the controller are disarmed.

Note that the zone is disarmed immediately after the command.

This is useful to disarm the alarm zone controlled by the reader, to access the zone.
When these supervisor functions are used, a message is sent via the serial port 2 of the

controller (connected to a bus 2) to update the possible other controllers connected to this
bus about the new state of the zone.

3.3.4.5DOOR ALARM BUZZER

The reader buzzer may be used to indicate the door alarm state by selecting the ‘Door alarm
buzzer’ option of the Reader/Miscellaneous screen: When the door alarm input is armed, the
buzzer of the corresponding door reader indicates the status of the alarm as follows:

e If the door is forced, the buzzer is immediately activated in a continuous
‘beep’ until the door is closed.

e If the door is granted open (either by card or RTX button), the buzzer
sounds an interrupted ‘beep beep’ when 75% of the 'door alarm delay' has
passed. When the remaining 25% is over, it starts a continuous ‘beep’. The
buzzer is always stopped when the door is re-closed.

Door behaviour when the reader alarm zone is armed:

When an alarm zone which is attributed to a reader is armed, the reader doesn't let

anyone access. It lights its red led for 1 second and sounds 3 ‘beeps’ when an access

is requested.

In case the cardholder is a ‘supervisor’, there are two cases:

e If the option 'keep card if motorized reader' is selected for this supervisor (
screen ‘Cardholder-Personal’), he is denied with the red led and beeper indication
as above.
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e If the option 'keep card if motorized reader' is not selected for this supervisor,
he is granted access and the zone is disarmed during the pre-defined entry
delay. This is in order to give him time to reach an alarm panel to disarm the
Zone.

A special transaction is sent to the system with code 127 ("Supervisor access +
temporarily Disarm alarm zone’ transaction) and a message is sent via the serial port

2 of the controller (connected to a bus 2) to update the possible other controllers

connected to this bus about the new state of the zone.

Notes:

1. If the door alarm input belongs to the reader alarm zone, and if the Door Alarm
buzzer option is selected, the beeper will not be activated after 75% of the door
alarm delay if the door is left open too long. This is because the reader

2. If the supervisor doesn't disarm the zone, it will be automatically re-armed after
the entry delay.

The second relay defined in the ‘Second output’ field of the Reader/Door control/ screen may
be used as a Bypass relay if the option under the field is selected. It is then activated during
the 'door alarm delay' (in steps of 5 sec. from 0 to 75 sec.). It is automatically stopped when
the door is closed.

3.3.4.7 RULES FOR ALARM STATUS

An Alarm from an input may be raised according to its actual status (open or closed) in

comparison with its normal status (open or closed) as shown in the table below:

I Input Actual Status
Input Normal

(0] Closed
Status pen 0s€
NO = Normally- alarm_off alarm_on
Open
NC = Normally- alarm_on | alarm_off
Closed

The alarm is triggered when it status changes from ‘alarm_off’ to ‘alarm_on’ and if, at the
time the change occurs, either:

e the inputis armed, or

e the zone to which it belongs is armed. (activated”)

Notes:
1. An Alarm input or an Alarm zone is armed or disarmed as follows:
- Automatically according to the Weekly Programme associated with it:
- armed during the ‘green periods’ defined by this programme and
- disarmed during the ‘red periods’ of the programme.
- Manually through Actions, Processes and Global reflexes.
2. Predefined local or network reflexes that are linked to an input status may be

triggered even if the input itself is disarmed.
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3. Centralized automatic processes and predefined global reflexes linked to an
input may be triggered only if the input is armed.

3.3.5 CONTROLLER/OUTPUT

From the Controller/General screen, selecting the Output Tab displays a List window, from
which an Output can be selected.

The informative table summarizes the parameters of the controller’s Outputs. Outputs are the
relays on the controller board (or on its extension board) to which external devices may be
connected and activated by the controller - Door openers, sirens, etc.). Default relays
numbers are defined according to controller definition.

Click on the [...] symbol of the required Output in this screen to open the
Controller/Output/General screen.

T
- [m] X
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| - - - 1l
L0 B XK o o 6 0 . & = @
MNew Save Delete First Prev. Next Last Downld. Search Print Close
Output - Controller 001
[T Hame [Hum [P [Lateet action | I |
p i ¢ Contiples B0 |1 Mo |Nore X
M2 # Conbiolet 001 |2 | SNone Wors 00 | Xl
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14/ Contioles (0|4 1M |Hiore x|
| |5 / Conbober 0|5 [<Honex [tzre | X
W6 J Cortioles 001 |G [ tMone: Ko | x]
07 / Conbioles 07 _.-" | Mo |Hora
[ |08/ Contsobes 00|86 Mo [ = g
General
Readers
Input
| Dutput
Local reflexes
Output Tab

Output - <Controller n>
A table of active outputs for that Controller is displayed, showing Output name,
Number, Weekly Programme, Latest Action

>
Move the indicator up and down with the cursor arrows to select an Output
[...]
Click to open the Qutput Tab screen to define the selected Output
x
Click to delete the selected Output
[...]
(Outside the list table)
Click here to access the Output Tab screen to define a new Output (i.e. without
selecting an existing Output)
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3.3.5.1 CONTROLLER/OUTPUT GENERAL

This screen defines parameters for Outputs.
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Name
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Default name is <Reader n/ Controller n>
Description
Free text
Number

Select from dropdown.

Maximum number of Outputs depends on Controller Type — see Controller Support for
Readers, Inputs and Outputs

Weekly programme
When a Weekly programme is selected, the relays will be automatically activated
during the ‘green periods’ defined by this programme (and deactivated during the ‘red
periods’ of the programme).

Click on [...] to create or modify the weekly programme.

Caution - Do not allocate weekly programmes to Door Relays. Time activation of door relays must be
set from the Reader/Door control tab. Allocating weekly programme through this
Controller/Output screen may result in a definition conflict.

Input group status indication
By selecting an Input Group from this dropdown, the Output will be assigned to act as
an Input Group status indicator: when the Input Group (alarm zone) is
armed/disarmed, the relay is automatically on/off

(Requires IC1604 firmware from 24.06.09 or later and IC2000 firmware dated 23.05.09 or later).

Latest action
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Displays the last Action that affected the Output - this can be caused by either of the

following:

. a Manual Action (see Action button in Manual Actions/Relays Control screen —
Only Constant_On and Constant_Off commands are shown)

e [Jan Action/Process activated manually or activated by a Global Reflex or other

reasons that would trigger a Process automatically, such as Guard Tour, Counter,
Parking. See Process

The Outputs/Icons tab allows specific icons to be associated with the selected Output. The
set of available Icons is defined in the Event Handling/Icon screen.

= e
E =] X
O B X o o 0 @ wu . - O
New Save Delete First Prev, Next Last Downld. Search Print Close
(108 / Corhober 001 Icons - r0G |/ Controller 001
AN f Contiober 00N
12  Controder 01 Cutput OH )
e I Do o=
HI5 J Conhioler 00
6/ Cordroles 0
02 7 Cotobe GO0 Qlgr 0T
138 / Conirler O W <Delsuts v El
 General
Icons
Icon Tab

Icons - <Output, Controller>

Naming Relays: Default names r01, r02, . . ., the 'r’ refers to Relay numbers
Output ON

Select the Icon to be shown if the Output is ‘ON’
Output OFF

Select the Icon to be shown if the Output is ‘OFF’
[..]]

Opens the Event Handling/Icon screen to allow Icons to be added/changed in the
default Icons file

3.3.6 CONTROLLER/LOCAL REFLEXES

From the Controller/General screen, selecting the Local Reflexes Tab displays a List window,
from which a Local reflex can be selected.

The list summarizes the parameters of the local reflexes associated to the controller, and
clicking on the [...] symbol opens the Local Reflex/General tab.
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O H X © © ©@ @ u & w @
New Save Delete  First Prev. Next Last Downld. Search Print  Close
Sedect a controller :
¥
Comobesiii g o
Contices (82 [ IHa=e [wF [rpus [Mode [ o]
r D Fegdu Sta b [0/ Corioder 001 Corntand 0N | XJ
General
Readers
Inpaat
Output
Local reflexes

Local Reflexes Tab
Local Reflexes - <Controller n>
A table of local reflexes for that Controller is displayed, showing local reflex name,
Weekly Programme, Input and Mode

>

Move the indicator up and down with the cursor arrows to select a Local Reflex
[...]

Click to open the Local Reflexes Tab screen to define the selected Local Reflex
x

Click to delete the selected Local Reflex
[...]

(Outside the list table)
Click here to access the Local Reflexes Tab screen to define a new Local Reflex (i.e.

without selecting an existing Local Reflex)

A Local Reflex defines the Output activation following the trigger of an Input on the same
controller.

Note:

Because the Inputs and Outputs are on the same controller, the reflex occurs even if
communication with the controller is interrupted.
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OB X © 0 @ 0 u & @

: New Save Delete First Prev. Mext Last Downld. Search Print Close
Sebect alocal refbes : - -
|DI|l'th|n-cmFrr G R _ |\"1. e r_‘-t_.z-..ﬁ__-_-'.:- _
e & Irgast
Drirg Room Fre 'f1;.'-'¢'.’ ﬂ o
‘weskdy peooramiTe ¢ I"?:*_M.u‘. :
R Ehwayys ] fw m St ol b -
Use inpat weekly programime AP s
Me2 a
Daieriphion ; % 22
I | 3cd
| ided Lo
| i m v
Btion bype
Image -
Name
Free text

Weekly Programme
Use dropdown to associate this Local reflex with a particular Weekly Programme.
Note: The Local Reflex will be activated during ‘green’ times in the Weekly
Programme selected.

Click [...] to create a new weekly programme

Use input weekly programme
If checked, the Weekly programme associated with the reflex is the one defined for
the Input itself. If this is done, then this disables the option (above) of associating the
Local Reflex with its own Weekly Program.

Description
Free text

Input
Use dropdown to select the input triggering the local reflex.
Click [...] to create a new input

Input status
Select the status of the input which sets off the local reflex: Start of alarm, End of

alarm, Line cut, Line short, Open, Close, <Any Status>.

Outputs
Click on the v" or xbuttons, to set which relays to activate

Action Type
Choose the type of action set off by the local reflex:
e Image: When the input is activated, the relay(s) is/are activated.
When the input is deactivated, the relay(s) is/are deactivated at the same time
e Constant ON: When the input is activated, the relay(s) is/are activated and
stays activated, even if the input is deactivated. The relay(s) must be deactivated
by manual actions.
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e  During: When the input is activated, the relay(s) is/are activated for the
predefined Duration Time (1 — 120 sec., 122sec for ‘Alternated”)

Alternated mode (‘During’ = 122 Sec): The relay(s) is/are activated after the
input is activated and stays activated; the relay(s) is/are only deactivated after a
second input activation and stay/s deactivated, and so on.

3.4 DAILY PROGRAMME

A regular Daily Programme divides a 24H day into segments defined as 2 (or 4) Time Zones.

With 2 Time Zones, there will be 2 ‘green’ time periods (the Time Zones), and 3 ‘red’
periods.

Note: If only one time zone is required, simply set the second ‘green’ start and end times to the same
value.
Where a more complex day is required, it is possible to divide each day into 4 times zones and

therefore create 4 ‘green’ periods and 5 ‘red’ periods (by changing the option ‘2 time zones’ to
‘4 time zones' in the field ‘Daily Programme Time zones’ — see Jools/Options/Communication)

= =
' & . [=!
3 H F g o o o o wal ) ©
MNew Save Delete First Prev. Next Last Downld. Search Print Close
Select a daily pragram :
| Ml ofere Bl General - NineToFive
Ay
Ml P © Dersripion :
[FewTere [
Tierst 00 1 T 200w 2
DR00 8 gy (17200 e Zfges gy [73530e
| DN |
L1 1 % ¥ 0 0 1 ¥ 0 8 8 B 1 ¥ ¥ % 4 K} B 1 @ 1 1
o 4 : |4 15 20 2359
Name
Free text
Description
Free text

Time Zone 1

Start and end times of 1st ‘Green’ time zone
Time Zone 2

Start and end times of 2nd ‘Green’ time zone

Ruler
The ruler displays the Green and Red times visually
Notes:
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The system maintains two default daily programmes — ‘Always’ and ‘Never’. The
names of these programmes can be edited, but they cannot be deleted, nor their
parameters modified.

3.5 WEEKLY PROGRAMME

A Weekly Programme is made up of 8 Daily Programmes, one for each day of the week and
an extra programme for holidays.

Two additional daily programmes can be added), to allow different access control rules on
specific days in the year (i.e. the day before a National day, annually closure or exceptional
opening, etc.) - see Special Days

B Weekly programme =13
O H X O 6 6 O i - 9
: New Save Delete First Prev. Next Last Downld. Search Print Close
Select a weekly programme:
{ Dapworkiee General - Dayworker
mwm (Dayweorker
mns L
WF Hever
CO:D0-00:00  00:00-00:00 [ Pharve =] [5al
OF:00-20:00 £3:55-23:53 [ Dapwierar | @
OT00-20:00 £3:55-23:53 [Daworker =] [ma]
OT00-20:00 Z3:E5-23:59 [apworker =] [
O7:00-20:00 23:55-23:59 [ Drapworkcae = El
OT00-2000 F3E5-23:59 [Dawiorker =] [Fe.
DB00-17IEE  FNERI350 [EighiTase: ™
00:00-00:00  00:00-00:00 [ Merves LJ Lﬂ-l
Name
Name of displayed Weekly Programme. May be edited.
Description
Free text

Table of Daily Programmes
The list of Daily Programmes making up this Weekly Programme is displayed - one for
each day of the week (Su - Sa), holidays (Hd).
A new Weekly Programme can be defined by clicking New. For each day, select the
required programme from the dropdown for that day. For each day, the times
corresponding to the chosen Daily Programme are displayed in the left-hand column.
Clicking on the button showing the day name opens the corresponding Daily Programme screen. A new
Daily Programme can be created there by clicking New.
Note: If Special Days option is used, two additional days can be defined. See Special Days

Note:

Default Weekly Programmes - The two weekly programs “WP Always” and “WP Never” are
defined by default. Their names can be changed, but they may not be deleted nor modified.
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3.6 HOLIDAY

The Holiday screen allows a list of dates to be defined on which the system should use a
different set of Daily Programme rules. During these holidays, rules of the *Hd’ program are
enforced. This is the 8th Daily Programme defined in the Weekly Programme.

c =1

O H X © © 06 @ u % = 0
! New Save Delete First Prev. Next Last Downld. Search Print Close
Select an holiday:

|2t g Special Dy General - 2nd April Special Day

My Doy f @ ]

o oa ﬂm. Sl day Marry days
izr-d Aprl Special Dury Froem
Dresriphion © ||:|'£"F“’"IEI =

‘Day type’ dropdown only displayed
it 'Special Days’ Option selected

Screen opens on first existing Holiday in the list (Alphabetically).
To create a new Holiday, press New.

Name
Free text
Description
Free text
Single /7 multiple days
Use radio button to specify single or multi-day holiday

From

Use dropdown to open a calendar icon. Current calendar will show with ‘Today’

highlighted. Use the dropdown to display the calendar.

Select the required start date for the holiday. (see Setting Dates Using the Calendar)
To

Note: Only shown if multi-day holiday specified

Use dropdown to open a calendar icon. Select the required end date for the holiday
Each Year

Check this box if the holiday repeats on this date in all years
Day Type

Note: Only shown if Special Days option is used — defined in 7ools/Options/General)
Days being defined as Holidays can be designated as Special Day 1 or Special Day 2.

See Special Days
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3.6.1 SETTING DATES USING THE CALENDAR

The Calendar opens with the current day selected as ‘Today’.

l

1 < March 2011 4

] 1 2 3 4 §

EZIE 9 10 1 12
12 14 15 16 17 18 19
0 21 2 3N BB
7 2 M WM MN

-l TG%:E: 07-Mar-11 |

To select a given month

e Display the list of months by clicking on the nhame of the month displayed

e Skip from one month to the next by clicking on one of the arrow keys (on
either side of the month name).
Scroll to later or earlier months by clcicking and holding the cursor on the
arrow

e To select a diferent year, click in the Year number. Thsi will display up- and
down- arrows that allow the year to be changed

Once the desired date is selected, simply click anywhere outside the calendar box.
The calendar will be closed, and the selected date will appear in the From (or To) field.

If the date must be changed, click on the dropdown again and the calendar will re-open
showing the selected date. However, the Today date at the bottom of the calendar will still
be the current date, so the calendar can easily be reset by clicking on Today

3.6.2 SPECIAL DAYS

Users may need to define additional special days within a Weekly Programme in addition to
the *Hd’ Holiday definition. This allows Weekly Programmes to be defined with up to

3 different Daily Programmes to be enforced on dates defined in the Holiday screen. This is
useful where some special rules must be applied on a particular day (such as the day before
and/or after a Holiday).

For example, rules for a half-day may be applied on a day before a day with Holiday settings.

The Special Days option is set in the Tools/Options/General screen)
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B Weekly programme EI@IFZI

O H X 06 6 6 & - @

New Save Delete First Prev. Next Last Downld. Sea;c." Print Close
Select a weekly programmes

[ wrokfeek: General - WorkWeelk

Phame | Dreporiphion ©
P Bigrvne ey ‘

OTD0-10:00 ZHESTRTY [ErearceEsaz? =] [za]
O7:00-19:00 23:59-23:89 [Erwarceta 77 =] [l
OT00:19:00 THERIEDI [EvtorcE 7-7 =] [l
OO0 19:00 23:89-23.53 [Emarcetar? =] E
OTO0-1900 THEHIESE [Ermenceb 77 =]
OT-00-19:00 23:50-21:94 [Ermarcetar? =] [&]
DRI Ti00 ZHEHZESS [Ertearrceba 95 =] [zl
O0:00-D0:00 00:00-00:00 [ =1 [ba]
001300 359235 SpecialDays Option  roren to (e
: provides F add, days
IE00IB00 ZH50-2RE o Wenrkly Programme | Habdsdiiernoon i

il Gy prog s of [Fee g
Dropdown with Daily Programme s ___,..-P

Qrves option Em:féﬁ ;g

cusual daily program of the dmy> '

HaDrapM omng

Nt

S1, S2
Any day in the Weekly Programme may coincide with a Holiday (or Special Day)
defined in the Holiday screen. The user may select special Daily Programmes to be
enforced on such days.

<usual daily program . .>

For days defined as ‘Holidays’ and ‘Special Days’, user may select a particular Daily
Programme, or may allow the usual definition of that day to apply

3.6.3 DEACTIVATING HOLIDAY SETTINGS

When using the dropdown to select a Daily Programme for the Holiday or Special
Day, an addition option ‘<usual daily program of the day>'is available. Selecting this
option means that even though a day may be specially defined in the Holiday
calendar, the cardholder’s normal Daily Programme for that day will be used.

Note: This option is only available when the Special Days Option is being used.

3.7 ACCESS GROUP

Access Groups specify which doors are accessible, which Weekly Programmes are associated
with each door, and each door’s Crisis Level. By assigning each cardholder an appropriate
Access Group, the user defines patterns for “who can go where and when”. If a particular
door is defined as accessible in the Access Group (i.e. with a v for that reader), then during
the ‘green time’ in that reader’s associated Weekly Programme, a cardholder belonging to
that Access Group may be allowed access.
Note: In order to reduce the overall number of separate Access Groups that must be defined, the
system allows a cardholder to be associated with Multiple Access Groups.
See <Multiple> Access Groups.
Default Access Group
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An access group “Anytime Anywhere” is defined by default. This provides permanent free
access to all doors. Its name can be edited, but this group can neither be deleted nor
modified.

Minimal authorization by default
When a new Access Group is created, all doors are selected and all are set to X (=no entry).

[_:l w" x (14 | £0) ] i vl

~ — @ e

Mew Save Delete First Prev. Next Last Downld. Search Print Close B owd R || e A Gon

Hlbutln_uoulm_l

(thce it ]

byt B

F sty Srafl [ Capriphion

lf"?__',ir_“@" Pt [ter Talf I

e P Vehin reen
e r—— *
[T Fesde [ woski geegpam [
[ Chan W eyt = 0 =]
:ﬁ' (=7 W Al =l @ =l
[y CoRas WP Bty = o -
= WP bleany = @ =
[+ Magiu F1n5 = B -
| el Hegutn JinS =l & =
19 ok Bo W Akl =] @ =]
ia el | WP Bbean = o -]
| CiRal WP Bl = o =
[ cimas | W A = @ -
v CoRan WP s = B -
| W A = 0 =]
| CEfial WP Bt =l 0 -
| CERa? WP At =l @ =
| CRal | WP Bl = ® =
View

Checking the relevant box to show only Readers allowed for this Access group

Clone Access Group button
Where a similar access group is needed, a copy of the selected access group can be
created (named “copy of <selected access group>. . .).
The clone can then be renamed and modified as required.

Name
Free text

Description
Free text

Also for Visitor screen
Check this box if this Access Group can be used for Visitors
Note: When LimitUserAG is set, the check box ‘Also for visitor’ in this screen is
disabled, as the LimitUserAG option has higher priority.
Search Field
To go directly to the entry for a particular reader, enter name or partial name and
click search Icon. Readers matching the search string will be highlighted
Table of readers
Table shows all readers, with their associated Weekly programme and Crisis level.
Status indicator
vor x
Status of the selected reader in this access group can be toggled by clicking on the
symbol (granted (v') or denied (%))
Weekly Program
Use dropdown to select periods during which access is to be granted for that reader
according to the ‘green’ periods set in the Weekly Programme.
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Different error message in the log: Please note the difference in the error message that will
associated to an access refusal in the following cases:

E Weekl =
Reader I eexly I Error message if access denied:
Program
v

Rdr1
dri / WP Never “Not authorized at this time”
Controller 1
“Reader not allowed”
Rdr1 / <doesn't (if the Access Group does not allow the
Controller 1 matter> cardholder
on this reader, but does allow him on
another reader of this Controller)
Rdr1 / “Access Group”
<doesn't (if the Access Group does not allow this
x Controller
1 matter> cardholder

on any reader of this Controller)
Note: Maximum number of usable programmes
Many daily, weekly and holiday programmes can be created in the whole system.
However, each controller may only include a restricted number of programmes.
See Controller Memory Capacity. An error message appears if the limit of
programmes has been exceeded for a specific controller.

Setting Readers to use Personal Weekly Programmes

Personal Weekly Programmes are used when many Cardholders access the same

groups of doors, but with different time rules.

The system does not limit the number of Access Groups. However, if a large number

of cardholders need to be given the same list of authorised doors but with different

access times (different Weekly Programmes) due to the variability of their work hours,

it is recommended not to create separate Access Groups for each variation of working

hours (Weekly Programme), but rather to use ‘Personal Weekly Programmes’

e  Create an additional Access Group that provides access at the authorized doors.
Then at each of these doors, Select the option: <Use Personal WP>

Y Access group

O H X 6 6 6 6 u & o o
New Save Delete First Prev. Next Last Downld. Sea F O 3,1-'

Sefect an access group

e ik Y v ol - Personal TimesForl abAcoess

fFumn

| Fastory Oy Moma© i Duscriphion :

| Lty F‘Hsmalwne-ﬂflabm-ss |

| M anagmenert Arpberadirpahens

D¥fice ared Foseat Dindy E

|D#fice ared Fosper Dl 'Whorking Mours ) i e it wen

| Dfice Orde [Bearch reader 2]
Peanora ton Gista

Freeporal | imetF ofl sbicoess | Fesds

Lo R 1G4 Labitd
=  AaaCalshluT

e  Restrict access by using Personal Weekly Programs in the personalized data of
the cardholder (Cardholders screen).
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¥ Cardholder

O H X o 060 u 8 = 0
: New Save Delete First Prev. Next Last Downld. Search Print Close
Select a cardhokder © Show deeted O
Potler Brier) General - Potter Brian
Bo=ston Doneid Montgomery
| Brimstons Fichard
Danig Rals
Duetver Jew
v Rk
Jorea Caney
_.\rﬂk‘osz:rh
Mordis Civve
Potertven |
Srnlthi Jack
e
Ptis
Aicess group PN cade Fromdste (7] -
Eﬁﬂﬂy ﬂ D r Todes ([T =
Peryanal crist bvel ] waledsted
=l v Iy
e = |L6bE pithdiriadn i | |
] Lokt ot Toa Thas |
& |
\.\.‘Pw |
|
Vacations |
Attached documents |
Crisis level

Use dropdown to select Crisis Level to be used at this reader, for cardholders
associated with this Access Group.

(0-7), Default = 0

For explanation of Crisis Level, see Manual Action / Crisis Level

Note: When defining Access Groups, then all readers connected to a common
controller must have the same value set for Crisis Level.

On existing Access Groups, when the Crisis Level for a single reader is changed,
Guard Point Pro automatically changes ALL other readers on the same controller to
the same Crisis Level.

Setting reader/s to use Personal Crisis Level
If ‘Use Personal Crisis Level’ is selected rather than a value, then the value to be used
will be taken from the Personal Crisis Level value set for the specific cardholder in
their Cardholder/General screen.

1 Access group

3 ]:m * o @O O O s :2. L, )
: New Save Delete First Prev. Next Last Downld. S m o [ g ol Grescssscon
[Esiomlie,

Office snd Fogess Dy 'orbang Hous
Persona Mon Geats

e AL FrOoodb ‘we'orkrg Houy w ke -

¢ AL Dicel | wiorking Houn = -
W AT FiilooUIT | WokirgFoas =

w R0 Ofes0UT | ‘wiorking Houss =
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3.8 DEPARTMENT

A department is an informative notion, which allows site division into various work areas, and
allows a department to be chosen as a selection criterion to display and print reports.
Departments can also be used for certain T&A functions.

Note on Time and Attendance T+: When the T+ Time and Attendance Option is used,
all cardholders in a department share the same Daily Shift and Personal Contract. Thus, for

each group of employees that must have its own definitions, separate departments are
needed.

B Department =lo| x|
O X 0 00 .u o= 0
i New Save Delete | First Prev. Next Last  Downld. Search Print | Close
Select a department :
Fracngemert
Sarndaiest Pl Drrsripdssn &
Frarwsrnsct E
z
| =
ﬁa&txwwwhwcrd‘dﬂwnhw ‘\
Arvalable Acoess Group Selecbed Access Group
|
| L] | L]
Arwhme Angheie Arvetine Arnywhere
Fatout logours - Site2
> |
- ¥ |
K Only shown if ini option DepartmentAG = 1 _/‘
Name

Free text. Departments are used for editing cardholders reports sorted by department and to
associate cardholders with specific Personal Contracts.

Description
Free text

Default access group for new cardholder in this department
(only shown if the GuardPointPro.ini option DepartmentAG is set = 1)
Allows user to define the default Access Groups of the selected Department in order to
allocate automatically these Access Group(s) for new Cardholders being assigned this
Department. For example, each member of the Management Department must belong to the
Access Groups ‘Anytime Anywhere’. After adding this Access Group to the Management
Department as in the above picture, every new cardholder of the Management Department
will belong to these Access Groups automatically.
Up and Down arrows allow the Access Groups to be ordered — higher entries in list are
applied before lower entries.
Notes:
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- This feature is not available when using simple access groups (when the INI entries
“MultiSite=0" and “ForceMultipleAG=0").

- This feature is stronger than the INI entries ‘VisitorDefaultAccessGroup’ and
‘CardholderDefaultAccessGroup’.

- This feature is stronger than the option ‘Also for Visitor screen’ in the Access Group screen.

3.9 AREA

‘Areas’ define how the different parts of the site are described, so that the system can
register which cardholders are ‘inside’ a particular Area or sub-Area. The cardholders’ records
are updated each time they pass their badges at any reader for which the fields Area Path:
From and/or To have been set (in the Reader/Door Control screen).

A cardholder’s current location can then be established by using the

Cardholder/Location screen or producing a report using the cardholder Area field.

O B X ©w o 06 a6 @ wu @
New Save Delete First Prev. Next Last Downld. Search Print Close
Select & area !
L
'i;:‘-'ﬁ'i;;-;‘-a'fsr e -
S - E>™ 3
Dishe Descrption: = Lebhry and Office ¥
| Do g
| = FachoryFinor snd Lab
-
Name
Press New to define a new Area
Free text.
Description
Free text
Areas

A Tree diagram of the Areas is shown.
The hierarchy can be edited using the 4+ and «<— arrows

3.10 BADGE
This screen allows new badges to be registered in the system, and the parameters of new

and old badges to be displayed and modified. An inventory of badges can be registered in the
system so that they are ready to be issued.
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O H X © 0 @ 0 u 8 = 0
New Save Delete First Prev. Next Last Downld. Search Print Close ... oo cfbades
Select o badge :
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T e e g
[ T | Code O
e T Gt froen card Enzsion Donarld =] [
(CERISASE
OERSASF Type - Deestcriphon

BB "Wisgard -

ot

| oy e -

Dterionme K

Budvanced ssttings

Create a Group of Badges (Button)
Note: To create a group of badges, do not click on New.
Click on this button and open Create a Group of Badges screen.
(fully described in that screen)

Code
Enter the Card code, in decimal or hexadecimal
Leading zeros will be entered automatically to the default length of the card

Card Ranges: Where all the card codes start with a same prefix (for example 050012345,
050012346, etc.), a default ‘range prefix’ can be set (i.e. 0500). The prefix chosen will then
be automatically added at the beginning of the code when a new badge is created.
— See 'New’ in the Principal Menu section of the Options /General screen.

Get from Card (Button)
Opens Get from Card screen, for use if card code is not known.

Type
Displays the Badge technology of the selected badge.
When defining a new badge, the badge type default is defined in the ‘Default badge
technology’ in the Principal Menu section of the Options /General screen
Where multiple badge types are in use, use the pull-down to choose the technology
of this badge.

Default badge technology

s

= Magnetic Card
(Ml Bar code
[ Fw/iegand)
8 wiegand
13 wiegand Kevpad
B Bio Smart Card
B Touch

R adio

# Sony LPR 26 Bits

Note: Badge information (and therefore Access information regarding the cardholder who owns the
badge) is only downloaded to controllers that support the selected badge technology.
Status
Use dropdown to change badge status if required.
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e  Free — default until badge is allocated to a cardholder
e Used — Badge is allocated to a user

e Cancelled — (Automatically invalid)

e  Lost — (Automatically invalid)

e  Stolen — (Automatically invalid)

Bio template ID
(Only shows after getting a card from a Biometric Reader)
Number identifying this card, to be used by the Biometric reader in conjunction with the
Biometric template. This number is normally calculated by the system, based on the card
code and the format defined for the reader in Reader/Misc/Badge Format tab.

It is editable in case the number must be manually entered.
See Advanced Settings - Bio Template Id

Owner
Displays the name of the cardholder to whom the card is allocated.

If the badge is not yet allocated, <none> is displayed, followed by a list of
Cardholders who do not yet have badges. Select the member of the list to whom this
badge is to be allocated.

Click [...] to open the Cardholder screen and capture data for the new Cardholder or
to edit information for the existing Cardholder.

Description
Free text
Note: The default Badge Length is be set per Reader in the Reader/Miscellaneous/Badge
format screen.
This allows more than one format to be used within one installation.
However, all Readers on any particular controller must have the same length.

Note: Clicking Delete for a card will delete it from the system.

3.10.1GET FROM CARD

The code may be imprinted on the badge and human-readable, but generally, it is hidden.
The Get from Card feature allows the code to be read from any reader and entered into the
system without needing to be typed in

To get the card code from a regular reader, pass the card at reader: when the card code
appears on the window, select it and press OK.
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El Cat from card @

Receive card codes From: | <ty Feader: j
Zard Code Reader Date

%DDSBIBDI Lckdi [ Contrdleur 001 03/12/2011 0956

%DDSBIBDI Lekdi [ Contrdleur 001 03/1zf2011 0057

%DDSBISE? Lekdi [ Contrdleur 001 03f1zf2011 0057

et card code From bio reader

Lo
BioLite Net / Contraller 002~ »| e | |

Zancel

Receive card codes from:
Selecting <Any Reader> allows the card to be read anywhere. Selecting a specific reader will
limit the input to card/s read on that reader only.
Note: Subsequent use of GetFromCard will show the same reader pre-selected.
See GetfFromCardReaderlD

Available cards
A Table of cards is shown, with all cards read since Get from card was selected.
Select the card to be used from the list, click OK to accept.
Otherwise Click Cancel to return to the Badge screen

Get card code from bio reader
If the reader to be used is a biometric reader, then the reader must first be selected using this
dropdown list.
Press the button at the right of the list and pass the card at the selected reader.
When the card code appears on the window, select it and press OK.

3.10.2USING THE BADGE SEARCH

Displaying the list of all the allocated badges
Double click on the “Search” icon of the icon bar.

Performing a search on a specific type, status or owner
To find a badge from its type, status or owner:
e  Click on the “Search” icon of the icon bar (or type “F10” key)
e  Select the desired type, status or owner
e  Click on the “Search” icon a second time
o If the badge is allocated, details of the badge will be displayed on the screen
e If no matching badge is found, the fields remain empty and the screen is greyed
out
e  Click on the “Search” icon to display the list of all the allocated badges

Searching a badge from all or part of its code
When using the “Search” icon, if the first characters of the code have been entered,
the system will display all the badges that start with the desired sequence, after
clicking the “Search” icon a second time.
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Examples:

Code field The system displays all the card codes with these
attributes

32 Beginning with “32"

32%45 Beginning with “32", which contain the characters “45"

_32_ | Which contain the characters "32" at the 5th and 6th position

Note:

% will replace several characters

(underscore) will replace one single character

3.10.3ADVANCED SETTINGS - BIO TEMPLATE ID

Clicking on the Advanced Settings checkbox in the Badge Screen opens the following
additional fields for entering information about Biometric cards:

: New Save Delete

select a badge :

|ooooooos

00000001
00000004

002e1829
002e1B01
052E1829

17484074
17450779
174AFCAD
17462242
174BC7E2
174C5773
174C5774
21111
a1z
21113
2111114
2111116
A11116
2111117
21111118
2111119
A11120
211121
A2z
2111123
21111124
211125
A11126
annar
2111128
21111124

)

|

0o ¥ @ = O

Mext  Last Downld. Search Print | Close
- — - Create a group of badges

General - 00000005

Code Cwiner ;

[ponnaoos et from card | test = ™|

Typs : Descripkion :

W Wwiegand iV:

Status ;

g Used iV:

Bio template ID: Caloulate 1 et Bio ID

5 | BioLite Net / Cortioller 002 v | &2
Calculate all

[Fliadvanced settings

shown if Ad 1 i is cl

Bio template ID: Shows the Bio template ID calculated by the system.

Calculate 1: Recalculates the Bio template ID for the selected badge

Calculate all: Recalculates the Bio template ID for all the badges in the database

Get Bio ID: Dropdown shows list of Biometric readers from which the code could be read —

select the reader that will be used. (for 'Card + Finger' use)

ID button: Read the card Bio template ID code from the selected biometric reader

Caution: Make sure that the system has calculated the Bio template ID and that is not 0.
Cards that were defined prior to the creation of the first biometric reader, will have Bio

template ID = 0. For these cards, calculation of the corresponding Bio Template ID is done

automatically only when the card owners enroll their fingerprint.

After a biometric reader definition, each new badge will receive a Bio template ID code
automatically. Once this has been saved, it is displayed in the ‘Bio template ID’ field.

The user can also initiate calculation of the Bio template ID/s by selecting the "Advance

settings" box and pressing ‘Calculate 1’ (to re-calculate the selected badge) or ‘Calculate all’
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(for all badges in the database, including those that are not 0).

If the field remains empty or null it means that the system cannot calculate the Bio template
ID and it has to be entered manually or be read directly from the biometric reader.

To obtain the code from the card itself, use the ‘Get Bio ID’ window field. In that window,
select the reader from the list, click on the ‘ID’ button, and pass the badge at the biometric
reader.

Note that the calculated 'Bio Template ID' may give a positive or negative values, both are
normal. Whatever the auto conversion gives should not be modified.

The conversion logarithm is based on the Reader format (Hexadecimal/Decimal/etc.) and the
Bio Wiegand Format (Custom 37/Standard 26). All the readers in the database must have the
same settings for these 2 items. In case there were wrong definitions in one or more of the
readers, then after correcting the definitions you should go back to Badge screen and use the
'Advanced Setting' option to re-calculate the specific card or all the cards. This re-calculation
should be done BEFORE the next finger enrolment steps.

3.11 CARDHOLDER

These menu and sub-menus screens allow definition of the cardholder's parameters in the
system.

Main Topic  Cardholder/General

Tabs Cardholders/Personal Tab
Cardholders/Location Tab
Cardholders/Customized Tab
Cardholders/Exceptions Tab
Cardholders/Schedule AG Tab
Cardholders/Vacations Tab
Cardholders/Visitor Tab

Cardholders/Attached Documents

Customizing the Cardholder Screen

3.11.1CARDHOLDER/GENERAL
This screen records general information about the cardholder.

Cardholders can be registered in the system before badges are allocated to them. Records
may be kept of badges that have been issued to cardholders and then withdrawn, such as
visitors and employees who may have left the company.

Facilities for customizing the Cardholder screen are described in Customizing the Cardholder
Screen

Note: See specific notes for Guard Screen and Visitor Screen
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¥ Cardholder
O B X © o 00 u 9 = 0
MNew Save Delete First Prev. Next Last Downld. Search Print Close
S-H-tucutﬁuldu—
Bossion Donaid Morigomeny
r—r—] Larsk name First name o
mm JEesston T e pe— nsth
oo B Wb Tyem Compary *
. [ Emglerpee ] oo =
Jorees Catey
Dnby shown il Badge Printing 1 Bl =
mf:ﬂ“ Module 15 |H:1.-n:i|:d:{ <Dafait layout > o n""] :
E:L-"‘: e ke
' Dapartrinet | Hanspend e OrSBSASE Crestenew |
ifice phone | o doate |
L= |
Bometrcs deta | Rosrora i
Beress A —
saces g : PN code St I :
Mgl =] e Todste [ =
Parsonal wasbly pro sive Pwsinial cris bl [Flvabdated
[<thones =] [aad 0 ]
General
| Personal
Location
Customized
Exceptions
| Schedule AG
Vacations
Attached documents

The screen opens displaying the first record (alphabetically by Name).
See Show Deleted Badges
Last Name
Free text
First Name
Free text
Number
An optional number identifying the cardholder in the organization.
Name and Number Settings
The sequence of cardholder records in the system is by ‘Lastname:Firstname’.
It is possible to override this and create cardholders with the same last and first name, by

checking the Allow duplicate name of cardholders field in the Jools/Options/General
screen. Unigue numbers must then be entered in the “Number” field for cardholders with
identical names
Unique primary key Where data is to be exchanged with external databases (through the
Cardholder Import tool) , the Number field is used as the primary key for cardholder records.

In this case, the GuardPointPro.ini file must be set to force all records to contain unique
numbers:

CardholdersNumberUnique = 1

With this setting, a unique value must be entered in the field for each cardholder — even a blank field is
not acceptable.

Type
Use dropdown to choose Visitor, Employee, Guard, Deleted

Note:

If type is Guard, then see also Guard Screen
If type is Visitor, then see also Visitor Screen
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Company
Free text
Note: This field is memo only — it is NOT related to the ‘Company” Record in a multi-company site

Badge Printing dropdown and Icon
Note: The Badge Layout dropdown and Badge Print Icon are only shown if the Badge Printing module is
licensed. — see Badge Printing Design

General - Davis

Lt e First ruwra -
Kurers
Hamber Twpa oy x
Crgicrors i
—_— | Dok gl Rrycu > w| Bl X

Select Layout dropdown
This will show <default layout> unless alternative layouts have been defined.
If alternative layouts are defined, use dropdown to choose layout.

(&3] Badge Preview/Print (button)
This button accesses the Badge Printing Preview and Badge Printing Design
screens

Location

Department
Use dropdown to select the cardholders department. Default is <none>.
Click [...] to open the Department screen if a new department must be
defined

Office Phone
Free text

Badge
Shows number and icon of type of badge allocated to this cardholder.
e If no badge has been allocated yet, the field will be blank.

Create new
Click Create new to open the Badge screen, then:
Either - Enter a new badge number in the Code field,
- Or - Click Get from card to register a new badge by reading it at a reader
(Any unallocated badges read at any reader will be shown in the table)
Choose a badge in the list and Click OK to allocate the selected badge

Allocate
To allocate a badge from existing unallocated badges

e [IClick Allocate to open the Choose a card screen

e Choose a card from the list of unallocated cards, and click on OK to return to the

Cardholder screen
Note:

If a 'non-allocated' card (i.e., card with ‘free’ status in the database) is passed (read)
whilst this screen is open, then that card is automatically selected from the list of free
cards. Thus the user does not need to search through all unallocated cards.
The selected badge will be shown in the new Cardholder’s record.

Edit
Opens the Badge screen to allow information to be edited

Remove
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Clears the current badge from the record so that a new badge can be
allocated.
The system allows only one card of a particular technology to one cardholder.

Access group

Default is <Anytime Anywhere>

Use dropdown to assign the cardholder to a specific access group

Clicking [...] opens Access Group screen to see details and/or define a new
access group

Assigning Multiple Access Groups to a cardholder

To assign Multiple Access Groups to the cardholder, click on <Multiple> in the
dropdown list. The <Multiple> Access Groups screen will open.

If the cardholder has already been assigned Multiple Access Groups, then moving the
mouse over <Multiple> will show a tooltip with the assigned Multiple Access Groups.

Bccess group
| <Mutiple> % | E

Personal weeklNgmmme

| None> [ golacted Access Group

Factory Staff
General ampwhare Anytime
Office Management

Notes:

1. The GuardPointPro.ini file entry ForceMultipleAG = 1 prevents the user
from allocating individual Access Groups.

After modifying this entry to 1 and restarting Guard Point Pro, all cardholders
who previously used only one access group are automatically redefined.

This setting may be used for regular sites, but is mandatory for sites using the
MultiSite module.

2. After searching people in the Cardholder screen with the Search function
(e.g. for searching all people belonging to the same department, press the
Search button, select the Department and press Search again), the button
“Multiple Access Group Wizard Change” is displayed at the top right
corner of the screen. This button allows to add/change/remove the multiple
access groups of the selected people of the search results via the Multiple
Access Group Wizard.

The changes can be performed for cardholders having ‘multiple’ access groups
only. The advantage of this feature from the Tools>Multiple Access Group
Wizard is that there is no need that people to be modified have a common
Access Group.

PIN code
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Enter 4-digit PIN code for this cardholder to use at a keypad reader

Personal weekly programme
Use dropdown to select Personal weekly programme for this cardholder.
Default is <none>
To add a new Weekly Programme, click [...]

Using Personal Weekly Programmes: When a Personal Weekly Programme is selected for a
cardholder, it affects only those readers for which, in the Access Group to which the
cardholder belongs, the WP field option ‘<use personal WP>" is selected

Personal crisis level
Default 0. (0-7)

The value set for Personal crisis level is only used at Readers where the value
set for Crisis Level in the Access Group screen is set to <Use personal crisis
level>. If no Access Group definitions contain this entry, then the default ‘0’
should not be changed.

See Manual Action/Crisis Level and Access Groups

Controlling Badge Validity — From, To fields
These fields allow the user to set dates and times that define the period during which
the badge may be used.

These parameters are entirely dependent on the PC running the system —
they are not implemented by the controllers

In the Tools/Options/Communications screen, the setting ‘Check validation of
cardholders every ...Min’ allows the user to specify how often the system should
scan the database for validity of all cardholders, using information in these Card
Validation fields. Upon finding that the status of a badge needs to be changed, the
system will then send appropriate messages to all controllers to update the status of
such badges.

Settings for using these fields: Note that the user only sets the interval between scans — Thus in
order to be sure that controllers are updated in time, the user must allow enough time for the
update to be sent from the server so that the controllers are updated before the time of the
requested change.

For example, if updates are to be sent every 30 minutes, and a badge must be valid (say) at
8.00, then the ‘From’ time for the badge should be set at 7.30 so that a scanning will definitely
have occurred between 7.30 and 8.00.

From date
Normally unchecked. If checked, the badge will not be usable before the date and
time set. This allows the badge to ‘become’ valid at a future date.

To date
Normally unchecked. If checked, the badge will only be usable up to the date and
time set. This allows the badge to ‘expire’ at a future date.

Validated
When the ‘From’ and/or ‘To’ date and time are not used, this checkbox allows to
validate or not the cardholder in all the system.
When the ‘From’ and/or ‘To’ date and time are used, this checkbox is automatically
updated according to the dates and times chosen.

Note: It is possible to inhibit automatically all cardholders who have not used their card during X days.
See Automatic Card Inhibition if a Card not used after X Days.

Picture section
<Open File= Icon
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Opens list of Identity Pictures — opens a standard Windows file search window,
starting at current system location of the /Media/Portraits folder.
Select the appropriate photo, and click Open to associate it with this cardholder.
If the browse button is used and a picture from another location selected, then that
picture will be copied into the Portraits folder.

<x>
Removes the association of the current picture with the cardholder. (Does not delete
the picture in the Portraits file).

<camera icon>
Click on camera icon to use a camera connected to the PC to take a picture. The
picture will be stored in the Portrait directory with a temporary name, which should
be edited there before another picture is taken.

Show Deleted

~: Cardholder

@A H X i o O o a = - @

T
i New Save Delete First Prev. Next Last ' Downld, Search Print Close
Sebeat a cardholder : ‘heew deletes (=]

Check this box to display all cardholder records including information on ‘deleted’
cardholders. If not checked, deleted records will not be shown.

Note: Clicking the Delete button in the Cardholder screen is quite different than on
the other screens: it will flag the Cardholder record as deleted and perform the
following actions:

e The badge is returned to the non-allocated badges list

e Itis removed from the controllers’ memory and therefore cannot be used

for access any longer

e  The Validated checkbox is unchecked

e  The record disappears from the Cardholder screen, unless the “Show

deleted” box is checked

Records can only be permanently removed from the system using the Delete Tab in the Create a Group of Badges
screen

3.11.1.1 CHOOSE A CARD SCREEN

When the ‘Allocate’ button is pressed in the Badge section of the Cardholder Screen, a
window opens showing all the currently available badges (i.e. in the Badge database, but not
currently allocated).
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=Choose a Card @
L]
M ame [oe
[ ERLES | Sorw LPR 26 Bits
D0BES1 44 [\wiegand
O0S5A%E  [Wiegand
9E5A5F [Wiegand _
9E5A30 [Wiagand i

= ]
[_comel ]

After selecting a badge and clicking OK, the system returns to the Cardholder screen, with

the details of the selected badge in the badge section.

Note:

If a 'non-allocated' card (i.e., card with ‘free’ status in the database) is passed (read) whilst this screen
is open, then that card is automatically selected from the list of free cards. Thus the user does
not need to search through all unallocated cards.

3.11.1.2 <MULTIPLE> ACCESS GROUPS

The Multiple Access Groupsscreen allows /individual cardholders to be assigned multiple
Access Groups if those cardholders’ access rules can be covered by a combination of existing
access groups, rather than having to create a new complex access group as would be done if
many cardholders require such rules. The screen is accessed by selecting the <Multiple>
option from the Access Group dropdown in the Cardholder/General screen, and then
clicking [...].

LB

Available Access Group Selected Access Group
hratinnee Arnabiene Office Management
acion Staff Factory Staff I
Difice Management o
Office Staff 4|

bl Al

Available Access Group
List of all Access Groups
Selected Access Group
Access Groups to be associated with this cardholder
Arrows =«
Select an access group, use the horizontal arrows to add or remove the access group
from the ‘Selected Access Group’ column

Arrows ¥t
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Select an access group, use the vertical arrows to change the sequence in the
‘Selected Access Group’ column

Note on sequence of access groups in the Selected Access Group column: Access
Group times for each door will be applied as set in the relevant access group. As the
cardholder presents his badge at a particular door, then if that door is included in more than
one of the access groups in the ‘Selected’ list, then the rule for that door in the first access
group that contains it (highest in the list), will be applied.

3.11.2CARDHOLDERS/PERSONAL TAB

Allows Personal details to be stored about the Cardholder.

0 B X © o 0 606 u 8 « 0

II: New Save Delete First Prev. Next Last Downld. Search Print Close

|| Select a eardholder

|z _
oaris | Iy

i - Dscription
[

Pariang user groug
[xsep the cards i motorized reads ET — —
[t 888, ho tivesd ek Press Back: Horm: =] [
[t sccees duries ol
[7] et &80 vl vt dhearkeanc] Ut procram
[ Suprsisas [hones ﬂ EI
[teesad oot
Genearal
'Personal
Location
Customized
Exceptions
[ | Schedule AG
Address
Free text
Street/Apartment
Free text
City/District
Free text
Post Code
Free text
Phone/Fax
Free text

Keep the card if motorized reader
Check if card to be retained on exit at Motorized reader/s
No APB, No timed Anti-PassBack
Check if these restrictions are not to be applied to this cardholder
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No access during holidays
Check if access only allowed on working days
Reset APB when downloaded

Check if APB to be reset for this cardholder when Controllers are downloaded.

Note: This gives the Cardholder one access ‘free’ of APB checking. This allows re-

synchronizing the APB level of the cardholder, when Global Anti-Passback is

requested. The next access granted at any reader will update his APB level from this
reader so that he can start a new APB sequence from this level.
Supervisor

Check this box if this cardholder has the status ‘Supervisor’ — This status will give him

the following capabilities:

e  Can escort a cardholder whose status is set to ‘Need Escort’

e  Can create a transaction with code 99 by presenting his card twice consecutively
at a single reader, within 15 seconds. If a Global Reflex is triggered by this code,
it will be executed.

e  Can perform specific functions from readers equipped with keypad or Terminal.
Examples: Arm or Disarm alarm groups, etc.

Need escort
Check this box if this cardholder must be accompanied by a ‘Supervisor’. The escort
function is enforced at all readers which have been designated as ‘Escort’ in the

Readers/Access Mode screen.

Note: By checking both the ‘Supervisor’ and the ‘Need Escort’ parameters, a

cardholder will be accepted without a second cardholder at a reader requiring ‘escort’

Description
Free Text

Car registration No.

Free text
Note - Parking The cardholder’s License No. is used by the Parking Module.
ID

Free text

Parking user group (only shown if Parking Module is used)
<none> is default. If Parking Module is installed, use dropdown to select applicable
group.

Lift programme (only shown if Lift Module is used)

<none> is default. If the system controls lifts, use dropdown to select applicable
programme.

3.11.3CARDHOLDERS/LOCATION TAB

The Location facility allows a quick check on where a particular cardholder is, and allows that
cardholder’s location details to be reset if required.
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4 I =S|
O H X © 0 @ @ uW 8 = 0
New Save Delete First Frev. Next Last Downld. Search Print Close
|| ot A ardbelder
b
|
Last pass date |
Last reader pags | - ]
Anti-paes back bevel _'|
uea =]

E Fiesnt ghobssl anti-passhuch kvl of thes badge holder
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General
Personal
Location

Customized

Exceptions

Schedule AG

Last pass date
Date and Time that this cardholder’s badge was last read

Last reader pass
Reader at which the badge was read

Anti-Passback level
Current Anti-Passback level for this cardholder

Area
Current area for this cardholder

Reset button
Gives the Cardholder one access ‘free’ of APB checking. This is used to re-synchronize
the APB level of the cardholder, when Global Anti-Passback is requested. The next
access granted at any reader will update his APB level from this reader so that he can
start a new APB sequence from this level.

Reset all button
Resets the Global Anti-Passback level for all cardholders
Reset Area button
Resets the current Area for this cardholder to <none>. His current location will be
updated by the next access granted at any reader.
Reset Area all button
Resets the current Area for all cardholders to <none>

3.11.4CARDHOLDERS/CUSTOMIZED TAB

This screen presents the badge issue number and date and time of issue for the cardholder’s
current badge.
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New Save Delete First Prev. Next Last Downld. Search Print Close

[ Customized - Davis Rob- |
(Bomston Donankd

_ Pk of badgs gven 4 Last givendabe 21-Ma-10 01158 PM
Horea Casey L —— e
Liores Casey Jw == Trrrasruz ption wald uetid [E v Coloun | Catpang Foimi?]

[Moriersy Cabin Customized Fields Data

Roteerb: Gonoo H""—\-—.___

| Ssioereon Fingiraid

IeVimkor?

o Security N, L6 1837

Customized labed 2 |
Customized Label Data

Customiediabad 3 |

b4 |

| General

| Personal
Location

| Customized
| Exceptions

| Schedule AG

Vacations

Number of badge given
Shows the ‘issue number’ of the cardholder’s current badge (i.e. original badge will
show as 1, each subsequent badge issued will increment the number)

Last given date
Shows date and time that current badge was issued

Customized Fields Area
Area displays current contents of user-defined formatted data fields for this
cardholder and allows data entry. (Fields are defined in Customized Fields screen)

Customized Labels Area
Four lines display current contents of user-labelled free text fields for this cardholder

and allow data entry. (Labels are defined in Customized Labels screen)

3.11.5CARDHOLDERS/EXCEPTIONS TAB

This screen allows the user to allow or prevent access by the cardholder at one (or more)
doors during pre-defined periods.
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0O B X © 0 © O ws B w O
i New Save Delete First Prev. Next Last Downld. Search Print Close

Exceptions - Davis

[From It [Fizade [Weeekly Progrars]Dial |

LGeneral
Location
Customized
Exceptions

| Schedule AG

Select the cardholder whose rules are to be changed

Add exception button
See Add Exception screen
Table of exceptions
List of all exceptions currently stored for this Cardholder

Del
Clicking on the X allows the selected Exception to be deleted

3.11.5.1 ADD EXCEPTIONS SCREEN

Add exception button of the Cardholders/Exception Tab opens ‘Add Exception’

screen
®
From date To dats [}%-
(] = =
Select ReaderfGroup of Readers
l |
Wieekly program
| =l
[ save | | conca |
From and To date
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Set the Start and End times and dates for the Exception.
Each field in the time and date can be selected with the mouse, and then
adjusted with the up and down arrows
Note: If no Start and End dates and times are set, then this Exception will be
put into effect immediately (i.e. at the next cardholder validation period), and
stay in effect until deleted.

Select Reader/Group of readers
Select a reader or a group of readers (by selecting the Access Group they
belong to) at which the Exception must be applied

Weekly Program

Select the Weekly Programme to be applied at the selected reader(s) for the
duration of the Exception

3.11.6CARDHOLDERS/SCHEDULE AG TAB

This screen allows the cardholder to be assigned alternative Access Groups that will override
their regular access group setting between specified dates. For each access during these
periods, the cardholders regular access group is replaced by the scheduled Access Group
specified here.

4 H A O O @O O i B = 9
MNew Save Delete First Prev. Next Last Downld. Search Print Close
Select a candholders ©
oresey -3 =
——— _—
Diris P - sdd schedhia b3
Jones Camey - 1 e ol ————————————
r From T dcoest G L]
|- 30T | -0 AL I 0 300 P e e
G- 301 HaJuk 0 1200 AM  [T0Ju 1011 BA00 PM (Oftee M st
Lee DO T
Ry - 333
shiomo - 1213
nonartl aa- 11
Senart] bb - 23
wwiaion T
| General
Personal
Location
Customized
Exceptions
Schedule AG
Vacations

Add Schedule AG

Opens a window to define the start and end of a new Scheduled Access Group, and
its applicable Access Group
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Sawe Cancel

From and To date
Set Start and End times and dates for the scheduled Access Group.
Each field in the time and date can be selected with the mouse, and then adjusted
with the up and down arrows
Note: If no Start and End dates and times are set, then this Scheduled Access Group
will be put into effect immediately (i.e. at the next cardholder validation period), and
stay in effect until deleted.

Access group
Use the dropdown to open a list of all existing Access Groups, and select the
applicable access group

Table of schedule Access Groups

Shows all Scheduled Access Groups for the selected cardholder.

Any entry can be deleted by selecting the row (») and clicking on the

Delete symbol (x).

A single entry showing no Start and End info means that an ongoing temporary
access group has been assigned to the cardholder. No other entries will be accepted
until this entry is deleted.

Note: These temporary alternative Access Groups definitions are entirely dependent
on the PC running the system — they are not implemented by the controllers.

In the Tools/Options/Communications screen, the setting ‘Check validation of cardholders every ...Min’
allows the user to specify how often should scan the database for any special settings that
apply to individual badges, like these temporary access group’s. Upon finding that the status of
a badge needs to be changed, the system will then send appropriate messages to all
controllers to update the status of such badges.

This option only sets the interval between scans — Thus in order to be sure that controllers are updated
in time, the user must allow the update to be sent enough time before the requested change.

For example, if updates are to be sent every 30 minutes, and a Scheduled AG must come into effect at
(say) at 8.00, then the ‘From’ time of the Scheduled AG should be set at 7.30 so that the
scanning will definitely occur between 7.30 and 8.00.

3.11.7CARDHOLDERS/VISITOR TAB

The Visitors tab allows the operator to add visitor information.

Note: This tab is only shown and can only be selected from the Cardholders/General Tab if the
cardholder selected in the Navigation pane is type ‘Visitor'.
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a3 =0
0O H X © 0 0@ 0 wWw & «w 0
MNew Save Delete First Prev. Next Last Downld. Search Print Close

S e S ———————————————————————
pnsi |

Visited perion keation |

ikt purpase [

General

Location |
Customized !
Visitor |
| Exceptions |

Visited person
Default <none>. To record who the Visitor intends to visit, use dropdown to select a
cardholder from the full list.

Visited Person Location
Free text

Visit purpose
Free text

3.11.8CARDHOLDERS/VACATIONS TAB

The Vacations screen is shown only when the T+ Time and Attendance Option is in use.

A Cardholder will not be shown as absent on T+ T&A reports if a vacation has been recorded
for that cardholder.
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O B X o o 0 0 u - @

1 .
Mew Save Delete First Frev, Next Last Downld. Search Print Close
e

vt Vacations - Dawvis

i

[ [Feam [1a | |

[ General
Personal
Location

| Customized
Exceptions
|Schedule AG
Vacations

Add Vacation
Opens a window to define the start and end of a vacation for the selected cardholder

@ X
From date To date
0B/ e 08/12/2008 o=
Desc
I

From and To date
Set the Start and End times and dates for the vacation.
Each field in the time and date can be selected with the mouse, and then adjusted
with the up and down arrows
Desc
Free Text

Table of vacations
Shows all vacations scheduled for the selected cardholder.

Any entry can be deleted by selecting the row (») and clicking on the
Delete symbol (x).
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3.11.9CARDHOLDERS/ATTACHED DOCUMENTS

This screen allows images of scanned documents to be associated with specific Cardholders.

¥ Cardholder

O H X © 0 0O 0 W 9 =« 0
New Save Delete First Prev. Next Last Downld. Search Print Close

Select & cordholder

General

Personal

Location

| Customized
Exceptions

Schedule AG
Vacations
(Attached documents

Scan New Image / Attach Existing Document
Opens a window allowing the user to name the image to be scanned or to give the
location where an existing image may be found.

Sevain | LD Doy 0 oer @
E EiBosston Manfred_DrivLic. g

My Aocerd
Dncumsrni

G

Digakiog

My Doxcumeriy

R b Bovior, Dokl Morkgimees £ -
My Computer  Sve it e Gieppba bl [ b gl w Corcel, |
)

In either case (new or previously stored image), a copy of the resulting file is stored
in the Guard Point Pro directory /Media/Docs

List of attached Files
A list of any files already associated with the employee highlighted in the navigation
window is displayed.
The following actions are available:

Open / Print
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Opens the selected image in a regular Windows Picture and Fax Viewer window, for

viewing and/or printing.

= Bosston Manfred_DrivLic.jpg - Windo... [_ [BX]

DRIVING LICENCE Syl

1 BOSSTON
2 DONALD MONTCOMERY

172 HH STREET, CITY PR CHTATE
< amreaneTon Cow ran

» B.C10BLOIE DIL, thing

oD R0 AF ar XoHE W

Remove

Remove the selected file. The user has the option to simply remove the file from the

cardholder’s record, or to additionally delete it from the disk

B GuardPointPro

- | J Femaove File also From hard drive?

| Yes Mo

Caution: Clicking the ‘Remove’ button will always remove the association of the document

from the Cardholder record. There is no ‘confirmation’ of this action. Thus if the button is
clicked in error, then the file must be re-associated using the ‘Attach existing document’
button.

3.11.

10 CUSTOMIZING THE CARDHOLDER SCREEN

The following fields are customizable in the Cardholder screen.

Field captions, additional cardholder types and mandatory fields

These changes are effective after editing the file ‘CardholderCustom1.xml’ with
Notepad located in the Guard Point Pro directory and changing its filename to
‘CardholderCustom.xml’.

Rules:

1. To modify the text caption of an existing field, using 'LabelCaption’

2. To add more cardholder types (using 'ComboAddItem' and 'AddItem")

3. Defining which cardholder fields are mandatory when a certain condition is true
(using 'MandatoryCondition' and 'MandatoryField")

The following XML example apply the following changes:
1. Change the caption of the field 'Number' to 'OfficelD’
2. Add 3 types of cardholders (Supplier, Contractor, Temporary Worker)
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3. Define that 'First Name' and 'Department’ are always mandatory (the condition is
that ‘Last Name' not empty which is always true)

4. For type=1 (Employee), the customized field 'Eye Color' is mandatory

Note! Fields names might be case sensitive.

<Personalisation>

<LabelCaption ControlName="NumberCaption" Caption = "OfficelD"/>
<ComboAddItem ControlName="TypeValue">

<AddItem name="Supplier"/>

<AddItem name="Contractor"/>

<AddItem name="Temporary Worker"/>

</ComboAddItem>

<MandatoryCondition ControlName="LastNameValue" operation="!=" value ="" >
<MandatoryField ControlName="FirstNameValue" />

<MandatoryField ControlName="DepartmentValue" />

</MandatoryCondition>

<MandatoryCondition ControlName="TypeValue" operation="=" value ="1" >
<MandatoryField ControlName="NumberValue" />

<MandatoryField ControlIName="CustomizedFields" ControlCaption="Eye Color"/>
</MandatoryCondition>

</Personalisation>

For the 'ControlName' entry you may use any one of the following values, each one
corresponds to one of the existing fields in Cardholder screen.

LastNameCaption LastNameValue
FirstNameCaption FirstNameValue
NumberCaption NumberValue
TypeCaption TypeValue

CompanyCaption CompanyValue
IdCaption IdValue
DepartmentCaption DepartmentValue
OfficePhoneCaption OfficePhoneValue
AccessGroupCaption AccessGroupValue
PinCodeCaption PinCodeValue
PersonalWpCaption PersonalWpValue
PersonalClCaption PersonalClValue
VisitedPersonCaption VisitedPersonValue
VisitedPersonLocationCaption | VisitedPersonLocationValue
VisitPurposeCaption VisitPurposeValue
StreetCaption StreetValue
CityCaption CityValue
PostCodeCaption PostCodeValue
PhoneCaption PhoneValue
DescriptionCaption DescriptionValue
CarRegistrationNoCaption CarRegistrationNoValue
ParkingUserGroupCaption ParkingUserGroupValue
LiftProgrammeCaption LiftProgrammeValue
CustomizedLabel1Caption CustomizedLabel1Value
CustomizedLabel2Caption CustomizedLabel2Value
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CustomizedLabel3Caption CustomizedLabel3Value
CustomizedLabel4Caption CustomizedLabel4Value
CustomizedFields

e Bringing fields from other tabs in the General tab

Some fields of lower-level tabs can be shown at the bottom of the main Cardholders
screen, in a scrollable window, in order to regroup all the needed fields in the same
screen. Note: 'ID’ field is positioned under the ‘Number’ field.

The section [Personalize Cardholder Screen] in the GuardPointPro.ini file shows the
categories that can be displayed.

e Company field can be shown as a Combo box
To change the Company field into combo box, set in the GuardPointPro.ini file the

option ‘Cardholder Company As A Combo=1".
Note that it is not supported in Light version.

The example below shows the field name ‘Number’ changed to ‘OfficelD’, additional values
for the ‘Type’ field, ‘Company’ shown as a combo box, and Cardholder Privileges from the
‘Personal’ tab shown as a scrollable box in the main Cardholder screen.

¥ Cardholder i =10 x|
OH X © 0 00 uWw & - 0
i Mew Save Delete rst Prev. Next  Last | Downld. Search Print  Close
!‘-_:ladlcn'ﬂmﬂur
vty Biruce
| DO000G
D000
OGO
DOCOOO04
OO
DOOOOCCE
OO0OGT
| 00000005
| D00
| 0000010
10000010 ;
1 DO 1 -D:'l.r-h']tt
1 OO0 2 Taigod sy 'Wogler
10000013 E———
1 00004
10000015
10000015
| naa
i"“"ih" prr =
BLERSS GrOUD FIN code P i, e -~
[ eMedtiptes = [ ] Tadate lﬁ
[l vabdated
ﬂr:eepthew&:frmtmmedleadu
o 288, Mo timed Ardi-Parss Bk
ko access during hobdays
[F] Resat fed bevel when dovwnload
[CItioed sscon =
General
Location
Cusbomized
| Excoptions
Attached documents
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3.12 VISITOR

The Visitor screen is used to create new Visitor records and update Visitor information. It
uses the normal Cardholder screen layout, but the type ‘Visitor’ is pre-selected.

Note: By using the Authorization Level screen a user can be set up with
permission to access the Visitor screen and not the regular Cardholder screen.
Such a user can define and update Visitor records, without being able to access
other cardholders’ records.

D w_ K uED £ (b | ik s '-:\ ¢ i @
MNew Save Cancel First Prev. Next Last Downld, Search Print Close
Sha deleted £l
Lt narte Firdt sussan
I | =
Musmiber Type OGSy
Wikor w | —
Dol gt lyoat | B2l |
Location T = Badge
Departriant | cHore ] [ ]
Dffice phone: | ]
L =
Bt gronp PN cosle From date- [F] —
[t 2 j E I To dake |= -
Parsonasl waeskly pooge smme Pewsorsl crivs bl [#] vabdsted
[chaones -] |:| 0 L
General
Parsonal
 Customized
Visitor

For a new Visitor, the screen allows only the General, Personal, Customized and Visitor tabs
to be accessed. Once the new record has been Saved, all normal Cardholder tabs are
accessible for Visitors except for Location, Exceptions, Schedule AG (and Vacations, if T&A+
installed). An additional tab, Visitor is available. Follow the link to see details.

Show deleted

Allows user to see information about older Visitors Badges even after they have been
set to 'Deleted’

Type
Visitor is set as default

Access Group
Specific Access Group/s should be created for Visitors. If ‘Anywhere Anytime’ is used
then unwanted permissions may be granted when new readers are added, or in
recovery situations where Visitors are on site after a system restart.
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A regular Access Group can only be used for Visitors if the ‘Also for Visitor screen’ box
is checked in the Access Group definition. (See Parameter/Access Group screen)
From and To Date and Time
These may be used to ensure that Visitors badges are invalid outside of specific
hours, as in the Cardholder Screen.
Note: Default Settings available for Visitors:

The following entries in the GuardPointPro.ini file can be used to set up defaults for Visitors:
GuardPointPro.ini section [Cardholder / Visitor]

AllowDuplicateName = 1 useful if user does not enter individual names for visitors
VisitorDefaultAccessGroup = enter the name of the specific Access Group to be used

VisitorDefaultBadgePrintinglayout | enter the name of the profile to be used for Visitor Badges

VisitorEndDay =

Setting a specific time here will automatically cancel the validity of
all Visitors badges at this time every day.

3.12.1CARDHOLDERS/VISITOR/VISITOR TAB

The Visitor/Visitor tab (which can be also be accessed from the Cardholder screen if the
Cardholder type = ‘Visitor’ allows additional information about the Visitor to be captured.

Q3 W X i o0 0O 0O L - i @

%
New Save Delete First Prev. Next Last Downld. Search Print Close

Select a cardholder @

| Ceaeteia Risbert
[TET ey e—
Dwrvis Rob

| Exceptions

| Schedule AG

| Macations

Attached documents

Visited person

Dropdown — select the name of the person to be visited
Visited person location

Text field
Visit purpose

Text field

3.13 COMPANY

Note: This screen only appears in installations that include the multi-company option.
See Company (Multi company option)
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3.14 AUTHORIZATION LEVELS

An authorization level is a group of options and screens which can be ‘viewed only’ or ‘viewed
and modified’ only by users who belong to that level.

Examples

e The site manager has access to all the information

e The parking lot attendant can only view cardholder details and modify
information regarding parking

e The receptionist at the entrance of the building can only create visitors’
badges and view details of cardholders, to look up phone numbers and
current location of the person beng visited

Once authorization levels are created using the Authorization Level screen, appropriate levels
can be associated with any User who is being allocated a Username and Password in the
Parameter/User screen.

(ﬁ) SERVER GuardPointPro Version 23514
Parameter Event handling Modules Communication View Manual action Tools Help

o= o Mo d - & 6

Computer Cuntrnller Controller | Daily VllEEUV Holiday | Access Department Area Badge Al Visitor
program program qroup cardholders

oI "Y0 Wil 25 M M RICRRER o N——

Authorization User Customized Customized
level labels Fields

Note on accessing this screen: Depending on the screen width, the RH group of
icons of the menu ribbon may not appear, as they are minimized. In that case, a
pull-down arrow (V) is shown. Click the pull-down button to display the
additional items.

L M=%

B B X oD © a8 o aa . = @
New Save Delete First Prev. Next Last Downld. Search Print  Close
Select an authorization level :

fid 52reend

A list of all Authorization Levels is shown.
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When the screen is first opened, there is always a default Authorization Level set by the
system called ‘All Screens’. This Authorization Level’s hame can be changed, but its settings
cannot be altered, and it cannot be deleted.

Clicking New allows a new Authorization Level to be defined.

Name
Free Text

Description
Free text

Authorization tree
The authorization tree for the selected profile is displayed, showing the authorization
for all screens. There are 3 possible authorization values for each screen or tab,
shown using the symbols:
. v = full access allowed
e R = read-only access
e  x=no access allowed.

Making a new Authorization level
Clicking on New allows a new Authorization level to be created.
The tree of system screens is shown with all screens blocked except ‘Parameter’,
‘Log off’ and ‘Exit’. These are set to full access (v) and cannot be changed. The
user must then explicitly authorize each screen to which the members of this
Authorization Level will have access, and whether the access is Read-only (R) or
Full (v).

=¥ Parameber s
Computer
Controdler rstveork
= % Cortroder
. Reader
Irguit
Ontput
 Local refle:

Cuadly progr et
. Weekly programme
. Holiday

ACCess Qroup
Department
. Anti-pass back kel
faed
. Badge
. &l cardholders
Cardholder acoess rights
, Badge Printing
Add Exception
| Add Schedils 8G
¢ Wisitor
L Austhorization bevel
Lisar
| Custemized labels

' Log off
g Exi

g Tcon -

Clicking on the authorization symbol for any screen allows permission to access that
window to be cycled through the possible values.

If the authorization symbol for a tab (i.e. a higher level in the tree) is changed, the
symbols for all screens in that tab will be changed to match it.

Clicking Save saves the new authorization level.

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

122/361



sensor

ACCESSTECHNOLOGY

Note: Cardholder Access Rights
In the All Cardholders tab of the tree, the option “Cardholder access rights” may be selected to allow
cardholders creation without giving access rights.

=1 % M cardholders
;‘2 Cardholder access rights
' Badge Printing
" Add Exception
o Add Schedule AG

Such a user will, for example, be able to create new Cardholders and enter their
personal information, but all fields defining the cardholder’s access rights (and the
badge information) will be greyed-out.

General - Bosston Donald Montgomery

| Last name First mame

|
|Bc|sstcu1 |D0mkihmtgmrm ra—
Humber Type Company X
0001 Employes . v ] | J

<Defaul lsyout > ~| B 2|

The same applies to the succeeding Cardholder tabs, such as Personal
(i.e. address information may be entered, but not access parameters), etc.

3.15 USER

This screen registers Users, giving them User Names and passwords, and associates them
with authorization levels which control what parts of the system they can access.

() SERVER GuardPointPro Version 23514
Parameter | Eventhanding  Modules  Communication  View  Manualaction  Tools  Help

P o o d DI w-& &

Computer Contraller Controller | Daily Weekly Holiday | Access Department Area Badge Al Visitor
stwiork program program group cardholders

- BN 5O

GUARDPOIN

] &0 =

Authorization User Customized Customized
level labels Fields

Note on accessing this screen: Depending on the screen width, the RH group of
icons of the menu ribbon may not appear, as they are minimized. In that case, a
pull-down button (V) is shown. Click the pull-down button to display the
additional items.
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This screen has additional functions when using the Mu/ti Company and Multi site options.

M=]:3

Follow the links to see details.

: New Save Delete First Prev. Next Last | Downld. Search Print | Close
Select & user :
R —
Difceddmn Hame:

Mo Uiz

Pasgwcrd.

iuuu

Puk b iiticah lerved ©

| El

Degcriplin =

|

| General

.ﬁ.ccessgoi.ps

Note: The ‘Access Groups’ Tab will only be shown if the GuardPointPro.ini options
LimitUserAG and ForceMultipleAG are set — see User/Access Groups

When the screen is first opened, there is always a default User set by the system (shown
here as ‘Main User"). This User’s name can be changed, but will always have the
Authorization Level ‘All Screens’ and cannot be deleted.

Press New to create a new User

Name
User Name

Password
Enter the password for the new User.
Passwords must be unique — no two users may share a password
See also Setting Rules for Passwords.

Authorization Level
Use the dropdown to choose an authorization level to associate with this User.
Press [...] to open the Authorization Level screen and create a new entry or modify an
existing one.

Description
Free text

Creation Date
The system automatically completes this field

3.15.1USER/ACCESS GROUPS

The system can limit certain Users’ ability to add or update Access Groups. When this option
is used, then as each new User is added, the access Groups to which they can access can be
set.

Note:

To use this option, the GuardPointPro.ini options LimitUserAG and

ForceMultip/eAG must both be set.
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=1t

O H X © 0 6 0 u = Q@
New Save Delete First Prev. Next Last Downld. Search Print Close
Seleck a user
Difice Adrin General - Office Admin
el o L
s e ]
] a8 access groups
O anytime Anvpwbere
DOrFactory
Oiss
B cfiices
General
ACCess groups

For each new User, the Main User can set which Access Groups the new user can use.

Note: When LimitUserAG is set, the check box ‘Also for visitor’ in the Access
group screen is disabled, as the LimitUserAG option has higher priority.

3.16 CUSTOMIZED LABELS AND CUSTOMIZED FIELDS

The system’s Cardholder screen and all its tabs allow users to record a lot of information on
cardholders. However, each company has its own requirements and users may wish to add
some customized information. This can be done in the Cardholder/Customized tab of the
Cardholders screen, where users have two types of customized areas for storing information
in cardholder records:

- Customized Labels — 4 free-text fields for which the user can customize the fieldname.

- Customized fields — additional user-definable fields for handling of information which can
be checked/limited on entry.

( ‘) SERVER GuardPointPro Version 2.3.514

Parameter | Eventhandiing  Modules  Communication  View  Manualaction  Tools  Help

P o o d DI w-& &

Computer Contraller Controller | Daily Weekly Holiday | Access Department Area Badge Al Visitor
program program group cardholders

T 7Y V1Y 73 M MCIICHRY - —

E h‘iﬂ'n-. g

Authorization User Customized Customized
level labels Fields

Note on accessing this screen: Depending on the screen width, the RH group of
icons of the menu ribbon may not appear, as they are minimized. In that case, a
pull-down button (V) is shown. Click the pull-down button to display the
additional items.

3.16.1CUSTOMIZED LABELS

Up to 4 free-text fields can be named to be used for User-defined data in the
Cardholder/Customized screen.
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O H X 06 6 €& 6| a4 @
 New Save Delete First Prev. Next Last Downld. Search

Customized lsbel 1

|ocial Security No.

Customized label 2
Customized label 3

Customized label 4

Customized Labels 1. .4
Enter the names to use for each of the Fields. In the Cardholder/Customized screen,
instead of displaying ‘Label 1’, ‘Label 2, . . etc, the screen will display the name set
up by the User for that data field.

Social Security No. |

Customized label 2 |

Customized label 3 |

Customized label 4 |

3.16.2CUSTOMIZED FIELDS

3 different types of fields may be set up: Text, Date and Boolean.
Fields may be set up with specific data input rules regarding format and data type. They are
therefore suitable for storing information that is of a specific type, or bounded by fixed rules.

See the examples in the Cardholder/Customized screen

Caution - Care must be taken when setting up customized fields, as once they are created, their
definitions cannot be modified. The only way to change the definition of customized fields is to
delete them and create new fields, but this means that any data already entered will be lost.
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- B

. ] mj A 14 | £l i3 i sl ey @-
i New Save Cancel First Prev. Next Last  Downld. Search Print Close
e Fiedd Type 1
| Tt v
Fleld Length :
=
Show &5 & combo Force values

Select from the list of already-defined fields — the parameters for that field will be displayed.
Parameters of existing fields cannot be modified.
To define a new field, press New.
Caution When a new field is defined and the operator presses Save, Guard Point Pro has to be
restarted in order for the new definition to take effect.
Name
Free text
Field Type
Data types for a new customized field may be Text, Date, Boolean (Check box) or
Number. Field defined as ‘Text’ or ‘Number’ may be displayed as a regular field or as
a combo box field.

Examples of field types:

| Irrr_r}ruahnn\ddl.r&]E}eEdml Caitpirg Freaim?|
A Nhpeld] =] 1]
| " Eitwm F
| Date Field Grean
b Checkbox
Combo Box G
Text -

Field Length must be specified

Combo Box - if Comb Box is checked, then a ‘values’ box is shown in this screen,
and a list of predefined values may be entered, separated by semi-colons (;). This list
is presented when the Cardholder/Customized tab is accessed.

When the Combo box is checked, a Force values box appears: if checked, then
ONLY the list of predefined values may be used; if not checked, the operator may
then enter a different value

Values that will appear in the Combo Box
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= Customized Fields F:‘E|E
O H X 0 06 © 0 u S
i New Save Delete First Prev. Next Last Downld. Search Print Close
Select a Field:
m General - Eye Colour
| Lan Freaim? [~ Fiskd Type :
| Irrerarazation wabd unhl [

Fasdd Length :

—

[#] Strowe 85 & combo [ Force vahes

ahiss

rlf‘mn:i;{m;ﬁi.n; Grey:

Date — If Date is selected, then when the Cardholder/Customized tab is opened, only
a valid date may be entered in the corresponding field.
(Date format is as set in Windows for the computer running the application)

Boolean — If Boolean is selected, then when the Cardholder/Customized tab is
opened, a checkbox is presented next to the corresponding field

Number - as for Text, but only humeric values are accepted.
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4 EVENT HANDLING TAB

The Event Handling facilities allow programming, display, and management of alarms and
user-defined processes. Inputs may be programmed to be active or inactive, and if active, are
armed/disarmed according to user-defined time parameters. All events in the system can be
handled through graphic representation: alarm inputs, output relays, processes and so on
may be represented by icons/buttons. Icons may be positioned on maps and are
automatically updated according to events as they occur. Processes may be activated
automatically or triggered by the operator by clicking on their icons.

The system provides powerful facilities to prepare fully customized dynamic displays all inputs
and outputs, so that monitoring staff can use site maps to visualize the entire installation,
view the status of all Inputs, see responses at Outputs, and follow the activation of reflexes
that are set up in the system.

(hé SERVER GuardPointPro Version 23.514

: . Parameter Event handling Modules Communication View ‘Manual action Tools Help

IR EIEN Y XA

Icon Map Position Active § BInput Output Event handling ction Process Globallj §Counter
alarmsj| §Group group program reflex

Display Setup Alarm Grouping Programming Tracking

There are 4 groups of Operator actions in the Event Handling Tab:

Icon Input Group Action Counter
Map Output Group Process

Position Lvent Handiing Global Reflex

- Programme

Active

Alarms

G+ Graphics Module Users may license additional graphics display capabilities.
These are described in the section Graphics + Module

4.1 ICON

Icons are graphical symbols that are assigned to nputs, Outputs, Actions, and Processes.
Icons are selected, positioned on maps and then used in the Event Handling Active Alarms
screen.

The Icons screen displays the contents of the default Icons file in the directory .\Media\Icons.
The user can assign names and descriptions, and can add and delete Icons from the file.
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MNew Save Delete First Prev

Name
Default name — can be edited
Description
Free text
File
Filename of selected icon.
Click [...] to access Icons in other files. An icon selected from another location may be
copied into the default Icon file by pressing Save.
Preview
Shows selected icon

4.2 MAP

Maps are used by the Active Alarms function to display the location and status of Inputs and
Outputs, and allow placement of clickable icons for Actions and Processes.

Maps are stored as graphics files in the default Maps folder in the Guard Point Pro
subdirectory \Media\Maps. The user may assign names and descriptions to maps, and add
and delete maps from the directory.
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General
| Leon
Name
Name of selected map
File
Filename of selected map.
Click [...] to access map files in other directories. A map selected from another
location will be copied into the default directory by pressing Save.
Default Map
Checking this box will set the selected map as the default map — i.e. it will be the first
to be displayed when opening the Active Alarms screen or the Position screen.
Description
Free text
Preview

Shows a preview of the selected map

4.2.1 MAP/ICON TAB

Allows a specific Icon to be allocated to the current Map.
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General
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If an icon from an alternative source is selected using the [...] button, then the selected icon

will be added to the system’s Icons file

Using Map icons
Several Levels of maps may be defined (i.e. an overall site map showing different
buildings, more detailed maps of each building, different maps for each floor of multi-
storey buildings, etc.. )
For example, where multiple maps are used, the icon of a map showing an area in
detail can be positioned on a more general map. Then, in the Active Alarms screen,
while the general map is being displayed, the icon for the more detailed map can be
shown (by toggling the Map button), and clicking on the icon of the detail map will
change the display to show the more detailed map.

Active alarms

D Active alarms

4.3 POSITION

The Position function allows the user to place icons designating Znputs, Outputs, Processes,
Actions (and also icons representing other maps) on Maps to be used by the Active Alarms
function.
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Dropdown allows the user to select which map to display and edit.

Navigation: The list of maps is alphabetic. Thus the ‘Default Map’ may not be the first map
displayed in the Map or the Position screen. It will, however, be used by the ‘Alarm Monitoring
screen as its ‘main’ display.

Several Levels of maps may be defined (i.e. an overall site map showing different buildings, more
detailed maps of each building, different maps for each floor of multi-storey buildings, etc..
However, an individual icon can only be associated with one map.

Navigation Pane
Shows a tree structure of Inputs, Outputs (by Controller), Maps, Processes and
Actions. Upon opening the Position screen for the first time, each category can be
expanded by clicking on it, and icons for all the items are displayed.

(e.g., all Inputs and/or Outputs for a selected Controller)

If the user has defined icons for the items in the relevant screens then the selected
icons will be displayed.

As icons are dragged onto the map they are removed from the tree list.

Working with the screen

An icon can be selected by clicking on it. The name of the selected icon is highlighted
in blue

[
Arrow Buttons
4 A v >
Once an icon is placed on the map, clicking on the arrow icons allows fine-positioning
of the icon on the map

Data about an Icon
The data that defines the icon is displayed by moving the mouse over the icon
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Irput 112 / €2
E
ltmtrnlbr c2
Nurmber 12

| trgptt typee Digital
E States ND

E Input dielay type No Delay
| buration time @

| Latest acticn: None
{Ene'sxrptm : OfficeHeat |

Saving or deleting an Icon
Right-clicking on a selected Icon opens a sub-menu:
Save
Delete
Open input screen

Save the position of the icon
Delete the icon (the icon will be returned to the tree, and can be placed again later.)

Updating information about an Icon
Open . . Screen - Icons referring to Inputs and Outputs have an additional item in
the submenu that opens the relevant data screen directly, allowing updates and
changes to be made

Leaving the screen

Save Button
Click to save position for the last selected icon

Delete Button @
Click to remove the last selected icon and return it to the list
When deleting: In some cases, the selected icon will remain on the screen after clicking on
Delete. Upon closing and opening the screen, the icon will appear in the tree.
Exit Button
Click to exit from the Position function
Notes:
1. Each item can only be placed once on the map (and only on one map).

4.4 ACTIVE ALARMS

The Active Alarms screen provides a centralized Alarm Management facility, graphically
presenting inputs, relays and alarms status on site maps. Actions and processes can be
triggered by clicking on icons.
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Active Alarms Toolbar

M Active alarms

Action v 2 T B @Mepsm - |HIEII@G F0 %1 @ Lastrefresh at: 5 Sep 15:03:16
f 234 567 8 910 111213 14 15

1 Action Dropdown Menu

Rty

2| Confirm
8 show only active alarms

Show relays

19/ Show maps

£} Show actions

@ Execute process

& Confirm all

@ Bt _
See descriptions below for Action Menu items that correspond to the Toolbar Icons.
Other Action Menu items are:

2 Acknowledge Button
Acknowledges the selected alarm

3 Confirm Button
Open the Confirm window, allow an operator comment
Conditions for how alarms are confirmed are set in 7oo/s/Options/General

4 Mode button
Display current mode (toggle)
e Current mode —Auto select last alarm — Click to change
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e  Current mode —Remain on selected alarm — Click to change

5 Show/Hide Active Alarms Table
Toggles the Active Alarms window.
This window shows the Name, Date and Time, Priority and alarm type for all
Active Alarms. The list sequence can be re-ordered by clicking on the corresponding
header. A second click reverses the order.

6 Refresh button

Active alarms

Action « 2 1T =42 @ Map simg -
Clicking the Refresh button refreshes the screen to show any new activity
Note: If the option ‘Auto refresh Input/Output status’is selected in the
7Tools/Options/Server screen, then the Refresh button is not shown, and entries in the
Active Alarms window are updated automatically according to the Refresh Rate in the same
screen (default 1000msec = 1 sec.)

M Active alarms

7 Process button
Opens the Execute Process window, allowing the operator to see a list of all available
processes, and activate them directly by double-clicking on their icons

8 Map Selection
Allows the user to choose which map to display when the Map tab is selected

Display Selections for the Map tab:
Icons representing Inputs, Relays, Maps, Actions and Processes may be placed on
maps using the Position screen (each icon may only appear on one map).
Each of the following 5 buttons allows the user to select whether or not to display
named class of objects (Inputs, Relays, etc) when the Map tab is selected.
9 Show Inputs button
Toggles display of all inputs that are placed on this map
If an Input is currently Alarm_ON, it is shown until it is Confirmed regardless
of the status of the Show Inputs button.
10 Show Relays button (Outputs)
Show/Hides relays that are placed on this map
11 Show Maps button
Show/Hides Maps that are placed on this map
12 Show Actions button
Show/Hides Actions that are placed on this map
13 Show Processes button
Show/Hides Processes that are placed on this map
14 Acknowledged Alarms
No. of Acknowledged Alarms
15 New Alarms
No. of New Alarms
(i.e. alarms that have been received from a controller but not yet acknowledged)
Exit Button
e  Exit button - Exit Active Alarms window and return to Main display
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Status Time and Date

Last refresh Date and Time

ACTIVE ALARMS: ALARMS TABLE

™ Bus v Pty ] fam s W
B e D T
o Hiwpriiirent :  Bacas j
The Alarm Table shows all Alarms that have not yet been confirmed
- Any alarm may be selected by clicking on the line.
- Right-clicking opens a menu of possible actions:
E‘ «  Acknowledge
#! Confirm
f Open input properties
@ FReturn to normal mode
® Input deactivation
e  Acknowledge — the operator can acknowledge a selected alarm. The alarm
remains in the ‘activated’ state, awaiting Confirmation.
Once acknowledged, the alarm counters on the toolbar are updated accordingly
(both the current Active Alarms Toolbar and on the Main Toolbar).
e  Confirm (Only alarms that have been acknowledged) — The operator can enter
a comment in the log against the alarm. The alarm will then be removed from
the list of Active Alarms.
Input s | C3
Date |05-5ep-10 13:24
Alarm type {Start of Alarm
Comments
Lo | [ concet |
e Return to normal mode — Return the selected alarm to its original Weekly
Programme as defined in the Event Handling Programme (either as an individual
Input or as part of an Input Group)
e Input deactivation — Manually disarms the Input.
This overrides any automatic activation, and the Input remains deactivated until
the Operator selects ‘Return to Normal Mode’ for this Alarm.
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4.4.1 ACTIVE ALARMS/MAP TAB
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Map Tab

Shows selected map as an active display.
Note: The ‘Automatic Refresh’ option in the Jools/Options/Server screen should
normally be selected if the Map view is to be used.

Component Status
Placing the mouse over any of the active icons in the map opens an information
widow giving the status of that component.
(Note: fields vary according to the type of icon)

afe

Inputil3a / c2

Controller C2

Nurmber 13

Input typ= Digital

Status NO

Input delay type After ... (even if no more on alarm)
Duration time 2

Latest action: None

Description : DinRkmHeat

Phiysical status Open
Logical status Off
trmed A Armed

| Active alarm

Process Activation
Double-clicking on icons that represent Processes will activate the Process

4.4.2 ACTIVE ALARMS/INPUT STATUS TAB

Tree structure allows operator to choose which Inputs to display in the table.
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Inputs Status Tab
The table shows the last recorded status of the Alarms belonging to the selected
Controller/s.
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- Clicking the Refresh button in the toolbar will display the latest status (unless the
system is set to automatically refresh the display (in the 7oo/s/Options/Server
screen). The latest status of all parameters of the Inputs is then displayed.

- A particular Input may be selected by clicking on it (highlighted in red here)

An arrow () and a highlight indicates the selected Input.

- Right-clicking on a selected Input opens an Action menu

S |Digesl (WD ¢+ Dpsn = On I LI Lo
[6 iDiotal (R0 | Ooen = G y

T e ¢  Acknowledge

[ oo m ;. Giotn & an 2 Confirm

E] (= » Dipan & OR = z

(V0 [Dwd (R0 |#= Desn % O g Open input properties
M| Dkl | O |7« Open & an

T (tigha 007, Open 5 tii @ Return to normal mode
13 |Dighad WO P & on Zrie
e — e o ® Input deactivation

Acknowledge — the operator can acknowledge a selected alarm. The alarm
remains in the ‘activated’ state, awaiting Confirmation.

e  Confirm (Only alarms that have been acknowledged) — The operator can enter
a comment in the log against the alarm. The alarm will then be removed from
the list of outstanding alarms.

e [JOpen Input properties - opens the corresponding
Controller/Input/General screen

e Return to normal mode — Cancel all Operator actions or settings from
Processes — return the Input to its settings in the Input screen

e Input deactivation — Manually disarms the Alarm.

This overrides any automatic activation, and remains in force until the Operator

selects ‘Return to Normal Mode for this Alarm.

4.4.3 ACTIVE ALARMS/OUTPUT STATUS TAB

[ e T W vwier vin
7t 1
=]

[m =R

Tree structure allows operator to choose which Outputs to display as a table.
Right-clicking on a selected line opens an Action Menu

I e [ Hum [Physal s | i activation
; e/ CHLanty o [ Open relay properties
Py T Return to normal mode
;r'ﬁ“;i‘: Deactivate relay continucusly (Constant OFF)
"J ! Ir::f':t Activate relay continuously (Constant ON)
Activate relay during
Sec ¥

e [Open relay properties — opens the Controller/Output/General screen for this
Output
e  Return to normal mode — Cancel all Operator actions or settings from
Processes — return the Output to its settings in the Output screen
Deactivate relay continuously (Constant OFF) — Relay will be set OFF

Activate relay continuously (Constant ON) — Relay will be set ON
Activate relay during

Sec () - Relay will activated for the specified no. of secs (Default 5 secs)

L[]
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4.5 INPUT GROUP

Inputs can be logically associated into Input Groups (also referred to as ‘Alarm Zones'). For
example, a set of inputs in an area, (such as all the doors, windows and motion sensors in
that area), may be grouped under a single name (e.g. ‘Floor 1 Inputs’).
o[ 11000000 The Input Group is named in the Input Group/General Tab
o LJJJ0I00 Individual Inputs that make up the group are selected in the
Input Group/Inputs 7ab.

The whole area can then be monitored as a single zone —i.e. an “Alarm Zone".

Notes:

1. One Input Group can include Inputs from one or more controllers.

2. If an Input Group is activated, then all the inputs of that group are activated.

Avoiding Conflicts:

1. Any one Input should be assigned to only one Input Group.

2. It is advisable to assign Weekly Programmes to Input Groups only, and NOT to
individual Inputs that are part of Input Groups.

3. To confirm that there are no conflicts, you can toggle the ‘View Group of inputs’

and ‘View inputs’ buttons to check that no individual Inputs have been selected.

1 Event handling programme

m .9 | (| e | i ia | ) @
Mew Save Delete First Prev. Next Last Downld, Search Print Close
(3 Wit ke Wi grong of inguts
| # [ st

elc

Automatically Arming and Disarming Input Groups at pre-defined times
An Input Group can be automatically Armed and Disarmed by associating a Weekly
programme with the Input Group (in the Event Handling Programme /Alarms screen).
The Input Group is armed when the Weekly programme associated with it is in its
green times.

Arming and Disarming Input Groups using Reflexes
Input Groups may also be controlled by Actions. These Actions may be used in:
e  Global Reflexes
e [ Network Reflexes
This allows arming and disarming the input groups by passing a card, entering a code
on a keypad, double-swiping a supervisor card, etc.
See example:
Alarm Zones with Pre-Alarm Notification (‘'Call to Badge’)

AVOIDING CONFLICTS BETWEEN INPUT GROUPS AND INDIVIDUAL INPUTS
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If an individual Input that has been defined as part of an Input Group, is also defined
individually (using the ‘View inputs’ radio button), and a different Weekly Program associated
with it, then the Weekly Program in the individual definition will be applied.

This applies also later when, for example, the status of an Input Group may change (when its
Weekly Programme changes from red to green time or vice versa). If one of the Inputs in
that group also has an individual definition then the /individual definition will remain in force.

Therefore, in order to avoid conflicts, it is recommended to use Input Groups in all
cases, and avoid using individual definitions.

4.5.1 INPUT GROUP - GENERAL

See Input Groups for background on using Input Groups

* Input group
O H X & © & 0 W . = @
i New Save Delete First Prev. Next Last Downld. Search Print Close
Select an input groug :
|Ertance General - Entrance
| Gereral (ifce: e =
Ltz Ervrance Free sl prodess
e | & Mgt Lt
Pre: alarm dalay
P _..._' Mirutes
‘General
Inputs
Name
Free text
Description
Free text

Pre alarm process
Select the pre-alarm process to be activated before this Input Group is armed.
(See description of this function Using Alarm Zones (Input Groups) with Pre-Alarm
Notification (‘Call to Badge?))
Pre alarm delay
Delay between the pre alarm notification process and the input group activation. Each

alarm zone may have a pre alarm notification delay from 1 to 120 minutes prior to the
input group activation.

4.5.2 INPUT GROUP — INPUTS TAB
The Input Group/Inputs tab allows the user to select which Inputs make up the Input group.
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General

Note: When opening this screen, the Search Window and the slider buttons (indicated above with
arrows) are only displayed after the user selects the Network/s to display (circled)

View
Check the appropriate boxes to display only Inputs that are already part of the group
(v), not yet part of the group (%), or both (v andx).

Search Field

Enter a search parameter to find the first input with a name that corresponds to the
search field

Navigation Tree

Shows a tree structure of Inputs by Network and Controller. Expanding the tree
allows inputs associated with the corresponding controllers to be displayed

Inputs list

Toggling the v and x symbols associates or disassociates the corresponding input to
be with the current Input Group.

A supervisor can arm/disarm an alarm zone manually from a keypad reader until the next
transition of its Weekly Programme. This is done by sending transaction code 26XX / 27XX
(where XX is the Input Group Index number). The 2nd bus on the controller must be used
for sending the arm/disarm commands.

The Input Group Index is accessed by selecting the Input Group in the Jnput Group screen and
pressing Shift-F12

Alarm Zones operation (Arm, disarm, query status, etc.) may also be performed from a
Terminal which has a keypad and a display unit for user dialog.

Note: If XX is ‘00’, ALL the input groups belonging to the same bus will be armed/disarmed.
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4.6 OUTPUT GROUP

Outputs can be logically associated into groups of outputs so that they can be activated
together. This is done by Actions (through the ‘Action’ screen), which can be triggered by
global reflexes. The outputs in a group may belong to one or more controllers. The group
may be activated or deactivated by a single command. If a group of outputs has been
activated then all the Outputs in the group are activated.

Example:

Make a group of all door relays so that in the event of a fire alarm they can all be activated
(opened) by a single action.

This screen is used to define group, and to select the elements that make it up.

First the Output Group is named and described in the General Tab, and then individual inputs
that make up the group are selected.

E: Qutput group (=]

| f:ﬁ, A o O O o o I ) Y]
New Save Delete First Prev. Next Last Downld. Search Print  Close
Ee;le_:_lm-mm:
| Mamn Buacding Dioors General - Main Buldling Doors
| bom Buadng oo |
T © L]
[ M Brsclineg Dioors w  dl JCO0 ”
e a2/ C o0
Dascrition & F T dm/Com
A4/ C O
L dld /o2
Ll 2 4 C00E
A 00R
Vi 4 /o2
= = ¥ K w0 JCI0
o ikl i i
R O3/COM >
Name
Free text
Description
Free text
View

Check the appropriate boxes to display only Outputs that are already part of the
group (v), not yet part of the group (x), or both (v andx).

Search Field
Enter a search parameter to find the first output with a name that corresponds to the
search field

Table of Outputs

Toggling the v and % symbols associates or disassociates the corresponding output
with the current group.

4.7 EVENT HANDLING PROGRAMME

The Event-Handling Program screen provides the Event Handling/Alarms Tab to control the
activation and deactivation of Inputs, Input Groups, and the Event Handling/Global
Reflexes Tab to control Global Reflexes.
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4.7.1 EVENT HANDLING PROGRAMME/ALARMS

The Alarms tab allows the user to see the full list of Input Groups or individual Inputs in the
system. These can be added or removed from the Event handling programme, and associated
with a Weekly Programme.
Messages (‘instructions’) can be associated with Individual Inputs, to be displayed in the
Active Alarms screen if the Alarm associated with an Input is triggered.
Note: By default, all Input groups and Inputs are excluded from the Event handling programme. Thus
an essential step in configuring an Alarm system is to include all required Input Groups in the
Event Handling Programme.
(In the Input groups screen, see comments on Avoiding Conflicts)

£1Event handling programme
1 Hﬁ b i T <4 |

|
: New Save Delete First Prev. Next Last Downld. Search Print Close

=+ TR i ] s | @

Alarms

Only shown il "Alsem detinition Tor group of inpats”

O vew guts Eewgoupd rous e iy sat in ToolOptiong Gennral
[ingat govp [weekly mogremme
' Ertrance _W‘F‘Mws ]
b G| Geneal Otheas | -
T e Lavdiame WP Bl =l
Alarms 5

Global reflexes

‘View group of inputs’ radio button
Selecting the ‘View group of inputs’ button shows Input Groups instead of individual
inputs
Input Groups: Many of the system’s features are activated by Input Groups rather than
individual Inputs. To avoid conflicts, it is recommended that Input Groups be defined and
that the View group of Inputs radio button be used rather than View Inputs.
This screen lists all Input Groups and allows each to be associated with a Weekly
Programs. By selecting v/, the corresponding Input group is included in the Event
Handling Programme, and will be armed during the ‘green time’ of the Weekly
Programme with which it is associated, and disarmed during the ‘red time'.
If the v'is selected without a Weekly Programme being specified and the definition
saved, the Input Group will automatically be associated with the ‘WP Always’ weekly
programme.

P Event handling programme

3 H X 0 o O o i L gy | @
New Save Delete First Prev. Next Last Downld, Search Print Close

Alarmms

Diwdy ibvivenss ol Flawm deslwmdtonn (o0 o o Wil
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Alanms

Global reflexes
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‘View inputs’ radio button

Navigation tree
The display can be limited to particular networks by checking or unchecking the
relevant boxes. Information about individual controllers can be shown by clicking on
the + symbol, and then only inputs on checked controllers will be shown

Input

The Input column lists all the controller inputs for the networks selected in the

Navigation window.

The two columns to the left of the Input column indicate:

e whether the row has been selected (»), or whether it has been edited and not
yet saved (/)

e  The symbols v and x indicate whether the input is currently associated with a
Weekly Programme.
If the value is toggled by clicking the x, it will change to v". If it is then saved
without first specifying a Weekly Programme, then it will automatically be
associated with WP Always. If it is toggled from v'to %, then when it is saved,
the Weekly Programme associated with it will be deleted.

e  Weekly Programme
Shows the Weekly Programme associated with this input. The pulldown (V)
provides access to the list of all Weekly programmes, and an alternative may be
selected.

Note:

It is recommended to use Input Groups in all cases, and avoid using individual

definitions.

Instruction
Free text. (e.g. ‘call the police’)
When alarms have occurred and are shown in the Active Alarms window, then clicking
on a particular alarm will display the Instruction text in the Instruction pane

Selection symbol [...]
Selecting the [...] symbol for an Input opens the
Event Handling Program/Alarm Properties window, allowing editing of all the details
for the Input.

4.7.2 EVENT HANDLING PROGRAMME — ALARM PROPERTIES WINDOW

This window opens from the Event Handling Programme window by clicking on the [...]
symbol on the line of the selected Input, in the column to the right of ‘Instruction’. It provides
a convenient method for editing inputs and their alarm characteristics one at a time.
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[[Juse onby For refle:x

'a Process mot repeated until

confirmation
Prioriky ;. (D w
Input

Shows the name of the input currently selected. When this screen is first opened, the Input
shown is whichever Input was being edited in the Event handling Programme window. Any of
the Inputs shown in that window can be accessed here, by using the A and ¥ arrows.

v and x
Selecting these buttons allow the selected Input to be associated with a Weekly
Programme, or de-associated from one. If associated with a Weekly Programme, then
the Input will be armed during ‘green’ times, for that Weekly Programme.
If v is selected, and no Weekly Programme is selected, then when the Input is
updated (by clicking OK), it will automatically be associated with the Weekly
Programme WP always.

Weekly programme
Shows the Weekly Programme currently associated with this Input. The dropdown
allows an alternative weekly programme to be selected. Clicking the [...] symbol
opens the Weekly Programme screen which shows details of the associated Weekly
program, and allows a new weekly programme to be defined if required.

Instruction
Free text. (e.g. ‘call the police”)
When alarms have occurred and are shown in the Active Alarms window, then clicking
on a particular alarm will display the Instruction text in the Instruction pane

Use only for reflex
Selecting this box indicates that the alarm is only to execute the process triggered by
the input (defined in a Global Reflex) without raising or recording the alarm event in
the journal history, and without being shown in the real-time log on the PC screen.
Priority
(0-9) Importance associated with this alarm
This is used in the Active Alarm Screen, where Alarms can be sorted by clicking on
the Priority heading in the Alarms list
Process not repeated until confirmation

If a process is triggered by the input and if this box is selected, the process will be
activated only the first time the input goes into alarm_ON state and not on

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

146/361



sensor

ACCESSTECHNOLOGY

subsequent alarms (as it is the case for a movement detector, for instance). To
‘rearm’ the process, the alarm must be confirmed.

A and YV arrows
Click to review the properties of the previous / next alarm.

Note: If any change was made, the system will ask whether to keep or discard the changes before
moving to another input.

OK
Accept the parameters as entered.

Cancel
Discard changes and leave input definition as it was.

4.7.3 EVENT HANDLING PROGRAMME/GLOBAL REFLEXES TAB

This screen lists all the global reflexes defined in the database.

n - [OX

| w.' F. 14 | - | | e L "% =i @M
New Save Delete | First Prev. Next Last | Downld. Search Print ' Clo 7w B K
|Hﬂ |E\-enl |:7'|o-c,r:: |
LI fuor |Foord dooe Porced  |Access Glanted | send an sial
| % Lab enbiance _.ﬁ.cce:slf-nl.mﬂ:g |muezsnpe Lab entearce :I
Alarms
Global reflexes
View:

v displays the global reflexes list included in the Event Handling Program
x displays the global reflexes list excluded from the Event Handling program
First column of the table: v or x
Select v to include the global reflex in the Event Handling Program
Select x to exclude the global reflex from the Event Handling program
By default, all the global reflexes are included in the Event Handling Program.
Name:
Name of the global reflex
Event:
Event associated with the global reflex, i.e. the event that will trigger the process
defined in the reflex.
Process:
Process associated with the reflex, i.e. the process to be executed when the event
occurs.
[...] (on the line of the reflex):
Click on this button to display the Global Reflex — General Tab for the selected item,
for creating, consulting or modifying data.

[...] (outside the table):
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Click on this button to display the Global Reflex — General Tab, without selecting an
item, for entering new data.
4.8 ACTION

Define Actions to be carried out by the system as part of Reflexes, in response to alarms or
conditions sensed by the system. Actions can be initiated by

e  Processes that include the Action

e  Global reflexes that include the Action

e Icons of the Action positioned on maps

e 0JJJJ00 Direct activation by the operator using the
Manual Action/Execute Process screen

D HX 0©0g066 %8 6 =
: MNew Save Delete | First  Frev Mext  Last Downld. Search Print | Close
. . . [ Make it a pracess I [ Test ]
Ope General - Open Main Door
Email ]
Factory fire alarm Mame Action type : o
Message Lab entered {Open Main Door i Relay Activation |v{
print2 ,—
print3 Description : Cukput Jﬁ
Zonel Arming
Zonel Disarming ‘rDB / Controller 002 _vJ
Relay actions
lAct\vated during L]
4 Seconds

Make it a process
Clicking this button will directly create a Process consisting of this single action.
Note: The action must be saved before using this button

Test
Click this button to test the Action

Name
Free text

Description
Free text

Icon (not in 'Graphic +' module)
Select the icon to associate with this Action from dropdown. This enables the user to
place the icon on a Map using the Position screen. The Action can then be activated
by double-clicking on the icon in the Active Alarms display.
Click [...] to open file explorer to choose a different file. If a different file is chosen, it
will be added to the default Icon file

Action type
Use dropdown to select type of action
Each Action Type, when selected, displays the parameters needed for that type of
action — see 7ypes of Actions with Parameters
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Search Field

To go directly to the entry for a particular record, enter name or partial name and
click search Icon.

Parameters

(no. of parameters depends on type of Action selected)
Enter the required value/s, or select from the list of available parameters.

4.9 PROCESS

A process is a user-defined set of one or more actions that can be invoked by a Global Reflex,
or by several other triggers, such as;

e Counters

e  Parking Status

e  Guard Tour

e By Operator in the Active Alarm Screen, or the Toolbar

All the defined actions are listed, and they can be selected individually to make up a new
Process. The sequence in which they should be carried out can also be chosen.

L OX
O X © & & o
New Save Delete First Prev. Next Last

Test
Select o process ;

Detag hem e s General - Dining Room Fif
Chirersy oo Fes Acton - PC Mese foro e
: P ©

fia) Fgon
|Factosy ben sl
|Freddage Lab erliarcs
| ] v el

D Room Fre Process

ol 1 o
Teoh;

B riren w | [z [\

wkate actoes | L) e #|
e Foom Fire Setion « Cupeny DR Dol :’M&gﬁmﬁ-ektﬂﬁ-tmﬁmm

Dwraneg Fooom Fire Adtion - PC Mesaage | Darsny Fuceoin Fre Action = PC Misssags

Factoey fire alaim ﬂ ﬂ
Message Lab entered

panid & messae shouk the frong doo .‘..l *l
|1=endm-¢ma-| e

Create new action

This button allows a new Action to be created while defining the Process. The Action
window will open; the new Action can be defined and saved. After closing the Action

screen and returning to the Process screen, the new Action will be added to the list of
available actions.

Test

Click this button to test the Process under definition.
Name

Free text
Add to toolbar

Check to place an Icon and text on the Toolbar so that the process can be selected
from the main screen at any time.
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Parameter Event handling

(.. & @

5 1:'5 Dining Room Fire Process

Icon
Select Icon to associate with this Process from dropdown.
The Icon can be used in three places:
. On a map in the Active Alarms screen (using either the Position screen or the
Position screen if the Graphics+ module is used)
e  On the Toolbar (if the user wants it to be available there)
. In the Manual Action/Execute Process screen
The Process can then be activated by double-clicking on the icon in the active Alarms
screen, on the Toolbar, or in the Execute Process screen.
If the user wishes to use an Icon that is different from the default icons provided,
click [...] to open file explorer to choose a different file.

Description
Free text

Available actions
List of all Actions that have been defined in the system. The Search box allows the
user to find Actions in this list by name.
Actions can be selected in this window and the +<— buttons allow them to be copied
to or removed from the ‘Actions in current process’ window

Actions in current process
List of all Actions to be included in this Process. The t+ arrows allow a selected Action
to be moved up or down the list, to set the sequence in which the Actions are to be
carried out. The Search box allows the user to find Actions in this list by name.

When the list of Actions for this Process is complete and in the required sequence,
click Save

4.10 GLOBAL REFLEX

A Global Reflex is the automatic activation of a Process, triggered by an Event.

The Global Reflex/General screen defines the Reflex, and the Global Reflex/Properties Tab
allows the user to select the event that triggers it, the Process it should activate, and the
parameters to use.

See Network Reflexes for the special considerations needed when defining Network Reflexes (these are
Global Reflexes triggered and executed using controllers connected through their 2™ bus, and
not needing support from the central system)

4.10.1GLOBAL REFLEX/GENERAL TAB
The name, description and activation status of the global reflex are defined in this screen.
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- BIX]

0O H X © o 06 06 u o | @
i New Save Delete First Prev. Next Last Downld. Search Print Close

Lo H

r : Active when
Lt Hiokion Datected @ Ay o Ol thowsd
Diersriplion: 71 Use ingaut weeekly prnq'arrrrE"lFr'-.-nl Ty e
Alsemn aemed when foom 5 empty Dy wssbly prtey sinises gl 25 bgge!
i Counter used with entrance and exit) ¥l G
Exmouted by
Status in event handing program o | PC software
v Conitrosr (ondy on same rstwork)
| General
Properties
Name
Free text
Description
Free text

Status in Event Handling Program
Symbol v or x shows if this Global Reflex is part of the Event Handling Programme.
In order for a Global Reflex to be executed, it must be part of the Event Handling
programme. In addition, it must either be defined as ‘Always active’, or it must be in a
‘green’ period in the Weekly Programme that is associated with it.
[...] opens the Event Handling Global Reflexes tab showing a summary table of all
Global Reflexes, their status in the Event Handling Programme, the Event that triggers
them, and the Process that they invoke.

Active when
Use radio button to select ‘Always’, ‘Use Input Weekly Program™, or
‘During Weekly Program’ to define when this Global Reflex is to be active.
If *‘During Weekly Programme’ is selected, use dropdown to select a Weekly program.
Click [...] to open screen to define a new Weekly Programme
*Use Input Weekly Program:
This option only shows if the ‘Event Type’ depends on an Input
e.g. Start of Input, End of Input, Line Short or Line Cut
(this is set in the Global Reflexes/Properties 7ab)
Executed by
Check if this Reflex is to be executed by:
. PC software (a standard ‘Global Reflex)
and/or
o[ [JJJ7J70 Controller (a*Network Reflex)
The controller on which the event occurred sends the command to execute the
process. This same controller can carry out the Process or it can be another
controller in which case:
o it must be a controller that is on the same network
o both sending and receiving controllers
must be connected via their 2" bus
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4.10.1.1 NETWORK REFLEXES

Certain global reflexes can be performed between the controllers themselves even at times
when the PC is not running. These are called Network Reflexes.

(See List of Event Types with Parameters for types of events which can trigger Network
Reflexes).
Only processes with ONE action are supported.

The only supported action type is “Relay Activation” (except ‘Never activated - constant OFF’,
not supported yet). Obviously the controller that transmits the command and the one that
receives it, both need to be on the same network, either via their main communication port
or via their secondary communication port. So, there are two different modes of operation:

Mode 1: Network Reflexes via the main communication port

In this mode the controller will perform network reflexes via the main communication
bus, but only after 50 seconds of not receiving any polling or other commands from
the PC. To activate this mode, set the controllers either without secondary bus
(default), or with it, but when ‘Bus 2’ is not set to do network reflexes. See Network
reflex section in Bus 2 definition.

Mode 2: Network Reflexes via the secondary communication port

In this mode the controller will perform network reflexes via the secondary
communication bus, whether or not the PC communication keeps on communicating
on the main bus. To activate this mode set the controllers with secondary bus, and
make sure that this bus is set to do network reflexes. See Network reflex section in
Bus 2 definition.

4.10.1.2 RESTRICTIONS ON NETWORK REFLEXES

Processes to be used as Network Reflexes must comply with the following:

Process may only contain a single Action

the Action must be of the type 'Relay Activation’ (this action type can only
be defined for a single relay, not a group of relays)

Access Granted - ‘one reader only or ‘any reader’ (group of readers not
supported)

Access Denied - Only "without denied reason",

Alarms — without a specific status

Power Up - Only "from a specific controller" (“Any controller” not
supported)

4.10.2GLOBAL REFLEX/PROPERTIES TAB

This screen defines the specific events that are going to set off the actions and their
parameters.
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B lobal reflexes _&Lﬂj_ﬁl
Ol X o 6 686 6 o @
New Sawe Delete Frst Prev. Mext Last  Downdd Print  Close

[

B siwtatsiom v - |

gt s
[ T — =

Prodess

s =@ -

Lpmirrasl

Event
Event type

Use dropdown to select type of Event to trigger this Global Reflex,

from list of Event types

Depending on the event source (see List of Event Types with Parameters), the

required parameter fields are presented (e.g. Reader and Transaction code, Input and

Input Status, etc). A Search field allows parameters to be selected more easily.
Process

Use the dropdown to select the Process to be triggered by this Global Reflex.
Click [...] to open the Process screen and define a new Process.
Note: Processes to be used as NMetwork Reflexes must comply with the following:
e  Process may only contain a single Action

e the Action must be of the type ‘Relay Activation’ (this action type can only be
defined for a single relay, not a group of relays)

Access Granted - ‘one reader only or ‘any reader’

(group of readers not supported)

Access Denied - Only "without denied reason",

Alarms — without a specific status

Power Up - Only "from a specific controller"
(“Any controller” not supported)

L[]

Timeout

Maximum delay ( in secs) between the time of the event (time and date registered in
the controller) and the time of the PC when it receives the event, beyond which the
process associated with the Global Reflex will not be performed

(Default value = 3600 sec.)

4.10.3LIST OF EVENT TYPES WITH PARAMETERS

For Events to be used to trigger Network Reflexes (NR=v"), see Restrictions on Network
Reflexes

Event type NR From 1st parameter 2nd parameter Event Notes
Access granted v Reader Transaction code  |Cardholder 12
Access granted + v Reader Transaction code  Cardholder 1,2
duress code
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Access denied v Reader Transaction code Carc.lholder/ 1,24
Denied reason
ied +
Access denied . v Reader Transaction code , 2
unsuccessful trials
Start of alarm v Input Input status 35
End of alarm v Input 3
Line short v Input 3
Line cut v Input 3
Table error X Controller Table
Low battery x Controller
Power down x Controller
Power up v Controller
Power Supply failure «
Il
(input PSF closed) Controller ¢
Power Supply OK «
Controll 6
(input PSF opened) ontrofler -
Box Opened
; x Controll 6
(input MS opened) ontrofier =
Box Closed
x Controll 6
(input MS closed) ontrofler -
Communication OK x Controller
Polling error x Controller
Reader disconnected % Reader
Reader connected X Reader
User
X
acknowledgement User Input
User confirmation x User Input
Unknown card x Reader 1
Unknown card and
successive x Reader
unsuccessful trials
Non allocated badge % Reader 1
New record x User
Save record x User
Delete record x User
Application login x User
Application logout x User
Arrival x Guard Tour Checkpoint Guard
Program
Early arrival x Guard Tour Checkpoint Guard
Program
No arrival on time x Guard Tour Checkpoint Guard
Program
Late arrival X Guard Tour Checkpoint Guard
Program
Scheduler x Day Month Hour / Minute

Event Notes:

(1) An access group can be selected as a trigger for global reflexes associated with access.
The group is signalled by a “>" sign before the access group name.
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(2) When a transaction code is selected, the event is only set off if the badge holder types
the transaction code on the reader’s keypad prior to swiping his badge. The transaction code
is a sequence of two numbers between “00” and “99".

In case of supervisor cards, a second badge reading within 10 seconds will send the
transaction code 99 to the system, without need of a keypad.

(3) An input group can be selected as a trigger for global reflexes associated with inputs. The
group is signalled by a “>" sign before the input name. Note: there is no input group by
default.

(4) A specific denial can be chosen to trigger a global reflex. The different reasons of access
denial are : Any denied reasons, Wrong Keypad Code, Full / Lock / No answer from Door,
Time not OK, AntiPassback not OK, Reader not allowed, Site Code not OK, Inhibited
Cardholder, Access group, Escort unknown, (Card) Cancelled, Lost, Stolen.

(5) Input status: Immediate or delayed, Immediate, Delayed.
(6) Selected models only

4.11 COUNTER

Counters contain values, compare them against predefined parameters whenever their value
changes, and activate Processes if preset ‘compare’ conditions are satisfied or not satisfied.

See Counter Concepts

e —_—

O B X © 6 6 6 w . @
: New Save Delete First Prev. Next Last Downld. Search Print Close
Select a counter:

[ Mumtser in Labs
Condition 1
e froe conditon |
k a rﬁxmm4:u-l-1nvn L]
Drescripdion : Process b sctevabe wien the condtion
e COuRE Pl 1 LA, TR 5 Mation (A Euncomr b
echor whenever therer ks no-one 5 | Ho one in the bsh ﬂ
Condibion 2
True condton :
| Achasl value = Min vale 1 |
F Fri 4 trvgte wien the
“—l DCaEs B0 phil
M Lo [ Dieasen Labs ingast ] [
Actusl vaiue o
Name
Free text
Description
Free Text
Min, Max

Enter the Minimum and Maximum values that are to be used in the ‘Conditions’ that
set whether the Process associated with this Counter is to be activated. Click [...] to
define a new Process

Actual Value
Displays current value of counter
(automatically updated whenever the value of the counter changes)

Conditions
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Note on Conditions Logic: Each time the value of the Counter changes, the user can specify
one or two ‘Conditions’ that must be tested. Each Condition has an associated Process to be
carried out if the test result is ‘true’.

Condition 1

Define the first ‘compare’ to carry out whenever the value of the Counter changes,

and specify the Process that must be activated if the condition is satisfied
- True condition:
Select from list of possible comparisons to Min or Max value

Condition 1
True condition :

| Actual valee < or = Min value

Achual value > or m Min value
Actual value not equal Min value

Actual value = Min value

Min value ¢ or = Actual vahie < or = Max valus
Actual value not equal Max value

Actual value = Max valus

Actual value » or = Max value

Use the slider to see more choices

- Process to activate when the condition becomes true
Select from list of defined Actions. Default is <none>
Click [...] to open screen to define a new Action
Condition 2
As for Condition 1:
Define the second ‘compare’ to carry out whenever the value of the Counter changes,
and specify the Process that must be activated if the condition is satisfied

If a second Condition is specified, it will always be tested after the first Condition has

been tested, regardless of whether the result of the first test was ‘true’ or not.
If no 2nd condition is required, leave the Process for the 2nd condition as <none>

4.11.1SETTING UP A COUNTER
Operating Mode

1. Create a Counter

2 Create an Action/Process incrementing the counter

3. Create an Action/Process decrementing the counter

4 Create a Global Reflex determining which event increments the Counter

(i.e. invokes the action/process)

Create a Global Reflex determining which event decrements the Counter
(i.e. invokes the action/process)
Caution - Conditions linked to a counter may also trigger some processes:

Be careful not to create a logical loop: i.e. a process which triggers a counter which, under some
circumstances could trigger the same process.

v
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5 MODULES TAB

ER - Fx

X
Farameter Event handling Modules Communication View Manual action Tools uelp

T — @
& = = = ¥ 4
ey Checkpoh I"Ir ed bour Guas dl 'Dbl DVR  Can
rrrrrrrrrrr

Parkin Parking ’ k q Reset ua wrking
5 Group
Parking Lift T&A Guard Video

q
lot  users group one  zones

There are 4 groups of Operator actions in the Modules Tab:

Parking T &A S:fr:-)dl Video
Module Module Module Module
Module

. Time & Attendance
Parking Lot Lift Programme /Standard Module) Guard DVR

Time & Attendance
(T+ Module — if Checkpoint |Camera

Parking Users  |Lift Authorization

Group Group installed)
T
Parking Zone Guard Tour
Programme
Reset Parking Guard Tour
Zones Status
Patro/
Report

5.1 PARKING MODULE

The Parking module allows access control of Parking Lots and management of the available
space in Parking Zones, according to defined groups of cardholders who are authorized to
use the facility.

The system manages the parking activity using three concepts:

e [Parking Lot: Physical area where cars are parked. A Parking Lot is
controlled by one or more access points (card readers). The system can
manage one or more parking lots.

e [OParking Users Group: A Parking User Group can be made up of
cardholders from any company or entity that rents or owns parking spaces.
Any cardholder can be set to be a member of a Parking Users Group.

¢ [JParking zone: This defines a certain number of spaces allocated to a
Parking User Group in a specific Parking Lot. A defined parking zone is only
accessible by the corresponding parking users group.

For each Parking Zone, two types of information are available:

e A counter displaying the amount of available spaces at any time in the
Zone,

e Alist of access points used to enter in the parking zone. For each access
point, the counter may increment (+1), decrement (-1) or remain
unchanged after a badge has been passed.
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A Cardholder may access a Parking Lot only if his Parking Users Group has a Parking Zone in
this requested parking lot, and this parklng zone is not full.

k9

Fazametes Event handling odule Communication View  Manual action  Tools  Help

L= = UES’.I@.&E‘,—B-

ral ing r‘al n r‘nuaneur:auu Guard Chedkoaint rerto r Guard tour ero VR Camern
U 0 zone zones prog |re|r'| Attendance bus ont

See Parking Module — Example

Parking Module Screens |

Parking Lot Parking Users Group Parking Zone Reset Parking Zones

5.1.1 PARKING LOT

Parking Lots are defined with this screen. A Parking lot designates a name for the lot, and
can provide information about its occupancy (using the Presence List tab).

The number of places in a Parking Lot is the total of all places in Parking Zones that are
defined as being part that Parking Lot.

O B X © @ @ @ u | @
New Save Delete First Prev. Next Last Downld "1 Print Close
Select a parking lot @

TTH | General
Lok & —
Py Diriphion :
Lot B Ehared batwasn Company ¥ & Company ¥
General
Presence list
Name
Free text
Description
Free text

5.1.2 PARKING LOT PRESENCE LIST TAB

Once lots have been created and assigned to Parking User Groups and Cardholders, the
Presence List Tab shows which Cardholders are currently listed as being in that Parking Lot
(listed by Parking User Group). This tab is displayed for information only — no updates can be
made on it.
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E Parking lot
O B X © 0 60 0 u L e @
i New Save Delete First Prev. Next Last Downld. Search Print Close
Select a parking lot :
’E Presence list - PL1
,m_-.r JUzer grown [Mame |Car Regutistion  [Reades [Dae 1
b |Groupd B ogaion Dorsld Mor | Ride1 7 C D0E 19 Jarr11 163500
Gioupd. [Moritos Chee | (Rl /C006 [T9Janil 155541, |
Vizkers [ Gamau Fobot | [18Jand? 171208 |
General
| Presence list

(usin
may

5.1.3 PARKING USERS GROUP

The Parking Users Group is the name of a group to which any cardholders can be associated

g the Cardholder/Personal screen). Each Parking Zone definition sets how many spaces
be used by members of particular Parking User Groups in a particular Parking Lot.

=]

0 W X oo O o dl . ) @

: New Save Delete First Prev. Mext Last Downld. Search Print Close
!dnt.p.ﬂlqmm: —

&= General - C
Compay ¥

General |

Name

Descri

Free text
ption
Free text

5.1.4

PARKING USERS GROUP PRESENCE LIST TAB

The Presence List Tab shows which members of that Parking User Group are currently

listed as using the selected Parking Lot. (Parking Lots and Parking User Groups must
be have been defined, and Cardholders associated with them)
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B Parking users group

i@ H X o o O 9O aa L ) (]

New Save Delete First Prev. Next Last Downld. Search Print  Close

Seleet & parking iners grou :

o)

s, |

| Groupe | Pokirs) kit THama [Cor Fogrstention  [Rmader [Diate

[vistors | Ty _Jr |Eotthon Dorvd Mer | RAT /COM  13Jarr1 169500

FL | Mositos Dl Rl #C 006 191ae 11 1E5H00

Eﬁerﬂ'al :
Presence list

This tab is displayed for information only — no updates can be made on it.

‘ 5.1.5 PARKING ZONE/GENERAL

Parking Zones allow the user to associate Parking User Groups with Parking Lots, and to
specify a number of spaces of the Parking Lot to be reserved for that Zone.

3 w -~ o o O O ks |

= @
. New Save Delete First Prev. Next Last Downld. Sear

ch Print Close

Max, st of places. [ 4
Ceegorphor ;
el free places I_
Sctusl ocogeed places [
Tone identificstion
Pariarg user grous Prcest bo activake when ful
[ Company =] = [Npess =] s
Parbing bt Process bo adivate when not fll
[Loa =] [ | tMorer [ | P
General |
| Arcess
|Presence update
Select a Parking Zone or press New to define a new one.
Name
Free text
Description
Free text

Zone ldentification
- Parking users group

Select a Parking User group to be associated with this zone, from the list of defined
parking user groups.

Click [...] to open screen to define a new group
- Parking lot
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Select a Parking lot to be associated with this zone, from the list of defined parking
lots.

Click [...] to open screen to define a new parking lot
- Max. Number of places

Enter the maximum number of users who may be accommodated by this Parking
Zone

- Actual free places
- Actual occupied places

Information only — these two fields are automatically updated by the system
- Process to activate when full

If a Process must be activated when the zone is full, use dropdown to select the
Process to be activated from list of Processes. Default is <none>
Click [...] to open screen to define new process

Note: This process will only be activated when the zone is accessed and is full.
Process to activate when not full

If a Process must be activated when the zone is not full, use dropdown to select the
Process to be activated from list of Processes. Default is <none>
Click [...] to open screen to define new process

Note: This process will be activated each time the zone is accessed but is not yet full
—i.e. each access.

5.1.5.1 PARKING ZONE ACCESS TAB
The Parking Zone Access Tab allows the user to define how each Reader associated with a
Parking Zone updates the Counter for that Zone.

S Parking zone

O B X @© o 6 a6 @ u il
New Save Delete Fir v. Mext Last Dawnld. Search Print Close
iﬂod._o-mm:
=
| —— e
Zowwel | | Fnader | Crmrd ke | i s bl rGuiP\mn:. |
ke [ Tl /1. 0% Erawrae FreaPie 11 =] Mo wooesn T =
i.;"i' I Pl I 00 Est Fren Flaces » 1] Accest Pdorm -
< m \ 5
General
PLOESS
Presenoe update

Viewing all columns: As shown above, not all columns may be displayed when opening the screen.

Click on the scroll arrow to see the full display or drag the side of the window to enlarge it.
Reader Table

The readers associated with the selected Parking Zone are listed, with the following
columns.

- Reader
Name of the reader
- Count Mode
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Defines how to update the place-counter for this zone when this reader is used.
Click this cell for a selected reader to open a dropdown that shows the available
options:

Count mode

IEnttance [Free Places - 1 -

Entrance [Fiee Places - 1
Ext [Free Places + 1)
Neutral [Free Places + (]

Note: This must be done separately for each Parking Zone.
The default setting is Neutral — (i.e. Presence Lists will not be updated), so in order
to use the module to control the number of vehicles that may enter, the readers must
be explicitly set to ‘Entrance (free places - 1) and ‘Exit (free places + 1)".

- If zone full

Defines whether to grant access or not when the parking zone is full. Click this cell to
open the dropdown:

| It zone full
A -

Mo access

Grant Process, Deny Process
(These are optional — if no additional Process is required, they can remain <none> as
defined by default).
Clicking either of these cells displays a dropdown list from which the User can choose
additional Processes that must be invoked when access to the Parking Zone is either
Granted or Denied
For example, a Process may be used to increment and decrement an external display
panel showing the number of available spaces

Grant Process

af = 8 Ak . —

LAE Light local Alarm Light -
LAB Message No-one in Lab

L4E Report No. in LAB :
MAIN ENTRANCE FORCED Send an Emaill ——
PARK Zone A Msg

5.1.5

This Tab allows the user to select each Parking Zone, and manually update the status of all
cardholders entitled to use that Zone (according to their Parking User Groups).
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O H X o 0o 606 6 uw A = 0
New Save Delete First Prev. Next Last Downld. Search Print Close
Salact s pasking Bk
|Zonea
Zoret |
_:ﬂ C ty % m Pl i parbireg LS group
o Ha | T | [ Juam [Con vogphoien |
Tonek b |Escitton Donsid Mer | IRFIRED [ [ |ra=he | ROTAOD
Mordis Cive |FE o7 { Jores Gty CHO 601
i_,!uu:--.':-elan_rr |16 BEKE
horscr Chrg LPL 7
-
=
:_Gmera!
| Arcess
Presence update

Currently IN

List of cardholders currently listed as IN the parking zone
Actual Free Places

Number of free places according to the counter associated with this parking zone
People in parking users group

List of all cardholders eligible to use this parking zone (i.e. belonging to any parking
user group that is associated with this parking zone)

Arrows = «

Selecting any cardholder and clicking on the appropriate arrow will move that
cardholder in to or out of the Currently IN list.

The counter will be updated accordingly.

Duplicate records: Depending on how access to parking is managed it is possible that
duplicate entries may be created by badges being swiped twice, etc.

Instances will be reduced by using the Anti Passback capability at the IN and OUT readers

5.1.6 RESET PARKING ZONES SCREEN COMMAND
This function manually resets ALL parking zone counters, i.e. all parking places will be freed
immediately. The user must confirm the action before it is executed.
For additional options, see Reset Parking Zones Using Processes
Are you sure you want to reset parking zones?
A confirmation message is displayed.
Reset Parking Zones has succeeded

5.1.7 RESETTING PARKING ZONES USING GLOBAL REFLEXES
Methods include:

e Triggered by a specific transaction code from a reader (From a reader with a
keypad, or by swiping a Supervisor card twice within 15 secs, which sends the
transaction code 99 with the transaction)

The global reflex can be triggered by this code, and can be set up to respond only to
a specific reader

e Triggered by a specific input status — such as assigning an input to an operator
button

e automatically at a scheduled time, by choosing the “Scheduler” as global reflex
event type and specifying the date and hour when the parking zone should be reset
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5.1.8 RESET PARKING ZONES USING PROCESSES

In addition to this manual action, Guard Point Pro provides two scheduled methods to clear
the parking counters:

o[ IO Automatic daily action clearing all parking zone counters -
Select this option in the 7oo/s/Options/Server screen, and specify the
requested time for this operation

o L Clear selected counters by global reflex — Create an action
with the “Reset parking zones” type and select which parking zone to
update. Then, a global reflex that includes that Action will reset the specific
parking zone counter whenever it is triggered.

For more details, see Event handling/Actions and Event handling/Global
Reflex screens

5.2 LIFT MODULE

The Lift Module manages access to the floors served by one or more lifts.

e A Lift Controller (type IC2000 Lift) is connected to the buttons of a lift that
request individual floors
Each lift has a reader installed in it
Note: In some cases, readers may be installed outside the lifts, but as each controller

can only manage up to 4 readers, this is only done where only a few floors are to be
controlled

LILift Programmes are defined

The Cardholder/Personal screen is used to associate a Lift Programme with
a Cardholder. This controls which floor/s the lift will service for that
cardholder.
e [For larger installations, the Lift Authorization Groups option provides
additional flexibility by allowing each lift reader to have its own
programmes, rather than sharing a common Lift Programme for all lift
readers on a controller.

The cardholder passes his card at a lift reader and the system checks the Lift Programme
associated with that cardholder (Cardholders/Personal screen). Only those relays that
correspond to the floors defined in the Lift Programme associated with that Cardholder are
activated — so when the cardholder presses a floor button it will only function if he is
requesting a floor for which he has authorization.

'@ SERVER Amadeuss Version 2.2.003 Foa - e <

Parameter Event handling = Modules | Communication View Manual action Tools Help

= — .4 | o o —
B & = = & e B O % o = &
Parking Parking Parking Reset parking Time and Guard Checkpoint Guard tour Guard tour Patrol DVR Camera
lot  users group zone zones Attendance Module- programme  status report

Only shows it Option
‘Different lit programme for each reader”
is selected

I Lift Module Screens I
Lift Programme Lift Authorization Group
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A Lift Program defines the combination of floors accessible by a group of users. It controls
only which floor buttons are to be usable by cardholders — it does not control access to the
lifts, nor to the areas served by these lifts. Note: If the cardholder has not selected a floor
within a specified delay, access will be denied to all floors until he passes his card again. This
prevents unauthorized persons from using the lifts.

Lift Authorization Groups allow different Lift programmes to be set up for each lift reader.

Lift Programs can either be the same for all lift readers belonging to a specific controller or
they may be specific for each reader. Making separate Lift Programmes specific to each
reader is especially useful in big installations as it provides increased flexibility.

See: Lift Module - Basic Concept and Example
Lift Module Capacity — Using extension card with additional Relays

5.2.1 LIFT PROGRAMME

This screen defines the different Lift Programmes which will determine what floors are
accessible. Only one Lift Programme may be associated with a cardholder at any one time (in
the Cardholder/Personal screen).

Note: Using the Multi-Site Module, a cardholder can be associated with one Lift Programme per site

- - B

O H X 0 6 6 0 u . - @
- New Save Delete First Prev. Next Last Downld. Search Print Close w v wm ®
Sedect a Wt programme ©
D General - Mngment |
ﬂdm 1 e g
A ol ame | I— ﬂ
s ringment w o /E7 L =
] o7
Dscriphion 3 . YT I
Al Pioces w4 S C7 Lt
' r:rSJI:_?L_-II
ol ol £ L7 Lt
¢ W7/C7Ln
D ation time [3 - | 58 W@ CT L
o8 S C7 LM
0 FC7 Lt
f171.SCF Lt
General
Cardholders
Name
Free text
Description
Free Text

Duration Time
Enter the time during which the lift button relays are to be activated after a badge is
passed at the Lift reader

List of Lift relays
All possible relays for each controller may be listed (see View Button below)
The v'/x symbol indicates whether this relay should be included in this Lift
Programme. The status may be toggled by clicking.

View Menu
Check the v'/x symbols in the View Menu to display the relays that are activated/not
activated in this Lift Programme. If both symbols are checked then all relays are
listed.
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5.2.1.1 LIFT PROGRAMME CARDHOLDERS TAB
Displays all cardholders associated with this Lift Programme (or with this Lift Authorization
Group, if these are defined — see Lift Authorization Groups)

e - o)

O H X 0 6 0@ 0 u L | @
: New Save Delete First Prev. Next Last Downld. Search Print Close| w « w &
Select a lift programme ¢ )

[Mrgvet ors - Mg

Suderar

(Mrgoert ] Last name [Fast name |
Tech Bassion [ Dorsnid

‘General

View buttons: The View menu is only active for the General Tab
— it has no effect in the Cardholder tab

5.2.2 LIFT AUTHORIZATION GROUPS

Setting up Specific Authorizations for each reader The option ‘Different lift program for each

reader’ option must be selected in the 7oo/s/Options/Server screen in order to use this option.
Once the option is selected (and the system is restarted), Lift Authorization Groups can be set

up for each reader using the screen below.
Note: This option only appears in the server computer.

Lift Authorization Groups allow the user to create groups of Lift Programmes so that each
separate lift will use a specific Lift Programme that is associated with the cardholder who
passes his badge at the Lift reader.

The Lift Authorization Groups option is particularly useful for installations handling large
multi-storey buildings.

e [ISeparate Lift Programmes are set up in the Lift Programme screen. Each
programme is a definition that will apply to cardholders of the group when
they use the lifts in each building - e.g. ‘Group1_BIdgA’, ‘Groupl_BIdgB’,
and so on.

e The Lift Programmes are then grouped in Lift Authorization groups using
the screen below.

e [Individual cardholders making up that group then have the Lift
Authorization Group associated with them using the Cardholders/Personal
screen.
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O B X ©o aa o o kal , - @
: New Save Delete First Prev. Next Last Downld. Search Print  Close
Sedect a lift suthorization group:
|
M. Farkirg Bame (Descriphion =
Mrgmens I and 3 A (CTRA
Tech F: Il., .‘:w'dlg?'l-duﬂﬂﬂcﬂlitﬁﬂgﬂ
Conlrode | Resder [ L
o C7Ra BidgA i -
=] | OB BB f o -
LG rie] i e
A dran n L]
Mrgrmed i Bldg A
Mragrrd n bida B
Tachin Bldg &
Techin Eldg B
‘General '
Cardholders |

A table shows all lift controllers and the readers associated with them, for the selected Lift
Access Group.

The dropdown in the 'Lift’ column allows the user to assign a particular Lift programme to
that reader.

5.2.2.1 LIFT AUTHORIZATION GROUPS/CARDHOLDERS TAB

This screen shows the Cardholders currently associated with the selected Lift Authorization
Group.

M Lift authorisation groups

O H X o a 686 6 W o= @

Carcholders i

All Lift Authorization groups are shown in the Navigation window. Clicking on one results in
the Cardholders associated with that Lift Authorization Group to be listed in the Data window.
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5.3 TIME AND ATTENDANCE MODULES

)
Paramater tvent "al‘d!‘!g Modules Commundcation View Manual action
5 ‘l = -
4 & = = & 0 2% =
r—— 2 = &-r
q  Parking Parking paet parki Guard Checkpaint Guard tour Guard towr Patrol OVR Camera
et USRS Qroup  20Ne I0nes program satus report

Tocls  Halp

Pull down button for T & A menu
(no button If regular module is used)

In this section:

o [1 7ime Attendance Screen — ‘Standard T8&A’ Module
o [1 78A Screens - 'T+’ Module

5.3.1 TIME ATTENDANCE SCREEN - ‘STANDARD T&A’” MODULE

5 X

Start date

[102amm08 (v [o000 ke e e 1 @

A <Al Dmpartmesits > Pl Breview

[z v (2350 ol
[ M| [GACades

| «From Al Beaders> :

Start, End date
Enter the period to be covered by the report

Times
Date selections can be limited to start/end at particular times in the day.

Search Field
Highlight readers that have names corresponding to the search field

Reader List
If one or more readers are selected, then the T&A report will be generated ONLY
from transactions at the selected readers.

Check entry/exit readers only
If this box is NOT checked, the report will use ONLY the first and last transactions
each day. All other transactions will be ignored.
If the box IS checked, the report will be generated ONLY from readers that are
configured as ‘Entrance Reader’ and ‘Exit Reader’ readers in the Reader/General

screen.
The report will provide a total of the accumulated times in pairs of ‘entrance’ and ‘exit’
transactions.
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Note: If the T+ Module is in use, the check box ‘Check entry/exit readers only’ is not present, as T&A

readers for the ‘T+’ module are defined in the Reader/General screen as ‘Entrance
Reader/Exit Reader’

<All departments> dropdown
User can select specific departments to produce the report only from those selected
department/s.

Search Field
Search for specific Cardholder

Cardholder list
<all cardholders>. .
User can select particular cardholder/s to appear in the report.

Preview button
Clicking the Preview icon generates a screen report using the parameters selected.

The user can use the icons in the screen report to export, print, copy, and search and

view the resulting report.

5.3.2 T&A SCREENS - 'T+’ MODULE
When the Time & Attendance T+ module is installed, the User has the following menu:
(Operational ime Attenaance

screens) -

Transaction Wizard
(Setup screens) - | Categories

Transactions

Daily Shift
Personal Contract

Holigay

5.3.2.1 TIME AND ATTENDANCE QUERY

Clicking on ‘Time and Attendance’ in the T&A + Menu opens a screen that allows input of
parameters for a T&A Transaction Query.

«aTime & Attendance

F::F$1 w | |00:00 e P@
End date il
[16Feb11  [ae [2259 e B
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Start Date/Time, End Date/Time
Set the Start and End parameters for the query
Department Pull-down
Select the Departments to be included in the query
Navigation Pane
Select the Cardholders to be included in the query
Search window
Enter a name or part of a name — the first instance of this name will be highlighted
Preview button
Presents a screen preview of the selected T&A transactions
Late Arrival button
Limits the report to contain only Late arrival transactions

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

170/361



sensor

ACCESSTECHNOLOGY

‘5.3.3 T&A TRANSACTION WIZARD

Transactions Wizard @

In order to create multiple kransactions, select the dates and times, category, and the cardholders For
which ko create the transactions
Time Span

specify the period of davys For which to create the transaction

Start date 17-Jan-11 w
End date 20-Jan-11 v

For each day, specify the time period for which to create the transactions

Skart Hour 09:00 Fi - End Hour 1700 F: h

Select Cateqory

Production j

Select Cardholders

Select the cardholders For which to generate transactions. Filker cardholders by
selecting a department in the comba box below ar search using the text box belaw

Department Cardhaolders

Production Personnel [ w ] <Al Cardholders:

Caseg Jnr Jones
Search cardholder
|

Creabe Transactions

Start date / End date

Start Hour / End hour
Select the start time and date and the end time and date of the transactions to

Create.

Category
Select a Category for the transactions to be added, as defined using the 7ransaction
Categories screen.

Note: In order to use the Transaction Wizard, specific Transaction Codes must be defined in advance
for ‘start’ and ‘end’ transactions for the Category.
This is done using the 7ransactions Categories screen
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i.e. the default 00 and 01 Transaction Codes will not generate transactions through using the
Transaction Wizard

Cardholders
Select cardholders for whom transactions will be generated

Department
Select the Department whose cardholders are to be included

Create transactions
Click to create the transactions.
These transactions will be inserted into the log of T&A transactions, so that the
resulting reports will include these transactions (marked with a **’).

'5.3.3.1TRANSACTION CATEGORIES

@ Transaction Categories

Ol X © 0 6 0 u Q = 0
- New Save Delete First Prev. Next Last Downld. Search Print Close
Select a category:

la.cimii=trastion)] General - Administration
Fiame

Production Cabegory Typs
Tara it |Mfl'|4tratm
() work time category
Draseriphion |
(O bor-wronking time categony
Name
Free text
Description
Free Text
Category Type

Use a radio button to select if this is a ‘Work time’ (i.e. ‘paid”) or ‘Non-working time’
(i.e. ‘paid") category.

All categories will be shown on the report in their own subheadings. Non working time
will not be included in the total time.
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5.3.3.2 TRANSACTIONS

B Transactions El@l@

am

i New Save [Delete = First i Mest Last | Downld. Search Prnt | Close

Select a transaction:

General - Start Meal

Ened dal

Erdrance Marre :

Exit [art medl :

Start Gym Transaction Code 40 |

| Description : '
Category Meals v;
Transaction bype

H X © © 0 0 U & = O

Specify F this trangaction, begins or ends the
calculation time for this category

(%) Begins calouation
() Ends cafculation

Name

Free text

Description

Free text

Transaction code

When a cardholder is granted access at a specific reader, a transaction code is

associated with the transaction.

This code can be entered on readers that have keypads, or it is defined as the default

transaction code for the reader in the Reader/Miscellaneous/Badge Format screen).

(If the reader has a default code defined for it in this screen, it is overwritten if a

code is entered on a keypad.)

This transaction code field allows the user to assign names to the available

transaction codes and each code can be associated with a category (see next field)

against which time can be accumulated.

Two transaction codes exist per default and cannot be changed (only their names can

be edited):

e  Entrance with ‘0’ is the default Transaction code for starting general working
time (i.e. work in this category does not have to be separately accumulated).

. Exit with ‘1’ is the Transaction code used as a general code to signal the end of
work (e.g. at the end of the day).

See Convention for Reader Transaction Codes

Category

Select a category to be associated with this transaction code from the dropdown list.
Transactions with the transaction code set in the field above will affect accumulation
of time against the category selected here.

The list of available categories is defined in the 7ransaction Categories screen.

Transaction type

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

173/361



sensor

ACCESSTECHNOLOGY

Choose here whether the transaction code will begin the accumulation of time
allocated to the selected category or will end the accumulation.

Note: Clocking with any new transaction code which begins a category will always
signal the end of work for the previous category.

PARAMETERS)
See Readers/General

When using the T&A modules, a default transaction Code can be set for each reader.

— See Readers/Miscellaneous/Badge Format Tab for regular fields

READER DEFAULT TRANSACTION CODE

This is the code that will be associated with transactions from this reader. The following
conventions are used

IMPORTANT: Note reserved Transaction codes*

00* (default): Entrance
‘Clock ON’ (i.e. Start calculation) for normal T&A — no specific Work Category.
01*: Exit
‘Clock OFF' (i.e. End calculation) for normal T&A — no specific Work Category
02-19, 30-97
Available — can be assigned to readers as their default transaction codes, and
associated with categories.
Note: These codes may also be used to trigger reflexes.
Care should be taken not to create conflicts with these definitions.
20-29*
Reserved - These codes are pre-defined in the controllers to execute specific actions
(e.g. code 26 arms an Alarm Zone by a Supervisor, code 27 disarms an Alarm Zone)
98,99*
Reserved with special meanings, such as ‘Supervisor transaction’
Note: A code typed by the cardholder at the keypad reader will overwrite the default
transaction codes.

See also Convention for Reader Transaction Codes.

(See main description Department)
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5.3.3.6 CARDHOLDER GENERAL TAB SCREEN
Departments are used to associate cardholders with specific Personal Contracts and to

provide cardholder reports sorted by department.
This is done using the Cardholder/General screen.

5.3.4 T&A DAILY SHIFT

O X 0 6 6 0 o - | @

i New Save Delete First Prev. Next Last Downld. Sea-r‘ch Pl'ii;it Close
Select a daily shift:

General - 8:30 to 16:30 Factory Shift

3 b 300 Fachony St
13105 Ofhcs Workars Noarna : Descriphion
!f"u“fﬁ:':ﬂm fa:30 ko 16:30 Factory Shit
1

Shift type First Period
() Reguisr shit CE e
[T ragh. st Second Periad
(0 4l Working Dy [pf w  [BS9)e
- =
) Mon-Warking Day s
() Flaxibhe Shift 00
=
Limitations
oo et count: marty serivas [0 rot court: late departures

By default, two daily Shift definitions are in the system —‘All Working’ and
‘Non Working'. These two Daily Shift definitions should not be deleted nor their
parameters changed (but they may be renamed).

Name
Free text

Description
Free text

Shift type (radio buttons)
Select :
Regular Shift — Standard working time for normal work should be entered in the
Start and Stop times. The results will be displayed as a green bar within two red bars
on the time line at the bottom of the screen.
All Working Day — all time worked will be considered normal time.
Non-Working Day - all time worked will be considered additional time.
Flexible Shift — no times need be set — the amount of time set in the ‘Flex’ time
window represents the normal time that will be allocated. Any excess will be
additional time, and any shortage will be missing time.
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Start and Stop times — First and Second Period.
Two Periods are provided in case the shift is made up of two distinct work periods. If
there is just one work period, define this in the First Period, and set the Second
Period to 23:59 23:59.

Grace Time
Enter the maximum time that an employee who arrives or leaves, late or early, may
be credited without penalty.

Limitations
‘Do not count early arrivals’ and/or ‘Do not count late departures’ should be checked if
time is not to be credited in these cases. This will prevent such instances being
reported on the LATE report.

Time line
The red and green areas give a graphic representation of the standard (green) time
and additional (red) time as defined for the shift.

5.3.5 T&A PERSONAL CONTRACT

-Pr:-rs--:nrnl Contract

i E:l tﬁ', x © 0 0 o . = @

I Mew Save Delete | First  Prev.  Next  Last | Downld, Sga Print | Close

Select Personal Contract:

{Each da hiom 8:30 to 16:30 General - Each day from 8:30 to 16:30

E sch disy hiom 830 1o TR0
Nawme Deecriphaon
[Each dary From 8:30 to 14:30
Ceespast Ernesnt
[Tochracase: =l
O 3016500 I3EH2359 | 850 bo 1630 Factoy Shit ;J @
O30 16:30 23:50-23:50 .30 ta 16 30 Factory Shit =] (]
08:30-16:30 23:59.2%:59 B30 to 1630 Facto St =] [l
05:30-16:30 ZH5-2350 [e 300 16-20 Factoy Shin =] [wal
06:30-16:30 TH58-2350 [ &30t0 16 30 Factoy Shin =l [m]
088:30-16:30 ZHEHZIEY [ B30 10 16 W0 Facioy Shit =l [m]
063 30-16:30 2052050 | B30 be 16 30 Facton Shit :J @
M- Working Dy [ HonWorking Dy =] [ba]
Fon-wicrbine) Dy Mo Working Dy =l [54]
Mon-Weekiew Dy [ e Woking Dag =] [z

Navigation Pane
Select a Personal Contract or press New to define a new Personal Contract.

Name
Free text

Description
Free text

Department
Select the Department for which this Personal Contract must be applied.
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Note: A department can only have one Personal Contract used by its members. A
Personal Contract cannot be used by more than one department.

Definition of weekdays, weekends holidays and special days
A Daily Shift definition must be selected from the list of daily Shifts that have been
defined. Each day of the week (*Su’ to 'Sa") must have its Daily Shift.
Different Daily shifts may be attributed to Holidays ("Hd"), Special day 1 (‘*S1’) and
Special day 2 ('S2"). The dates of these ‘T&A Vacations’ are defined in the *Holigays

screen.

5.3.6 T&A VACATIONS

Note: This Vacations Tab appears only if the T+ Module is enabled.
See Cardholder/Vacations

5.3.7 ‘T+’ - SUMMARY

T+ Module E Description

Detail level Time is allocated according to the transaction codes assigned to each
reader and the work categories associated with those codes. This
allows accumulation of standard work time as well as multiple
different categories of working- and non-working time.
Working time is expressed as normal and additional (overtime).
The T+ module allows multiple individual categories of working time
to be accumulated. Categories are user-defined, and examples might
include ‘Training’, *Hazardous tasks’, ‘Off-site work’, etc.
Non-working time can similarly be recorded in categories, such as
‘Gym’, ‘At-work Baby care’, ‘Time off’, etc.

Designated T&A transactions are only captured at readers designated as

readers ‘Entrance Reader\Exit Reader".

Reporting Report of <All cardholders>, <an individual cardholder>, by date.

Editing missing Individual manual transactions can be entered. (Batch transactions may

transactions be entered using the ‘Transaction Wizard' screen.)

Manually entered transactions are marked with * in the report, and can
be edited.

Real transactions resulting from card transactions cannot be edited.

If actions are edited, the operator must exit and re-enter the report
screen to force re-calculation.

5.3.8 T&A FILE EXPORT FACILITY

A simple method for integrating the Guard Point Pro with external Time & Attendance (T&A)
systems is achieved by exporting the T&A data gathered by Guard Point Pro into simple text
files, one text line/record per event.

These files are aimed to be used by 3rd party T&A applications and therefore the text records
should be ideally written in the format required by these external systems. For that purpose,
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an external utility program 'TA.exe' (delivered with Guard Point Pro) is provided. This utility
exports the relevant T&A events to text files in practically ANY required format. The format
settings are done by the user using a simple, easy to use definitions screen.

For details, refer to the ‘Time&Attendance file export to external applications’,

Document No. 10UE422.

5.4 GUARD PATROL MODULE

The Guard Patrol function allows the user to define one or more Tours, consisting of
Checkpoints that a Guard must visit in sequence, and within defined time limits.

A Guard Patrol is a specific Action that consists of a user-defined path of checkpoints reached
by an authorized employee - the guard - within predefined deadlines. Arrival at a checkpoint
is signalled via input activation or reading of a badge and these are logged on the PC. If the
guard doesn't signal his arrival at a specific checkpoint within the predefined time deadline,
an alarm is raised at the PC. Guard Tours are based on the following:

e [OGuard - Only cardholders who are designated as Guards (Modules/Guard
screen or Cardholders/General screen, select Type=Guard) may be
associated with Guard Tours

e [Checkpoints — defines the points and the events that can be used in
defining a Guard tour — these can be contacts connected to Inputs, or
Readers and the associated type of reader transaction to be used (e.g.
normal access, access with PIN input etc) (Modules/Checkpoint screen)

¢ [JGuard Tour Programme — defines the different Guard Tours, including
what Process/es are to be initiated during the Tour, the Checkpoints making
up the tour, and the relative timing between checkpoints
(Modules/Guard tour programme screen)

e [OGuard Tour Status — Screen query showing the current status of an in-
progress Guard Tour (Modules/Guard tour status screen name + link)

¢ [JPatrol Report — pre-formatted report giving details off completed or in-
progress Tours (Modules/Patrol report screen)

Several tours can be defined and run in parallel. The event log shows individual transactions,
and the Patrol Reports function allows information to be consolidated to show details or
summaries of the patrol activity.

Before a Guard Tour can be initiated, an Action must be defined in which the Action type is
‘Start Guard Tour’, the required Guard Tour is selected from the list of defined Guard
Program Tours, and the Guard is selected from the list of cardholders defined as Guards.

Once these parameters are defined and the Action is saved, the Tour can be defined as a
Process and started by a user Manual Action, a Global Reflex, or by the Scheduler, etc.

5.4.1 GUARD

The Guard screen is used to create new Guard records and update Guard information. It uses
the normal Cardholder screen layout, but the type ‘Guard’ is pre-selected.
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Note: By using the Authorization Level screen, a user can be set up with
permission to access the Guard screen and not the regular Cardholder screen.
Such a user can define and update Guard records, without being able to access
other cardholders’ records.

OH X © © © 0@ uw Q& & @
: New Save Delete First Prev. Next Last Downld., Search Print  Close

Lelect 5 cardholder

|:|m|u-m General - Monitor Clive

i
|
L
£l
:
O

Location
Customized
Schedule AG
Attached documents

For details, see Cardholder screen

5.4.2 CHECKPOINT

Checkpoints, as well as the inputs and/or readers that are used to confirm the arrival, are
defined in this screen.

HE Checkpoint

: 3 ﬁj x o @0 e oa i 1 o (@)

i New Save Delete First Prev. Next Last Downid. Search Print Close
Select a Checkpoint:

|L oo General - LabDoor

B\lmn £

CfceEntr }m (@] -

CARCAErLrCUT

P B Cascrption @resder  [RaiCeLam v

Evert froess Granked v
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Name
Free text
To define a new entry, enter a unique name and click ‘New’

Description
Free text

Input, Reader
Use the radio buttons to choose whether this checkpoint is a contact or a reader.
o If'Input’is selected, select the Input to be used from the list of all Inputs
The Input selected must be armed by a Weekly Programme before it can be used
as part of a Guard Tour
e Selecting ‘Reader’ activates a drop-down showing all readers, and a reader can
be selected from the list of all readers in the system
Identifying the Guard: Using an input (such as a contact that the guard presses) to input the
guard’s arrival at a checkpoint does not identify who is making the signal. If identity is
required from a security point of view, then a reader must be associated with the checkpoint.

Event
Choose event in the list
e Input
- Start of Alarm /End of alarm
e  Reader
- Any event

- Access granted

- Access granted +duress code

- Access denied (if reader)

- Access denied + unsuccessful attempts
Example of access denied: The guard does not have access to the computer room,
but must pass his badge at the computer room door reader to register his arrival

5.4.3 GUARD (PATROL) TOUR PROGRAMME — GENERAL

To complete the definition of the guard tour, this screen defines the arrival time at each
checkpoint relative to the start of the tour, including allowance for early (-) and late (+)
arrival for each checkpoint.

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

180/361



sensor

ACCESSTECHNOLOGY

® Patrol tour programme EI@FZI

O H X © o 6 6 " \ v ©
i New Save Delete First Prev. Next Last Downld. Search Print Close
|LabCheck General - LabCheck
PRELN Process of airhval -
JLakeChack [ e | [l
Dgs:rnthn- Frocess on alarms
Earty aniral
[ ehomes el | D
Hex a_'rr\-'!ml_me
[ LatsonGuaT ou ] [
Lake arepval
| Mones j L%
‘General
Check points
Name
Free text
To define a new entry, enter a unique name and click ‘New’
Description
Free text

Process on arrival
If required, define the process to be initiated when arrival is signalled.
Use dropdown to select a process from the list of all defined processes.
To define a new process, click [...] to open the Process screen

Process on alarms
If required, define what specific process/es must be invoked if the Guard Patrol
programme satisfies any of these conditions:
e  Early arrival
Process to invoke if Patrol point arrival before
(Time — grace time allowed before)
e No arrival on time
Process to invoke if no arrival signalled between (Time +/- grace time)
e Late arrival
Process to invoke if Arrival signalled after (Time + grace time allowed after)

The Guard Tour Programme/Checkpoints tab allows the user to select Checkpoints
(previously defined) and their expected arrival times.

See Guard Tour Concept and Example
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= Patrol tour programme EI@@

O H X 0o o 60 a i A - @)
i New Save Delete First Prev NextQLast Downld. Search Print Close
| LabiChack Check points - LabCheck
Lablheck ]
Chack poriz Tine [T T
¥ | OfficeE rwill I [ [
Labbcce [ [oo7 [0t
LabPamcButton S [ [com [oem
OffcaErallT B [0 [0 [0t
OffcefiusmdBullon I [ [oom [oem
& =
[ Delate selscted row ]
| General
Check points

Table
List of all checkpoints to be included in the selected tour programme, with Check
point name, Time (relative to start of the tour) and allowance time (-), (+) in Hours
and minutes.

To define the tour:

e Select a row on which to enter/edit a Checkpoint. The selected row is shown
with a » symbol. A Checkpoint can be added by clicking on the row marked *
Note: A particular Checkpoint can only occur ONCE in a Tour

e  Use the dropdown ¥ to choose a checkpoint to add to this tour from the list of
previously-defined checkpoints

e  Enter the Time (relative to start of the tour) and allowance times for this
checkpoint (- = before, + = after)

e A pencil symbol indicates that information on a line has been changed but not
yet saved.

Time Entries: Times are relative — that is, the ‘Time’ entry is the time from allowed from the
moment that the Tour was started. The + and — times are allowances before and after the
Time entry, that define grace times for the checkpoint.

After adding a Checkpoint, no save is required.

Delete selected row
A row can be deleted by selecting it and clicking on this button
Note:
If difficulty is experienced in entering times, check how the PC is set up to display
Time
(Control Panel/Regional and Language Options /Customize Regional Options
/Time)
Make sure that a 24-Hr option for the Time display is selected (H:mm or HH:mm)
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5.4.4 GUARD (PATROL) TOUR STATUS

(=13

- @) Refresh ¢ Refresh each 5 - Sec.

Clrrenithy running Detads
{T] Offices and Cwring Room Home Lows vt Hagh bk
2 [ETEREEVESTRTNE] | £yreader Lobby to Offices 133610 17:33 13310 17:35
& Button in Cffices Controller? Input 16 13-20-1017: 3 13210 1735
A Button in Offices Controller 2 Inpat 15 13-21017:2% 132d-1017:33
. 19RO 17 15-hd-10 17:36
< H

FEE N 3-07-10 1730 Early Arrival ™Monitor Chive' From checkpoint "Reader Lobby to Offices”

Refresh, Refresh each..
Click to refresh immediately, enter interval for automatic refresh

Currently running
List of all patrol tours running. Any running tour is highlighted

Details
For the selected tour, all checkpoints are listed, with their earliest and latest
programmed times. (Absolute time as the tour progresses, not relative time as
entered when defining the tour)
Specific icons show the status of each checkpoint:
ﬁ Not arrived yet (waiting for the
Guard)
V Arrival (on time) (Guard arrived)

@ Early arrival (Guard arrived early)
@ Late arrival (Guard arrived late)

° No arrival on time (inside the limit of
time)
(Guard did not arrive within the
allowed time)
Log window
The log window displays the tour events related to the highlighted tour in actual
times
End of Tour
The Tour is assumed to end (15 Minutes after (Last programmed time + grace time))

5.4.5 PATROL REPORT

2 pre-formatted reports giving details of the Guard Patrol are available
(Patrol Report simple/detailed).
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The report structure can be modified in the same way as any report produced by the Report Wizard.
(see Report Wizard).

Select the data source: fwalable fields
| Journal reports
Jowrnal simple
Daor pass
Alarm history
Active alamms
Diors Permissions
| Patrol reports

5] Patrol simple
Patrol detailed
|_] Parameters
|1 Event handings
] Modules
|_J Other Reports

[« § >

(®) From current journal
() From ancther journal

5.5 VIDEO MODULE

(3 SERVER GuardPointPro Version 23.514 - =%
Farametir mmlmm=3M Vi Manualsction  Tooks  Halp

Bam= U F sm0xaES

Guaed tour Guand tour Fatrol

lnuunmml

In this section:

e [IDWR
e  Camera
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5.5.1 DVR
O H X 6 6 & 0 b | @
i New Save Delete First Prev. Next Last Downld. Search Print Close
VRS General - DVRServer
!ﬂ-‘lw;ﬁ
| SRelVR
Deschicatend Micros - 05 l
1P acddress -
[hﬂ.ﬂ.kx.!k
Usger
Resrnime
Parbguated |
[rer
Name
Free Text
Description
Free text
DVR Type
Select DVR type to be used from dropdown (List of DVRs currently integrated with the
system)

The DVR type called ‘Generic’ allows to integrate any type of DVR. Indeed, by following our
specifications, anyone is able to develop external viewer for any DVR brand. The viewer
should have the filename “Viewer.exe” and should be placed in the Guard Point Pro folder.

IP address
Enter the IP address of the DVR
Note — For IP Cameras that do not require DVR, choose ‘OnSSI' as DVR type

User
Enter the username used for logging on to the DVR, if required

Password
Enter the password used for logging on to the DVR, if required

Note on viewer that is not installed in the Guard Point Pro folder:
GuardPointPro.ini entry ‘ViewerPath’ allows to specify the network path of the DVR viewer
installed in a different folder than the Guard Point Pro folder.
Example: ViewerPath = C:\Program Files\Avigilon\AvigilonViewer.exe
Note that this option works also with the 'Generic' DVR type.
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5.5.2 CAMERA
O X © o 6 0 .u - @
i New Save Delete First Prev. Next Last Downld. Search Print Close
| LisbE nirCam General - LabEntrCam
. rirCam Mame - Erescriphion -
P.d:ErnL‘.-:m _Ectn(d ol Lab AcoesfExk
oW <
[ selivA =] [l
Camera
LI
[#] Dome Prosst: (0 (e
Reccrding Cptions
Freplaybisck Tems {seconds) "I
Flaybiack Length (minutes) "
Name
Free Text

Description
Free Text
DVR

Select which DVR is to be associated with this camera (from list of defined DVRs)
Press [...] to define a new DVR)

Camera
Specify the camera number that is associated with this camera
(i.e. the Input on the DVR to which this camera is connected)
Dome
Check if this is a Dome camera (i.e. with Pan-Swivel-Tilt (PST) capability)
If Dome is selected, then preset position must also be selected
Recording Options
Allows the user to specify parameters for playback of recordings —

(playback is enabled by right-clicking on the Video icon in the active log, or on the
View Data button in the Report screen when a Video icon is shown)

Preplayback Time

Enter no. of seconds of the recording to play back before the event that
triggered the playback.

Playback Length
Enter no. of minutes of the recording to play back after the event that
triggered the playback

5.6 BADGE PRINTING MODULE

The Badge Design Icon is only shown in the Cardholder/General screen when the module is
licensed (‘BP’ in the dongle).

The Badge Printing module provides users with the ability to print badges directly from the
Cardholder/General screen to a designated printer. It also allows customization of badge
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_

layout and appearance, storing multiple badge designs, and choice of which design to use for
a particular cardholder when printing a new badge.

O X 0 o 66 u & = 0
i New Save Delete First Prev. Next Last Downld. Search Print Close -
Select 8 cardiolder | p—p— |

The Badge Printing Module consists of 2 screens:
Badge Printing Preview
Badge Printing Design

5.6.1 BADGE PRINTING PREVIEW SCREEN

Shows a preview of the edited layout. (Opens showing the default layout.)

oo | Dpm. D M OB QAMWE <« o[ | Qo

| preview | Design |

5.6.2 BADGE PRINTING DESIGN SCREEN
Allows editing of the Badge Layout.
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X

File Edf Format View =

ks :‘ -P;geundu
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# || ActiveReport

ﬂh' F Detad - _ﬁ"
e &
B~ Last name Allowspitters  True A
ol Last_Mame documertiame  Activefleports Document
1 First narme ExpressionErrorie

B & First_Name MaxPages 0
g Badge Print'Width B30

Rulervisible Trus

Script

Praview | Design ||

SeriptDebuggerEn. Fale
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TOCEnabled Trua

T Visible False
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LiserDiata

| £

Saving customized badge layouts for later re-use

In order to re-use badge designs, the layout must be saved in the Guard Point Pro
subdirectory \reports\bp and the file extension .rpx must be explicitly used (will not be shown
on the dropdown menu unless this is done.)

Saved layouts appear in a combo box in the All cardholders/General screen, to the left of the
badge printing button (the previous layout is automatically saved as « layoutl »).

Operating Mode
The design tab is based on a professional tool ‘Active Report®. This manual does not
cover the large variety of options, but the following basic instruction and tips may be
useful:

Moving selected fields: Select an existing field from the ‘Detail’ window and drag
and drop to the required position of the layout.

Add a new field: Select the field type from the toolbar on the left and drop it in
the layout.

Add a field from the cardholder database: Click the View - Explorer menu. Two
windows will appear on the left. On the lower one, click the “refresh” icon. All the
fields of the cardholder screen will appear. Drag any field and drop it in the
layout area.

Change the background: Select the current background. On the Property
ToolBox, go to the Picture field, click on the [...] button and browse your PC
for any graphic file.

Change the text in a label/text box: Select the field and edit the text on the
Property ToolBox window, in Caption (for a label) or Text (for a text box).
Don‘t change Name.

Save changes to the current layout: Click on the Preview tab.
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Caution

Do not delete the default photo (cardholder image) field from any layout.

Do not delete the icon ADO from any layout.

Do not move, close or resize the Property ToolBox window.

If by mistake you have done any of the above actions, you may need to go back
to the default layout. Exit the All cardholders screen, go to the Guard Point Pro
folder and delete the ™_bp.rpx” file.

5.7 GRAPHICS + MODULE

1

Gt o)s @

Modules Communication

D 000 m

Monual acion  Tocls  Halp

G+ Defininition
Screens

The Graphic+ Module Release 3 supports a dynamic display of components in the system
with each component represented by variable icons, so that, for example, a door symbol
shows if the door is physically open or closed, the state of the relays controlling it

(‘always open’ or ‘always closed"), if it is in a ‘forced’ status, and whether alarms associated
with it have been acknowledged and/or confirmed. The module also allows creation of
network diagrams showing the real-time status of the controllers.

Maps with their associated symbols can be viewed with a zoom-in function (mouse click and
drag), and a search function enabling user searches by symbol. Symbol can be deal located
and map options cleared.

Users can define ‘double-click’ option on any symbol, for moving to another map, viewing a
camera stream, or triggering an action or a process. Maps displays can be zoomed to show
more or less detail, and specific symbols can be defined to be ‘always visible’, or to be hidden
at some zoom levels.

The Active alarm screen provides a dynamic display of user-defined maps, with active
symbols representing the system components. Each symbol is dynamically displayed, with
user-defined variations to show its current state, including *blinking’ to attract attention. This
assists the user in monitoring and supervising alarms and events in real time.

There are two screens that allow the user to build the required set of symbols and to place
them on maps for dsplay.

Symbol builder screen - for displaying, creating or importing graphical symbols. It also
enables previewing the relevant animations for the different door & alarm status such as
door open / door closed / door forced / door remained open too long.

Position screen - for placing the symbols on the maps, linking the symbol to the
corresponding component, and defining the operation to be done when double-clicking the
symbol.

Editing and manipulating the graphics is done using the Visio® Stencil library.
Actions include imports, zoom level feature, input group symbols.

This module supports multi-site installations.
This module uses the Media\Bin directory in order to customize toolbar icons.
Note: The Graphic+ module requires the following:

e G+ module authorized on the Guard Point Pro dongle (also available in DEMO mode
for testing).
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e .Net framework should be installed on the PC (requires 22MB free space)
http.//www.microsoft.com/downloads/details.aspx?familyid=0856eacb-4362-4b0d-8edd-
aabl15c5e04f5&displaylang=en

e Download the G+ module from Internet (ask the link to your Vendor) and install it in the
Guard Point Pro folder
. GuardPointPro.ini file setting for Graphic+ Module: Graphic+ =

5.7.1 USING THE GRAPHICS + MODULE

The Graphic+ module changes the Event Handling Menu, introducing 2 configuration screens
(Symbol Builder, Position) and replacing the standard Active Alarms with an updated,
interactive screen.

SERVER GuardPointPro Version 2.3.514

~—  Parameter | Event handlmg | Modules Communication View Manual action Tools Help

&@/ EE @ oQe

Map Posmo Actlve | Input Output Event handling | Action Process Global Counter |

msy | Group group  program reﬂex
| |

Symbols are prepared with the Symbol Builder screen. Symbols belong to families that are
grouped into Symbol Libraries, where the members of each library can use the same types of
connections and possible animation states.

Once defined, symbols are placed on user-defined maps using the Position screen, and in
that screen each symbol is associated with the components that it represents.

The user then uses the Active Alarms screen (G + version) to monitor, supervise and manage
the site.

5.7.2 SYMBOL BUILDER SCREEN

This screen allows the user to view the libraries containing the built-in symbols (and their
animations), and to create new symbols and edit existing ones.

'T-'-ﬁyrnhal Builder Version 3.16.3
View v Lizmy = Symbol -

Symbol Libraries o

| Dows . m

_m. pal.
B T B

. ErownD. BroemD

-f = i

PakBax PakBar., Side O

By default, the Libraries item is selected in the View dropdown, and the available
Symbol Libraries are show as Tabs.
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View

After selecting a Library Tab, choose a symbol to view and right-click to select the

Preview Animation option.

The symbol is shown in an editing window.

2 View options are available:

e  Property Editor

e Rulers

Library

Dropdown: New, Import, Close

e  New — define a new Symbol Library

e  Open - Open an existing Symbol Library (normally in the Applications’s

Pallette Directory) and add it to the list of available Symbol Library Tabs

e Close - Close the selected Symbol Library Tab and remove it from the list
Symbol

Dropdown: New, Edit, Rename, Save, Remove, Preview Animation

Editing a Symbol

symbol Builder Version 3.16.3 _ . . : =
Vi - U - S = | ARG w0t OO0 SOB LS LAME
Eagloen 8 152 Lsada = i somEnTA | B

Syrribol Libera... Properties T ——
fomn—————

”EI S B iLa] Srmbol Propedtes

DoCumanTacds  1pns 1

s [
QJ '_E Documentsios  BET e 1169 py

Ueim et i Papd

s poa -
m E ErablSelectorl) Tha
Lt P - Lt

0 Loge s BT o) 11609 p
Irputs

B e G0 e SE 0
CRSpus = Pebunted 5
e e =
Camiroler Farw
ATVaC I Aarr iof B ccLmant |
[ 4 * | « ¥

The Symbol Builder allows the user to view and edit the symbol’s properties, view the
selected symbol on an editing field, and to view each of the symbol’s animation states
(for symbols which include animated states). Editing is based on the Visio graphics
package.

Properties
The user can set or change characteristics such as size, colour, line style, shadows,
etc..

Predefined Animation States
Each library may have its own defined animation characteristics, allowing symbols in
that library to be displayed differently depending on their state.
States requiring attention include dynamic display effects such as blinking (*).

Physical Status = Relay Status Alarm Status
Door
Open Relay On NewAlarmForced*
Close Relay Off NewAlarmLeftOpen*

Relay Always Open | Acknowledged

Relay Always Confirmed
Closed

Inputs

Open NewAlarmImmediate*
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Close NewAlarmDelayed*
Acknowledged
Confirmed
Outputs
Open
Close

The Cameras, Controllers, Attachments and Miscellaneous libraries do not have
predefined Animation characteristics.

5.7.3 POSITION SCREEN (G+)

Allows the user to place symbols on maps, and associate the relevant site components
(doors, inputs, relays, cameras) to each symbol.

Hovering the mouse over any symbol that has been assigned to its component will show a
tooltip with the component name (as ‘c3rdr3 Bio’ in the example above).
Position, Edit and Assign a Symbol
Symbols are positioned on the Map by dragging them into position.
The icons can be resized. Right-clicking on a symbol opens a quick-edit menu.
Open Symbol Property

Align
Flip
Grouping
Order
Rotate
Resize

Fl Positions Version 3.16.3
Sekol aMap | SrcaFiooPind P ,_m Ww""‘-'—f""' Tock = .{‘!.:ﬂq_ 0 - '-E\-i‘l:ll:lﬂl.}.'l..@ ":'L_.A"bﬁ
Eaalfol HISDH %L &£405 i B s U=-ENAL NENROG B8
Symbol Libraries kgl Mo PLndh | .
4 L
Pupiall.  Busilion Brosi
—
siEw  Sde 0 $
of
2
2
&
brgass
Cafpwitn
Carmm s
Cortrolerny
M plaraes
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Layout Modes
Fill Color
Line Color
Dash style
Line Width

Assigning the Symbol to a component
Once the symbol is in place, double-click on it to open the list of components. Use the
General tab to select a component which the symbol must be assigned.

Symbol Property : Door

©Geneal | Ty Double Cick Option 3 Zoom Level N

Door: | v
C2Rdn

C2ide2
C2Rdi2
C2rdrd

C3idn

chded

C4Rdn
C4Rdr2

C5 Ad 1N
C5Rdk2 OUT
CERdNM
CERdr2
C7Rdr Bldg &
CBRdr1 Bld B

[ 4
Assigning Miscellaneous Symbols
Items in the Miscellaneous Library can be assigned to Free Symbols, Maps or Input
Groups. Such assignments are used as follows:
e  Free Symbols — the symbol shows on the map, and behaves as set in its
‘Double-Click option” (for activating actions, processes, etc.)
e  Maps — the associated map is opened by double-clicking.
e Input Groups — the symbol is associated with an Input Group, and will display
an alarm condition if any member of the Input Group is in an Alarm state.

Use the Double-Click Option tab to define Symbol behaviour for the user

Symbol Property : Door

@¥General | Ty Double Chck Option | 18, Foom Level

(%) None

() Dpen Propetties Scieen
() Activabe fiction

() Activate Process

() Activate Cameta

() Select Map
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Use the Zoom Level tab to define when this symbols is to be displayed

Symbol Property : Door

@Geneal Ty Double Cick Opion | & Zoce Level |
Zoom Level

() Display Abuays
() FromLevel - v ToLlevel [pons w

Display Always
The symbol will be displayed no matter what level of Zoom is used in the
Active Alarms display

From Level — To Level
The symbol will only be displayed when the Zoom level of the map in the
Active Alarms window is within the selected range

5.7.4 ACTIVE ALARMS SCREEN (G+)

The new Active Alarms screen is the 'heart’ of the module. This screen allows monitoring of
physical and alarm status of each component of the site in real time. It also enables user
intervention directly from the screen for operations such as: running user- defined
actions/processes, arming /disarming alarm inputs, opening/closing doors, activating any
relay, viewing a live video stream from any one of the installed CCTV cameras.

[T Active alarms Verston 1.16.3 - [P
] et g i o g
=y Ul =TT = Tecae ]
Ceae i |
mia i A s B | P awismenit inLab - Check: Dooupanoy
mi S —

Note: A Summary of the items shown in the example is given after the list of fields below
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Active Alarms screen (Graphics +) Fields

Select a Map
Select from the list of maps
View options
Dropdown list allows user to select Layers, Alarm Table, and/or Pan and Zoom
window
Confirm All button
Allows user to confirm all outstanding alarms
(no option to add notes if this button is used)
Select Button
Allows a Symbol to be selected (Tooltip indicates Name and Arming Status)

i02 / c2 (Mot &rmed)

Pan button

Select the Pan symbol, allowing user to move the map display
Magnify button

Select an area to magnify
Current Zoom level

Shows current zoom level

Mode button

Toggle between ‘Auto-select last alarm’ and ‘Remain on selected alarm’
Active Alarm counters

Shows number of active alarms

Acknowledged Alarm counters
Shows number of acknowledged alarms

Last Refresh at:
Automatically updated

Alarm List
List of Active alarms

Instruction window
Shows latest instruction that was associated with an alarm.
Note: will not be updated if display mode is set to ‘Remain on selected alarm’

Display Selections
Allows user to display or hide Doors, Inputs, Outputs and Cameras

Search Window
Allows user to show all or only the selected items

Zoom Window
Shows what part of the full map is currently displayed (useful when user has changed
Zoom level and/or used the Pan button)

Map Window
Active Map display
Summary of items shown in the example:
e Symbols:
Input Group symbol — single symbol includes several inputs — will change if
any of its components are in alarm state
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Active Door alarm - Symbol changes to show door ‘open’ if it remains open,
but red rectangle blinks even if closed again, until alarm is acknowledged

e Acknowledged Door alarm — door shows as closed,
green rectangle shows alarm acknowledged

e Active Sensor Alarm — blinking red rectangle shows alarm was activated

e Camera activated — double-click on camera symbol activates camera,
shows image.
Pan/Tilt/Zoom controls in camera window

e Selecting and Activating a Process — Double-clicking on a Process will
trigger its activation

@ -
=]
o . L8 Repart Mo, in LAB

e Action List — Right-clicking on a symbol opens an Action List
(Actions in the list depend on properties of the item represented)

Acknowledge

Confirm

Input deactivation

Return to normal mode

Activate relay During 4 Seconds

Activate relay continuously (Constant ON)

Deactivate relay continuously (Constant OFF)

Return to normal mode

Open Reader properties

5.8 OPC SERVER MODULE

OPC defines an open industry-standard interface for the data exchange between devices,
PLC's and Windows applications. It is based on OLE and ActiveX technology that provides
interoperability between different field devices, automation/control and business systems.

Guard Point Pro can be integrated into any SCADA-supervision application by using the

OPC Server module, which supports both proprietary and OPC protocols. Tags allow on-line
bi-directional communication between the installation inputs, relays, doors, and all
communication transactions, on one hand, and the SCADA relays, processes activation and
screens opening, on the other.

For detailed information, the document describing the OPC Server is included in the
Installation CD.

Consult your reseller to integrate access control into your SCADA application.

5.8.1 APPLICATION - OPC CLIENT INTERFACE
GUARD POINT PRO -> OPC CLIENT

Communication status of controller: Com OK or Com Error
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Logical status of all inputs: Open/Close depending on NO/NC, manually deactivated or
normal status, etc.
Physical status of all relays: Open/Close, open by global reflex, etc.
All Guard Point Pro events, such as:
e  Access: granted, denied, granted with duress code, denied too much trials
e Alarm: start of immediate alarm or delayed alarm, end of alarm
e Technical alarms, such as: power off, table error, etc.
e Unknown badge

OPC CLIENT -> GUARD POINT PRO COMMANDS

Relay control:
e Activate continuously - Constant ON
e Deactivate continuously - Constant OFF
e  Activate during x sec
e Return to normal mode

e Input deactivation
e  Return to normal mode

Execute Guard Point Pro actions

e  Execute Guard Point Pro processes
e  Open Guard Point Pro screens

5.8.2 OPC MODULE OPERATING MODE

1. Check that the OPC module has been purchased

(the letter “O” should appear in the dongle definition)
2. Select OPC Server Activation in the Tools/Options/Server screen
3. Restart Guard Point Pro.

5.9 MODBUS MODULE

Guard Point Pro supports integration of Modbus IP. This support enables external SCADA
(Supervisory Control and Data Acquisition) applications to communicate with Guard Point Pro
using Modbus IP in order to receive real time data such as input/outputs status as well as
sending commands to activate relays, predefined actions/processes and even opening Guard
Point Pro screens.

5.9.1 MODBUS PROTOCOL

MODBUS® Protocol is a messaging structure developed by Modicon in 1979, used to
establish master-slave/client-server communication between intelligent devices. Modbus IP
combines the Modbus protocol with the TCP/IP thus enabling implementing any device that
supports TCP/IP sockets.
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5.9.2 MODBUS INTEGRATION STRUCTURE

The data for each Guard Point Pro controller network (i.e., bus of controllers) is distributed on
a different TCP port starting with port 503. For each of the controllers on the bus, Guard
Point Pro builds a virtual Modbus device. Each controller has its own device ID equal to the
controller address + 1.

i.e. A Controller with address 0 on the system will receive device ID no.1 on the Modbus IP
integration and so on.

Nat 1 (viaCOMorIP) ... ... .. Fublished on port 503
Controller Controller
Addr 0 Addr 1
Hot 2 (via COMorIP} ... ..... Publishied
Controller g Contraller
Addr 0 Addr 1

192.166.1.10
Guard Point Pro Representation in Modbus IP
Controller Controller
Net ID address IP Port Device ID
1 0 192.168.1.10 503 1
1 1 192.168.1.10 503 2
Controller Controller
Net ID address P Port Device ID
2 0 192.168.1.10 504 1
2 1 192.168.1.10 504 2
2 2 192.168.1.10 504 3

For Interface details, see Recommended Technical Documents
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6 COMMUNICATION TAB

The Communication Tab provides the user with tools to monitor communication in the
networks, see the status of all controllers and their attached hardware, reset and re-initialize
them, and view /clear the current event log.

( } SERVER GuardPointPro Version 2.3.514

Parameter Event handling Modules Communication View Manual action Tools Help

= .

Stop Diagnostic | View Clear
polling log  log

There are 2 groups of Operator actions in the Communications Tab:

Diagnostic View Log
Clear Log

6.1 DIAGNOSTIC

The Diagnostic screen gives the user access to various Diagnostic tools.

If there is more than one network, the Diagnostic screen opens with all Networks collapsed.
Click on the + to expand one or more networks, then select the Networks and Controllers
that should be displayed by checking the relevant tree boxes.

Download Communication Hardware 002 % Status for : “Cnntmlleri Biometric readers

il 533165320, 53200, 53296-01-ABC ~
[l 55028,5172,5171-04-ABC Only shown if the system
il 5503,5208,5202,5290-09-ABC has Biometric Readers

¢ -[J%# 5507,5506-11-ABC configured

=[] Floor 6ABC_tet g

i [%8 0028, 8004860028, 60044-07-AEC
o8 61028,61048,61028,61046-02-A6C

- OJ6# 6151,6172,6507-01-A6C "[nactive’ controllers

- Ex zégijﬁg?gé?'mc are shown greyed-out

il e233,6222,6072,6508-05-ABC
—[Oss e240,6242-06-A6C
L% e503,6208,6212 6205-04-ABC
1= 1% Floar 7ABC_Met
[ 70024, 70026, 70048, 70046-07-a6c  Controllers that arejthe result of a
I8 7083, 7242-06-ABC search are shown in yellow
Qg 71044, 71066, 7 1048, 7 1066-D2-AEC
i [CJ8 7161,7170,7507-01-ABC
ol 7162,7240-03-ABC
Ol 72e3,7222,7072,7508-05-ABC
i --[O%E 7503,7208,7209,7205-04-A8C
#-[]% Floor 9_10_ABC_Met
1% Floor MA_Net
[J* Floor ME_Met
- [J% tepioa
- [OJu== 012,225,011,224-01-A  "Active’ controllers
]9 goz017-02-8/d are shown in bold
i) 029,030,033,039-04-4
[ 035,040, 700-05-4
[l 501,001,020,027-03-4

%

0 controller(s) selected 1212011 | 0217

The search field allows to identify in yellow all records that match the information entered
into this field. (Press Search to identify the records, press X to cancel).

If there is only one network the Diagnostic screen opens the names of active controllers in
bold, and inactive readers greyed-out.
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EDownIoad Communication Hardware Search

[¥]= Exit Controller
- [7/]4 Office Controller
[J4# Entrance contraller

2 controler(s) selected [ izmzizon | oo

Note that the bottom status bar gives the total of selected controllers.
The following screens and menus are available:

Diagnostic Screen — General Information (Controllers)
Diagnostic Screen — General Information (Biometric readers)
Diagnostic Screen — Download Menu (Controllers)

Diagnostic Screen — Download Menu (Biometric readers)
Diagnostic Screen — Communication Menu
Diagnostic Screen — Hardware Menu

Some advanced commands are also available — these should only be used by trained
personnel.

6.1.1 DIAGNOSTICS — CONTROLLER INFORMATION

When a Controller is selected by clicking on the name, Controller details are displayed in the
right-hand window

Note: If communications are not OK, then the details for the controller as stored in the system are
shown.

i Download Communication Hardware Search

=[] com 1
; w? Exit Controller - 12/12/2011 10:54:43
i % Dffice Controller
[J4# Entrance contraller

2 controller(s) selected

-
(M Status received af 12/12/2011 10:54:47
=¥ Network : Com 1
& coma
Lﬁ] COM speed ; 9600 bps
@ Time out delay : 1000 ms
LQJ Time out palling : 1000 ms
@ ‘waiting delay : 50 ms
ﬁ Controller address (00-31) : 0
& Click here to get firmwars version
&. Cardholders in memary ¢ 17
= B Readers
B Lcto1 { Contrileur 001 [1]
B Lctoz f Contrdleur 001 [2]
= ﬂ Inputs
=3 enl | Conkrdlewr 001 [1] [NO]
gi e02 | Conkrdleur 001 [2] [NQ]
(=) e03 | Contréleur 001 [3] [NO]
(%3 e04 | Conkrdleur 001 [4] [NO]
gi 205 | Conkrdleur 001 [5] [NQ]
(=3 06 | Conkrdleur 001 [6] [NO]
(=3 e07 | Conkrdlewr 001 [7] [NO]
@ =03 | Contréleur 001 [8] [NO]
= E Qutputs
01 Contréleur 001 [1]
1 102 [ Contréleur 001 [2]
+f +03 [ Conkrdleur 001 [3]
o 104 | Contrdleur 001 [4]
=4 Sent commands
+7 Daily programmes {1/99}
«7 Arcess weekly programme (1/32)
7 Cardhalder (4/10000)

12f12/2011

| 10:55
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e If communications is OK, then a green v is shown, and the current Controller
date and time are displayed.

The system compares the Controller time with the Guard Point Pro server time. If there is less
than 5 mins difference, no change is made. Otherwise, the system automatically updates
the Controller time. This change is made immediately, but is not shown until the next
time the user clicks on this Controller.

e If communication cannot be established, then a red x is displayed.

The following controller details are shown:

Controller name
Name of this controller

Time and date
PC Time when these details were received

Network information
Expanding the Network entry (by clicking on the + symbol) shows the following:
e COM port used
. COM speed (as set in 7ools/Options/Communication screen)
e  Timeout delay
e  Time out polling
e  Waiting delay

Controller Address
Physical address of the controller, as set in the HW DIP-switches

Firmware version button
Clicking this button gets the current firmware version information from the selected
controller
The firmware version is given in dd/mm/yy format, followed by ROM information that
may be used by hardware technicians.

031002 7024 - 06 44027140 FF 28 CB 18 3D

Cardholders in memory
Shows the total number of cardholders for whom information is currently held in the
selected controller

Readers
Expanding the Readers entry (by clicking on the + symbol) shows a list of the
Readers associated with the selected controller.
Right-clicking on a reader gives the option of opening the associated Reader screen
Open Reader screen

Inputs
Expanding the Inputs entry (by clicking on the + symbol) shows the Inputs associated
with the selected controller.
Right-clicking on an Input gives the option of opening the associated Input screen
Open Input screen

Outputs
As for Inputs
Pending
No. of commands not yet sent
Sent commands
Statistics are given for the commands sent to the selected controller
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Right-clicking on a line gives the option of opening a screen with details of the

selected command
= % Senk commands
e Dty progr,

(1 fac) .
' Access wey Detail of sent command
v Event wesl e o

«F Cardholder (4/5000)

A Notepad window shows the content of the selected command.

P pending.txt - Notepad r;!rgfi_i
File Edit Format View Help

13_apr-11 16:42:52 =
Daily programmes

6.1.2 DIAGNOSTICS - BIOMETRIC READER INFORMATION
If the ‘Biometric readers icon is selected, then the Diagnostic display allows the user to
access information about Biometric readers in the system.

Selecting a Network used for communication between the Biometric readers and the PC gives
access to any Biometric readers defined on that network

: Download

1% com 1 joLita Mat | Contrelier 002
= []*%= TP 195-0is B Statis recebed at 0F/12/2001 14:04:35
[+~ BioLite Net / Controller G02 = M Netwsark.: TCP 186-bio
%% TP 22 B TCP 17Z.168.1.186: 1471

5 COMspesd : 53400 bps
B urit address : 38100
(& Uit bype Suprema Biolive Mt
& Memrory Usage 9/5000
¢ Panding

1 carrolies(s) selected | i 14:05

Reader Name
Name of the Biometric reader in the database

Status Received
PC Time when these details were received

Network
Expanding the Network entry (by clicking on the + symbol) shows the following:

. COM port used
e [ICOM speed (as set in 7ools/Options/Communication screen)

Unit Address
Physical address of the reader

Unit Type
Proprietary information about the specific Biometric reader

Memory Usage
Shows the total number of cardholders for whom information is currently held in the

selected reader
Pending
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No. of commands not yet sent

6.1.3 DIAGNOSTICS — DOWNLOAD MENU (CONTROLLERS)
When the Diagnostic screen ‘Status for’ Controllers option is selected, the following
Download commands are available.

Note: One or more controllers must be selected before these commands are
executed. Clicking on a command with no controller selected will have no effect.
Select all controllers
Selects all controllers
Reset controller
Resets selected controller/s
Send time and date
Updates selected controller/s with current PC Time and Date

Send daily and weekly programs
Updates selected controller/s with relevant Daily and Weekly Programmes

Send all cardholders (Complete)

Updates selected controller/s with relevant Cardholder information
Send pending

Send all outstanding commands for selected controller/s
Detail Pending for selected controllers

Opens Notepad window with list of Pending commands
Send readers definition

Updates selected controller/s with relevant Reader definitions
Send controllers definition

Updates selected controller/s with relevant Controller definitions
Initialize except cardholders definitions

Initializes selected controller/s without changing Cardholder information
Initialisation (Complete)

Full initialization of selected controller/s

6.1.4 DIAGNOSTICS — DOWNLOAD MENU (BIOMETRIC READERS)
When the Diagnostic screen ‘Status for’ Biometric Readers option is selected, the following
Download commands are available.

Note: One or more readers must be selected before these commands are executed.
Clicking on a command with no reader selected will have no effect.
Send all cardholders (Complete)
Updates selected Biometric Reader/s with relevant Cardholder information
Send pending
Send all outstanding commands for selected Biometric Reader/s
Initialization
Full initialization of selected Biometric Reader/s
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6.1.5 DIAGNOSTICS — COMMUNICATION MENU

The following commands are available.

Note: One or more controllers must be selected before these commands are
executed. Clicking on a command with no controller selected will have no effect.
Check communications (all)
One-time check of communications to all controllers
Check communications (selected)
One-time check of communications to selected controller/s
Refresh every

Clicking on this option will set up an automatic Refresh cycle of all controllers selected
in the left-hand window. A Refresh icon will appear at the bottom of the screen
(see below)

Sec:

Defines how often the refresh cycle will be executed
(default 5 Secs)

Search Status for : uControrI.eri i Biometric readers
88 Left Controller
' |E Skakus received at 1271272011 11:27:32
[ Metwork : Com 1
H Controller address (00-31) : 0
fe Click here to get Firmwars version
: &‘. Cardholders in memary : 17
=@ Readers
-

Check communication (all}

Check communication (selected)

|

|%:

1 contraller(s) selected Icon shows that Communication 'Auto Refresh’ option is selected 3 \zfizfzat | 117

6.1.6 DIAGNOSTICS — HARDWARE MENU
The following commands are available.
Note: One or more controllers must be selected before these commands are
executed. Clicking on a command with no controller selected will have no effect.
Refresh F5
One-time refresh
Refresh every

Clicking on this option will set up an automatic Refresh cycle of all items selected in
the right-hand window. A Refresh icon will appear at the bottom of the screen
(see below)

Time:
Defines how often the refresh cycle will be executed
(default 5)

Search

Status for : |l Controllleri i Biometric readers

&8 Left Controller

"

Refresh Fs
a1 eft Controller n Refresh every
.~ [J= Rright Controllei - =

i i-[J&8 Entrance controlld
. [J% TCF 156-bio

1 controller(s) selected

\E Status received at 12/12/2011 11:38:21
[ etwark. : Com 1
i E Controller address (00-31): 0
.4 Click here to get firmware version
Q‘, Cardholders in memory ; 17
=@ Readers
-

Icon shows that Ha_rdware 'Auto Refresh’ option is selected

(@ wnzpon [ s

| >

v
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VIEW LOG

Clear
log

Clicking the View Log icon is a toggle which shows or hides the Log display window/s

6.3

CLEAR LOG

Clicking the Clear Log icon erases all entries in the Log display window/s

View
log

Clear
log

Note that the following GuardPointPro.ini options enable to automatically clean up a part of
the log text:
- LogCleanFreguency

- LogMaxCharacters

- LogMaxLines
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7 VIEW TAB

( } SERVER GuardPointPro Version 2.3.514

Parameter Event handling Modules Communication | View Manual action Tools Help

2

Display Location
photo  Status

The View tab contains 2 Operator actions:

Display Photo

Location
Status

7.1 DISPLAY PHOTO
The Display Photo screen allows a user to view the pictures and the details of any
cardholder/s as they pass their badge/s at specified reader/s.
The user can select whether the display is triggered by one or more readers.
See also Display Photo — Additional Facilities

ﬂ Mz play phota

Detais Valuz e
Lask narme Leswis

Firsl name Iokn

Numbier

Company

Departnent

Access group rdrl;

Biasdge 00EE1EE

Lt Fegistration Mo,
1+

Street ¢ Apartnsent
City / Districk
Post code u

39 26,1011 16:1FAT
Access Granted ‘Lewis John {Smith Susan]}”
From reader "Hdr01 / Left Contraller”

Escort
Detads Yalue ﬂ
Last narme Smith
First namse Susar
Humbizr 1z
Company
Department dds
ACCEES Qroup rdrl; Artime Anywhers; a

Always on top
Clicking this button allows this screen to be viewed even if other windows are opened

Prev / Next
Shows the position of the currently-displayed record in the total number of records
currently stored for viewing.
Clicking on Prev or Next moves makes the previous or next record current.
(max 100 records, then FIFO)

Clear All records
Clears all currently-stored records from the viewing buffer

Open employee screen
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Opens the selected Cardholder screen

View Escort
Clicking this button allows to display the photo of the escort also, in the case where
the escort function is set.

From Readers (displayed after clicking on the left button)
Select <From All Readers> or select the specific readers from which records are to be
displayed. Selection is toggled on or off by clicking on the reader line.
Note: More than one reader can be selected.

Record Display
Details of the cardholder, their photo (if one is stored) and the latest reader log
transaction are displayed. Double-clicking on the Photo field opens the corresponding
Cardholder record. The user can control which cardholder details are displayed — see
Customizing the Cardholder Information Displayed in the Display Photo Screen

7.1.1 DISPLAY PHOTO — ADDITIONAL FACILITIES
OPENING MULTIPLE INSTANCES

If several readers or groups of readers need to be monitored separately, this can be assisted
by opening multiple Display Photo windows. This is done by setting the GuardPointPro.ini
variable

MultipleViewPhoto = 1.

Each instance can then be set to display events at different readers or sets of readers. These
can be opened on the main screen and/or on workstations, so that each operator sees the
cardholder transactions from different locations.

CHANGING THE CARDHOLDER DETAILS IN THE DISPLAY

The user can control which cardholder details are displayed in the Display Photo screen —
see Customizing the Cardholder Information Displayed in the Display Photo Screen

7.2 LOCATION STATUS

This screen allows the user to see the number of cardholders currently in each Area
(as defined in the Area screen). A ‘Search’ function allows the user to quickly locate and
highlight a particular record.

M Location Status E|@E|

g s =
[2) Refresh & Refresh each > - Sec, = Print

Sees Detads Seaich -.'an"‘d‘ddﬁl-“ - ﬁ;
B Offste () [ Aeea | [Fieade [Tmekdae
&. s Bulicding {2) i Ligkitny e Ll _Bn-,‘,l:ml'.":r.ﬂ Wity _Hﬂ1 L2 DiteniN _13FM~1'. Th&4i
2 Lobtwy ared Office (5) | Lobibey ared Difice |Debver Jm ATl Filiocd M | 13Febe11 172150
5 ffen (2] | Oihca it Aok _Hﬁ'l CZ Othcsll _13F-,-b-1'. TH 4%
B FactoryPioor and Lab (3} Office |Mondos Crve [RaCZ Diicell [13Febe11 16:45
B L (1) [ Lobts arvd Olfce Srmih J ack RACZ Oifceil [13Feb-11 Thdit

i < | ¥

In order to use the Location Status screen, the following must be correctly defined;
e [JArea (Area screen) — a hierarchy showing how the different areas and
sub-areas are arranged.
e [Area Paths From and To (Reader/Door Control screen) — all readers that
control entrance and exit to the above-defined Areas
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Once the above are defined, Location is determined each time a badge is read and access
granted at any reader that has the ‘Area To' field defined.

Refresh
Clicking on this button causes the display to be refreshed

Refresh every
Clicking on this button causes the Location display to be updated every time the
interval set in the Sec field passes.
Note: The Refresh every field is a toggle — Refreshing will only commence after the
button is selected, and will stop if selected again.

Sites
The total number of cardholders regarded as being in each area is shown in
parentheses after the name of the area or sub-area.

Clicking on an Area or Sub-Area name will show all the Cardholders who are recorded
as having entered the highlighted Area. If it includes a sub-area, all the cardholders in
the sub-area will also be shown. The Area column allows the user to see where the
specific cardholders are.

NOTE: Cardholder’s location is normally not affected by the ‘Area From’ field. However, if a cardholder’s
request for access is denied, then, if their current ‘From’ Area does not correspond to the
reader at which they were denied access, their ‘From’ area will be reset to the From area of the
reader where they were denied access.
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8 MANUAL ACTION TAB

(ﬁ‘ SERVER. GuardPointPro Version 2.3.514

Parameter Event handling Modules Communication View Manual action Tools Help

Crisis Relays Execute

level control process

The View tab contains 3 Operator actions:
Crisis Level

Relays
Control/

Execute
Process

8.1 CRISIS LEVEL

The ‘Crisis Level’ tests whether access transactions for cardholders may proceed or should be
rejected based on a system wide parameter that is set by this screen.

Each time any cardholder passes a badge at any reader, the system compares the general
‘crisis level’ to that cardholder’s crisis level (as set for that specific reader in the Access Group
associated with that cardholder).

The general Crisis Level is changed using this screen.

o N iiii

Send a crisis level

Crisis level B |

[ ok |l concet |

General Crisis Level
The current Crisis Level for the whole site, set in the Crisis Level screen.
Default = 0
When this value is changed the new value is immediately sent to all controllers. This
process takes a very short time. Any subsequent Access request at a reader then uses
the new general Crisis Level value to compare against the Cardholder’s Crisis Level.

Definitions of relevant to Crisis Level
General Crisis Level

The current Crisis Level for the whole site, set in the Crisis Level screen.
Default = 0

Cardholder’s Crisis Level
The Cardholder Crisis level can be different for each reader (but must be the
same for readers on a particular controller). The value is set through the
Cardholder’s Access Group

Personal Crisis Level
Set in the individual Cardholder/General screen
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The value set for Personal crisis level is only used at Readers where the value
set for Crisis Level in the Access Group screen is set to <Use personal crisis
level>.
How it works:
If the cardholder’s crisis level is equal to or higher than the general crisis level,
normal access checking is allowed, and the cardholder’s access can be approved.
If the cardholder’s crisis level is lower than the general crisis level, the transaction
is not allowed to proceed, and the cardholder’s access is denied.
The advantage of using this method is that, by changing the Crisis Level, one can impose a
higher level of strictness (or possibly, a lower level of strictness) at ALL doors, WITHOUT
sending individual authorization changes for all the cardholders. Such changes would have to
be sent separately for all cardholders to all relevant controllers, and this could take
considerable time.

See (risis Level — Concept and Example in Scenarios and Examples.

8.2 RELAYS CONTROL

The Relays Control screen provides the user with a dynamic list of all the Relays on
Controllers that are currently active. (Non-active controllers are not shown in this list).
The user can change the status of the relays from this screen.

=1

- Action
= [Ctetwork 1 Mame JContoller JHum  |Presical stabuy | Time activetion  [Laiest sction |

B3 W01 J C3 Lokiy/0ih|C3 1 ¥ Clom= Nore

[ Network 2 - Bio 102 /I3 Loty C3 F W Ckse | [Nore
3703 =] 3 |'s Open [ |Constant ON
» | EEEEEE O 0 | Tlote [ | Corstant OFF

105 T3 Al gl L3 5 [§ Cioen I [Here

W0 /3 Lok 01| C3 3 | § Tioze | | Here

WIT 3 Lok Oth (3 7 | § Tioea [ [ Horw

T E] | Cioze | | Herw

Navigation tree
The user can choose to display Relays belonging to any or all of the currently active
Controllers by checking the appropriate boxes in the tree.

Relay table

The table can be sorted on any of the column headings. Clicking on the heading will

toggle the display of all relays between ascending and descending order based on the

selected heading.

The following headings are listed:

. Name

e  Controller, Number — Name and number of the controller

e  Physical Status — Open or Closed. If there are problems communicating with
the controller a *?" will be displayed to show that the status is unknown

e Time activation — shows if a Weekly Program is associated with this relay:
The relay is automatically activated/deactivated according to the green/red time
zones of the Weekly Programme
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-V ON by weekly program: The relay is activated because a weekly program
has been associated and the current time falls within the activation boundaries
of the weekly program (‘green’ periods’).
- X OFF by weekly program: The relay is deactivated because a weekly
program has been attributed and the current time falls outside the activation
boundaries of the weekly program (‘red periods’).
- No text: No weekly program has been attributed to the relay.
Latest Action - Shows if the normal setting has been altered (by an Action, Process, or Global
Reflex).
Changing the Relay settings
A single relay can be selected by clicking on its row.
Clicking on the Action button opens the Action menu for the selected Relay
Action
1 Refresh 5 |
Return to normal mode
Activate relay continuously {Constant ON)
De-activate relay continuously (Constant OFF)

Activate relay during
Sec”

Action Menu

Refresh
Refresh the displayed information about the relays

Return to Normal mode
Cancel whatever manual actions have been executed and return the Relay to the

state defined for it

Activate relay continuously (Constant ON)
Set the relay continuously activated (ON)

De-activate relay continuously (Constant OFF)
Set the relay continuously deactivated (OFF)

Activate relay during

Sec
Opens the relay for the defined time (up to 120 secs).
Note: Do not use the setting 122 secs.
(this value is reserved for a Toggle function that is not relevant in this screen)

8.3 EXECUTE PROCESS

Shows a list of all Processes and allows the User to execute a selected Process manually.
The user can choose from one of 3 view options.

Execute Process - Large icons view (default)
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2 X/

@ Execute |1 Large icons| = Small icons I List
[ DHGROOM Fee
] Process - FC
FACTORY fen LAH A pation
e wrbmed
LAE A petzon bl LA Activale LAE Devaes Al
Irgut Giaowgiila Zioren [Trtirg]) b

Execute Process - Small icons view

2 X/

@ Execute T Large icons | =1 Small icons| T List

gFﬁETDH‘-‘ e slamn

QY LAE A pesson left A LAB Activate Input Geouphlarm Zone
@ LAE Light local dlarm Light

‘Lﬁ-Bur,:-m S orumres Srbeid [T adbeng)

G LAE Roet Ml Ingad

L1 *

Execute Process — List view
(This view is recommended if there are a large number of Processes defined)

- x|

i DHGROOM Fire Process - PC Message

& FACTORY fire alaim

W8 LAE A person entered

@ LAE A person leit

& LAE Activate Inpagt Gioup/dlam Zone

& LAE Dizamm Alarm Zone [Teztmng)

& LAE Light local Alaimn Light

@ LAE Meszage No-one in Lab

@ LAE Message Someons entered [Testing]
b LAE Report No in LAB

& LAE Reset Alarm Input

% MAIN ENTRAMCE FORCED Send an Email

Any Process can be executed by selecting it and then clicking the Execute button or double-
clicking the icon.

Note: In the Icon views, Processes are arranged alphabetically. The window size is fixed, and the user
may need to scroll the display to see all the process icons.
Although the display can be edited by dragging the icons to new positions, the changed display
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is not saved, and the next time the screen is opened, the icons will be in their original
positions.

Note: Icons for Processes can also be placed on the Active Alarms screen (using the Position

screen) or on the Application Toolbar (using the checkbox ‘add to Toolbar’ in the

Process screen
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9 TOOLS TAB

There are two variations of the Tools Tab, depending on whether an Access or an SQL
Database is in use.

TOOLS TAB USING ACCESS DATABASE

(3 SERVER GuardPointPro Version 2.3.514

E: HE|[DdBE - & d &

Report JCreate newf] Save Restore [JCreate newl] Save Restore | Create a qroup Cardholders Multiple Access | Save Options
wizard database fdatabase database journal QFjournal journal of badges  import profile  Group Wizard Files

—

Only available with Access Database

TOOLS TAB USING SQL DATABASE

@ SERVER GuardPointPro Version 2.3.514 - B X

Parameter Event handling Modules Communication View Manual action Tools Help

Parameter Event handling Modules Communication View Manual action Tools = Help
E Wb B (¢ | ud B = s <l ) &

Report Save Restore | Switch | Save Restore Create a group Cardholders Multiple Access Save Options
wizard database databasedatabase | journal journal of badges import profile Group Wizard Files

Only available with SQL database

There are 5 groups of Operator actions in the Tools Tab:

Database Cardholder Operator
Reports Jou rnals
functions Groups Tools

Create new Create new
Report |database Journal Create a group Save
wizard  |(Access (Access of badges Files
database only) database only)
Cardholde ,
Save database Save Journal caldnolaers Options

import profile

Multiple Access

Restore database Restore Journal ]
Group Wizard

Switch database
(SQL

database only)

9.1 REPORT WIZARD

Guard Point Pro incorporates a powerful report wizard. A wide variety of standard reports
(which are all customizable for layout and content) are included in the system. Reports are
compiled from the journal or from any other information of the database (parameters, events
or modules).

Reports are generated in the language of the application. They can be displayed, printed or
exported. The Preview function means that, at the press of a button, the user can see a how
the report will look, to verify any step in the process of building it.

Four user-friendly screens lead the user, step by step, through the process:

e  Select the required report
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e  Select the data to be included
e Filter the data to show only the required records
e Organize the data (sorting and grouping)

Note for Large Sites/Advanced Users
Processing Time: Users should take into account that, if all transactions are selected for a
report, then processing a ‘Preview’ or a ‘Print’ instruction can take significant time in large
installations. It is preferable to prepare reports using a limited group of records, and then
change the relevant setting to ‘All’ after building the report and checking the output on a
smaller sample.
Design Functions: Information in this documentation is intended for regular users only.
Advanced functions require knowledge of the Active Report® professional tool.

’9.1.1 REPORT WIZARD STEP 1/4 - REPORT SELECTION

The first screen of the report wizard allows the user to select an existing report or start
defining a new one. It is accessible via the icon of the navigation bar or via the “Tools" menu.

: K
¥l ]

Step 1/4: Select an existing report or click on new report icon to create an new
report

Available reparts E E! g Prinit

Create a new Last repork.rpe My
repark Controliers,rpx

Sirple reports

Available Reports
The ‘Available Reports’ window shows an icon to ‘Create a new report’, and icons for
any other User-defined reports previously saved as x.rpx files. Double-clicking on any
of the icons opens the Report Wizard 2/4 screen - Data Selection screen for the
selected report.
(The last report generated by using the Wizard is always shown in an icon called
‘Last Report.rpx”)

Command Buttons
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Large icons, Small icons & List:
The three blue icons allow the user to choose how the list of existing .rpx reports is
shown.

Print
Click to print the selected report

Preview
Select a report in the list and click Preview to view the report as it will be printed

Design

Click to re-design the appearance of a selected report (for experienced users only)
Simple reports

Click to quickly create a standard journal report or to display a journal query.

See Report Wizard 1/4 - Simple Reports

Next
Click to go to the next step of the report wizard for the selected report
If no report is selected, the screen for a new report will automatically be opened.

Exit
Click to close the report wizard and go back to the main screen

Note: If using the option of the SQL database Maintenance tool for automatically archiving
old events, the events removed from the main database are placed in external archive
databases. Then, when running the Report Wizard, Guard Point Pro detects whether
there are archive databases on the SQL Server. If such archives are found, the Wizard
displays the two following buttons: 'Fill History List' and 'Preview History'.

[
m«m--mm"ﬂ"mﬂpﬂm“m“”“ ’,@ 4

neslable reports 58| M| | | oot | [ prevew ][ oeson |
[4] O
Cresle o now 100 AGwith  AGsleisspe AGsielsl00]. AG-skals10il. Befiore GramiEvenis.r
Pt Evenls. s EHUNLApK PR P 200%.rpx =]
Gk I
July 201 Lrpx Last LagtDayGrant LastHourGrant  Metlstpx Report Lpa
s Lo e -

AMSHLeal <O LILRE11 10 I?ﬁ

Using these buttons the User can select which one of the history databases should be added
to the main database when previewing a pre-defined report.
The Preview History option works only on pre-defined report layouts.
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9.1.1.1 REPORT WIZARD 1/4 - SIMPLE REPORTS
Selecting ‘Simple Reports’ in Report Wizard Screen 1 opens the Journal Query screen.

% Journal query @

B
5d |
Shiow Close
[ AN recnrdgél When checked, all fields are greyed-out.
« Uncheck to make selections
E@t date End date From readers #*
|13-Ap: A1 ise ]m;m s |13.,a.;.r 1 [l [23;5_9 PN <From All Beaders>
) - - Rdr01 § C 001FrDooriN
[#]Inputs alarms events [¥] system slarm events Eg;gf } E %gmﬂwm
l'u:v:ess granted events User comments Rdroz § C o0z
[¥] Access denied everts Linknown badge events Rdr01 f C 003
Rdr0Z f C 003
Al types v RAO1 | C 004 v
() &l cardholders — " Sort order
O ony . I & Date
Bosston Donald Montgomery
Davis Rob {) Date, Transaction, From, Data
Monitor Clive
() From, Date
() From, Data, Dake
(O Data, Date
() Transaction, Date
Fields
All records

The default setting has the “All records’ box selected. All options are greyed-out, and
this setting produces a Journal Report for all transactions.

By unchecking the ‘All records’ box, the option fields are activated giving the view
above, so that the user can choose parameters for the report.

Filtering and Sorting data:
Select the data filtering criteria from the journal
e By date: Select the date and time for the start
(Date dropdown opens a calendar, time edited by selecting hours or minutes and
using A Yarrows)
Default setting is 00:00 to 23:59, current day
e By reader/s: Select <All readers> or click on the specific reader(s) required
e By events: Check the events to keep: Inputs alarms, Access granted, Access
denied, System alarm, User comments, Unknown badge
e By type — use ‘All types’ or select Visitor, Employee or Guard
e By Cardholder/s: Select ‘All cardholders’ or check ‘Only” and click on the
required cardholder(s)
Sort order: Select the desired sort order of the data

Show
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‘Show’ displays all the records as a table, and in that display, ‘Preview’ allows the

report to be viewed, printed or exported. Layout can also be edited if required.
Close

Click to close the report wizard and go back to the main screen.

Users who do not have authorization to create a new report may still select a report

and go directly to the Data Filtering screen to modify the report contents of existing
reports.

9.1.1.2 REPORT WIZARD 1/4 - PREVIEW

This screen allows a screen preview of an existing report before printing and/or export.

] Reports preview

[GEwort| & Ein. | [T | 46 | B @ € @ |HE ’f’]u Ll 1724 | & (]

GuardPointPro - Top 1000
Create a new report

All other fields: All
Grouping:
Date From Action Comment User
07/03/2012 02 / Controller Manual Relay 1000
15:09:07 001 Change - Always
activated -
CONSTANT ON
07/03 /2012 r02 /Controller Manual Relay 1000
15:09:16 001 Change - Always
activated -
CONSTANT ON
07/03/2012 02 / Controller Manual Relay 1000
15:09:18 o001 Change - Always
activated -
COMNSTANT ON
07/03 /2012 02 /Controller Marual Relay 1000
15:09:50 001 Change - Always ]
activated - )

_ Preview ;| Design

Toolbar Buttons

Export
Opens the Export window.
Print
Click to print after having specified printing parameters.

Copy this page to the clipboard
Click to copy the current page only

Find
Click to search for a specific word in the selected report.
Single Page, Multiple Page, Zoom Out, Zoom In

Zoom
Click to adjust the report preview.

Previous Page, Next Page,
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Page
Click to navigate in the report.

9.1.1.3REPORT WIZARD 1/4 - DESIGN.

This screen is reserved for experienced users only. It allows the redesign of existing report.

Clicking on the ‘Preview’ tab displays the preview of the report; this is useful for checking the
modifications in real time.

L) Reports preview

=,

S| AL

| File Edt Format View || BB % ERo
| . - “|B 7 U

w | [l

|
1
_'[_| T T T S S I S IR A I I AR TRt
k _j || ReportHeader -
i - GuardPointPro =
= 1 Cl'eate anew report (Mame) ReportHeader
¥ |- BackCalor 1
2 Backstyle 1 - ddBkMormal
- |All other fields: All CanGrow True
~ __i 1 Pagetead S msaniin s Canshrink False
—| ! FageHeader i
;i height 1665
=i E Date From Action Comment | NewPage P—
E=§ _:1 = Dgtail Script
r - Date Fram Action Comment = Wisible True
J [=] PageFooter
&) - Printed on 26/03/2012 14.54
=
o =| =] ReportFooter
=
Ado
Ty W
DAo
(24
RDO
=

x
=
E

B

Caution: DO NOT MOVE, CLOSE, or RESIZE the ‘Property Tool Box” Window.
Operating Mode
The Design tab is based on the Active Report® professional tool. This documentation is not

intended to cover the large variety of options - just some basic instruction and tips. Full
information is given in the Active Report® documentation.
Moving selected fields

Select an existing field and drag and drop to the required position in the window.
Lengthen or shorten the space allocated to a field

Select an existing field and drag the blue squares around the field to resize it
Delete a field

Select an existing field and delete it

Change the text in a label/text box
Select the field and edit the text on the Property ToolBox window, in Caption (for
a label) or Text (for a text box).
Do not change the ‘Name’ of any field

Change the font
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Select an existing field and change the font on the Property ToolBox window, in the
Font field

Add a new field or a picture
Select the field type from the toolbar on the left and drop it in the layout. If it is a
picture field, go to the Picture field of the Property ToolBox, click on the [...]
button and browse your PC for any graphic file

Change the Report Header background
In the Property ToolBox window, select the Report Header window, and change
the BackColor field, and set the BackStyle field to 1

Save all changes
Select the ‘File/Save’ menu and save the report on the ‘Reports’ folder under the
Guard Point Pro folder with RPX format

9.1.2 REPORT WIZARD STEP 2/4 — EXPORT

Selecting Export in the Preview screen opens the Export options window.

# Export 81

Select the export file format options

Export Format | pOF - Portable Documert Format |
Export options

HTML - Hyper Text Markup Language:
WS - Microsalt Excel Worksheet
TIF - Tagged Image Format
Text

Export Format
Click to export the selected report in the following formats:
e  RTF - Rich Text Format
e  PDF - Portable Document Format (default)
e  HTML - Hyper Text Markup Language
e  XLS - Microsoft Excel
e TIF - Tagged Image Format
o TEXT

Filename
Type a filename.
Caution Remember to put in the correct file extension. Even though a file format is selected,
the Active Report® tool does NOT provide a file extension — this is the user’s responsibility.
If no path is entered, the file will be stored in the Guard Point Pro folder.
Use the [...] button to browse for another location
The default location will be reset each time this is used — i.e. the system will try to
put the new file in the same location as the previous one.

EXPORT OPTIONS

Each Export format has its own set of options
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PDF Export Options

RTF Export Options

# Export X ® Export X
Sedect e export fle format oplions Sedect U export e format options
Expart Forrsat Export Poreon 1F - ach Tt Formt (eompatble NS Werd v
Exprt egti Ect DO rgramn
| ] Gl
e ] e ] I

HTML Export Options

Sedect e export file format options !

XLS Export Options
® Export X

Sedect e export file format options
Expart fortt 1ML - bhyper Fet Markan Largussge Expart fortae
Espert options Export cptions
st I - 2
Tik: [ ] Border space! Traps
sk T | b, coll wadtho Trepes
WiLfomat sz tecowhecht: [ 28] e
Tl it ke : %mﬁ MH
[ restm €55 stes) ] Garmrsbe page traske
[ create frames [Z] Gererabe rulticle chessts
[ Crests HIME Archive [ Sheves masgin sparce
[l sregie page cutput ] Triem empty space
W ] . I ]
TIF Export Options TEXT Export Options
# Export % Il * Export X
Sedect e export fle format options Sedect Uwe export e format options
Exgortfornat  t1r - fagyed insgs Fomst | Eprtfend R -
Eportoptions Eportoptions
| | Gaad [ | Gud
Tt Dosdvalta 1 J
[ Suppress ampty lnes
Clurscods
e ] e ] I
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9.1.3 REPORT WIZARD STEP 2/4 — DATA SELECTION

The second step of the Report Wizard allows the user to select the fields to display in the
report.

For an existing report, the user can see the fields available for reporting, which fields are
currently selected, and the display sequence. These parameters are easily modified.

If required, the user can also select a different source of data.

Note: This screen may be accessed at any time from any screen, by clicking on the “Print”
button (“F11” function key). Depending on the screen from which the wizard was launched,
the data fields available from that screen will be listed.

m Report wizard Ead
Step 2/4: Select the source of the data and the check on the fields you want to see %%
E 8 s E
Select the data source: Available fields

|_1 Journal reports
5] Journal simple
23] Door pass
3] Alarm history
5] Active alarms
23] Doors Permissions

8] Awudit Relay ﬂ

| Shatistics

|7 Patral reports

|1 Parameters ﬂ

{_7 Event handiing

|1 Modules

|_1 Other Reports

(%) From current journal

{7 From anather journal

J [ooe]

; el
. Top: | 1000 B
View data B = Previous l I Mext ] l Exit l

Left Window
Data sources list grouped in folders by type. Select the required data source. See List
of available Standard Reports

Right Window
Once the data source is selected in the left window, the corresponding list of available
fields to display in the report is shown, with the default selected fields highlighted in
blue.
Fields can be toggled on an off by clicking on them.
Fields that are not selected at this stage will not appear in the remaining steps.

Buttons N & ¥
Click on these buttons to move a selected field in order to re-order the columns in the
report as required

Select the Journal from which to create the report
Guard Point Pro allows the choice of the journal (period) of the report:
e  From current journal (by default)
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e  From another journal (with “Access” database ONLY)
Select any other journal of the system by using the [...] button, and specify its name
and its directory

View data

Click on this button to preview the content of the data in table form;
Click again on the “View data” button to quit this mode

Top
Enter the number of records or select from the dropdown the number of records to
be processed for the View action.
By default, this field is set to 1000, which means only 1000 records will be processed.
However, the maximum of records that can be processed by the View action is limited
to 50,000. The Print action is also limited to 50,000 records.
In large installations this reduces the processing time, and requires the user to view a
limited number rather than processing the whole database.

Previous
Click on this button to return at the previous step of the report wizard

Next
The *Next’ button is greyed out until there is a list of fields in the ‘Available Fields’
window.
Click on this button to go to the next step of the report wizard

Exit

Click on this button to close the report wizard and go back to the main screen
Summary: Using the screen

To display the available data sources of a report type:
Double-click on the required report type from the left window
See Notes at the end of this section for more information
To display the available fields of a data source:
Click on the required data source from the left window;
The right window shows the list of available fields, some of them already selected (in
blue)

To select the required fields:
Click on the available fields from the right window to change the default selection if
required

To re-order the fields as required:
Use the arrows button to move the fields
The “View data” toggle button may be used to preview the data of the report. After
Previewing, click ‘View data’ to return to this screen.

To continue the creation or the modification of a report:
Press the “Next” button to go to the next step of the report wizard

Notes:

1. The ‘Journal Simple’ report shows all transactions in the database (within the
selected dates), including transactions of Deleted or Removed Cardholders.

2. The ‘Door Permissions’ report gives the Reader list showing, for each reader, who

is allowed to access and when (i.e. by Weekly Programme). This report takes into
account the Access Groups (standard and multiple), but it does NOT show Exception
and ScheduleAG data.
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3. Setting the GuardPointPro.ini file entry ReportShowDeleted = 1 adds the data type
‘Deleted’ to the choices for the Door Pass and Door Permission Reports. This
allows the report to include transactions from deleted cardholders. (Remember — this
works only for ‘Deleted’ cardholders. Once cardholders are ‘Removed’, their data
cannot be shown on Door Pass and Door Permission reports.

See Create a Group of Cardholders/Delete))

4, In the Door Pass report, the field ‘Full name’ is selected by default. This will use
the cardholder name as held in the database when the report is created.

If the user selects the field ‘Name in Journal’ to be used in the report, it must be kept
in mind that the name that will appear in this field in the report will be the original
name that was written in the Journal when the transaction occurred. In most cases,
there will be no difference — this is only a consideration where the cardholder name
(Last and/or First) is changed.

9.1.3.1 REPORT WIZARD 2/4 — DATA VIEWING

This screen allows the content of the current report data at the different steps of the report
wizard to be previewed.

From the Report Wizard screen 2, click View data.
(The example below is Journal Simple)

& Report wizard

Step 2,/4: Select the source of the data and the check on the fields you want to see @ D

[From [Data [User
e [ Solomon Regnald |
(=111 [Sokomon Regnad |
| Caadnl EEEEEE]
| e | o2 [Robero Gonzo
[135ep100351:00 Satelte sl [C3 [STLO 132
[135ep-10 09:51:00 Access Grarted | Cldi |Foberta Gonza |
[135ep10 035200 Access Grarted | Cardil | Bosslon Donald Wor|
[135ep-10 095200 Accass Grarted | Cadi] [Moritor Cirve l
[135ep- 10095200 Access Garted  [cid2 |Bosston Donald Mor|
[135ep10 035200 Satelite slam | C3 [sTLo3:
|13-5ep-10 5200 Start of Alaem |5/ C3
[135ep-10 03:52.00 End of slam 05 /03
[135ep10 035200 St of Adem |05/ C3
|13-5ep-10 03:52.00 End of alarm [i05/C3 . |
B 13-5ep-10 09:52.00 Access Granted |e3idrd Bio | Bosston Donsld Mor|
'mt 135ep-10 09.52.00 Access Grarted chdid Bio | Monitor Clve
[135ep 10035300 Access Granled  |cidi2 Bosslor Donald Mor|
[135ep10 035300, S atelite slam =] [sTLO13E
13Sep 10035300 Access Granted | cidi2 | Monitor Clrve |
1}5ep -10 0354 III Access Granled C2d | Bozston Donald Mor!
[135ep10 035400 Satelite slam ] [sTLG 132 | ~
] 4 ITdd records 100 AL
T

Data displayed

Date, Transaction, etc.
Data fields that will be printed in the final report.

Navigating the View
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The vertical slider on the right of the window can be used to scroll up and down
through the available records.
Click on a record to select it (shown by the »icon in corresponding Left-hand column)
Buttons € & P (below the window)
Click on these buttons to select earlier or later records
Buttons ||« & » ||
Click on these buttons to select the first or the last record
Video Icon
A video recording is linked to this event. A context menu is displayed by right-clicking
on it, with the option to launch the video record linked to the corresponding event
(for use with the Video Module ONLY)

View data
Click on this button to exit this mode

9.1.4 REPORT WIZARD STEP 3/4 — DATA FILTERING

The third screen of the report wizard allows fine tuning of the report by filtering the data.

& Report wizard @
Step 3,/4: Filter the data: Click on a field and click on the specifics items @ D

Avaiable fislds Full name
Full name A I'h ﬂ!
Tumber
Dapartment Jones Casey
ALcess qroup Jones Casey. e -
Maruel Jose .
Monkos Clrve
i Montaey Cai |
Fabeito Ganzo .:m L>
Type Sclomon Flegnald .
Compay
Ciffice phiores [ Add

Parsonal weelkdy programme

l‘-\l
Personal crisis level © Incude
Erom date () Exchade

s , =
Opticns

(%) Select From al avalable vakees

(7 Sedect from current query vales

View data Top: ] Previous || Nesit || Exit

Available Fields - Left Window
The fields selected in the previous screen are shown. Fields to be printed appear first,
and other fields, which may be used for filtering even though they will not appear in
the report, are shown below a separating line.
Selecting any field in this window displays the corresponding data in the right-hand
window. Depending on the type of data field selected, the right-hand window displays
the type of filtering available.

Multiple Filters
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Multiple filters can be defined. All fields that are already designated as filters are
shown in bold, with a filter icon alongside it.

& Report wizard X

Step 3/ Milter the data Chok on & leld snd cck o Hhe specifics kems D
walsiis Fkds Dpartrant

ol nave = ] [ #
’.-l'/ I-ml.'r _w
. 1 ]

|
. [Pt chon Frrzornai

|
oS I |Gty |

L R |

Frit fusre -]
Tyoe ! AL
Compars Il s
Offics phare |

e.g. The department ‘Management’ has been selected as a Filter. Now, another field
can be selected in the left-hand column, and a value chosen in the right-hand column
to act as an additional filter, by clicking Add

Deleting a Filter
Any filter can be deleted by selecting the field nhame in the Available Fields window,
and clicking ‘All" in the Right-hand window, and then clicking again anywhere in the
‘Available fields’ window.

Available and Selected fields — Right Windows
The upper window shows the values of the selected filed in all records, and the lower
window shows those records that have been selected for filtering.

Filtering buttons (Greyed out if ‘All’ is selected)
e  Add <NULL> - Select only records for which the value of the selected field is
empty
e  Add — Select all records with the highlighted data
e Include/exclude Radio button — Clicking these buttons toggles between
including and excluding the records matching the selected data.
¢ Remove — Removes the selected field from the lower window.

Examples of Filtering Criteria

Text Format — (as above) Initially, the ‘All’ box is selected, and all instances of the

field are shown. The filter options to the right of the window are greyed-out

(unavailable).

In order to filter on this field, uncheck the ‘All’ box.

The user can now select individual records by clicking on them, and then

use the ‘Add’ button to include that record in the filtering criteria

Examples:

e Using the ‘Last Name’ data field, selecting any record with the name ‘Jones’ and
then clicking the *Add’ button, would produce a report for all the cardholders with
the last name ‘Jones’.
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Avalable Fields Lask nanme: :

Full name A mE [ #
Badge
Number
Drepartment
ALCess group I awsel

Morstor

name Monterey
L'-ﬁt [% Flobeto
First rame g Add
Tooe Selomon _ 1 | =nNULLE
Company m
Office phone A
Personal weskly programemes =
D
Personal crisis level Jones (&} Indude
From date () Exclhude
e :
Cptions
() Select From al avaiable vakles
() Sedect From current query values

Note: The search criteria do NOT include any wild-card capability.

e Areport of all cardholders who have not been allocated a badge could be
produced by selecting the ‘Card’ field, and clicking the Add <NULL> button.
(Remember to uncheck the ‘All’ field so that the Filter buttons are active!)

Fuill name e D AR ﬂ|
Bacos ooooosss |
Humber 00023182
Departient Do0z3g3
Access group 00023184
00037134

Last name
Firsk name Add
Type <hLLL>
Ciofhpaty

Office phone

Personal weekly programine
Personal crisis level [ <AAL>
From date O Excude

A
e
Oplaons

(&) Salect From 2 avaiable values

£ [a

) Select from current query vahses

Date Format — User can select ‘From’, ‘To’, ‘In the last X Months’, ‘In the last X
Days’, 'In the last X Hours' to limiting the report to a specific period.
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Duake
Trarsaction
From

Daka

Usger

Number format - User can select ‘Greater than’, ‘Smaller than’, ‘Equal to’ for limiting

the report to one or several specific values

Awailsble fields

Car registrabion No ~
Fhoto

Lift programme

Parking user group

Last pass date

Last reader pass

Anti-pass back level

fArea

Social Security No

Customézed label 2

Custornized label 3

Custorized label 4

Last given date

Shared Status Bt
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Date

[Cleram (Ereater than or agual)
E e T R T

[ 1o éSmaler than e equal)
ECE R

[Cltn the last O % onthis)
[[Jtn the last 01 = pays)
[#In the last O % Howds)

Number
| Greater thar [
| Smaller than I—
|Equalta [

@) Match 2l of the sbove conditions

) Makch any of the above conditions

Boolean format - If the selected field has a Boolean format such as Yes/No,

True/False (checked/unchecked), use the filters: ‘Yes/True’, ‘No/False’ for limiting the

report to a specific answer

Avalable fields

Cornparry ~
Office phone

Personal weekly programme

Personal crisis lewel

From date

To date

walidated

Street | Apartment

City | Diskrict

Post code

Phione | Fax

Keep the cards iF moborized reader

Mo APE, Mo timed Anti-Pass Back

Mo access during holidays

Reset APE level when download N

Select from all available values:

Mo access during hobdays
[Tves | True

[ 1Mo | False

All the data of the selected field appear on the right window

Select from current query values:
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Only show records for which the current set of selections applies.
Example: In a Cardholder report, one could filter on a field (e.g. a particular
*Access Group’), and then, by clicking on ‘Select from current query values’ one could
define a further filter based on ‘Personal Weekly Programme’ and click on ‘Add
<NULL>" - the resulting report would include ONLY cardholders who had the selected
Access Group AND did NOT have a Personal Weekly Programme level associated with
them.

View data
Click on this button to preview the content of the data in table form;
Click again on the “View data” button to quit this mode

Top
Enter the number of records or select from the dropdown the number of records to
be processed for the View action.
Note: The dropdown gives numbers ‘All, 100, 200, . etc., . up to 50,000.
The maximum number of records that can be presented is 50,000.

Previous
Click on this button to return at the previous step of the report wizard

Next
Click on this button to go to the last step of the report wizard

Exit
Click on this button to close the report wizard and go back to the main screen

9.1.5 REPORT WIZARD STEP 4/4 — DATA ORGANIZATION

This last step allows data organization before preview for printing or exporting.

Step 4./4: Organize the data in the report @’D
Sort order {double-click to change order) Group by (double-chck to group oe not)
21 Ful name Full name
Badge
Murnber
Department ,‘. I + I
BCCEEs Qroup
Crder Crder
¥ ¥
SAdorkation Sawe report as
(%) Portrait [\ Program Files|AMS _ND|Reports|Last repor EI
O Landecapes ) Print the report
(%) Prewiew the report
?ﬂtt Brinkee E () Design the report
View data Top: v] | Frevious | | Firish | | Exit
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Sort Order window
By default, the records are sorted alphabetically by the first field from the list.
Double-clicking on a specific field will toggle between three possibilities:
Sorted A-Z, Sorted Z-A, Unsorted.
An icon will appear against any sorted field, showing the direction of the sort.
The name of any field selected for sorting will appear in the right-hand window
Grouping Window
All sorting fields show in the Grouping window. Double-clicking on any field in this
window will result in a grouping the data in the report based on the contents of the
field.
An icon appears to show any fields designated as grouping criteria.
By default, no field grouping is selected.

Buttons N & ¥
Click on these buttons to classify the sorted fields or the grouped fields by importance
order.

Orientation
Specify the report orientation (Portrait or Landscape)

Select Printer
Choose a printer for the report.

Save report as
Allows the user to save the current report definition.
Default directory is the Guard Point Pro subdirectory \Reports
Default name is Last report.rpx.
(Thus if two successive reports are saved without changing the name, the earlier
report definition will be over-written).
Once reports have been saved in the default directory, with the file extension .rpx,
they will appear ‘Available reports’ window and can be re-used.
To store the report elsewhere, modify the location with [...] button.
(Such reports will NOT be available for re-use.)
Note: The GuardPointPro.ini option ‘Report folder’ allows a workstation to store its own reports in a local
folder.

Choice of Report destination
Print the report, Preview the report, Design the report
View data

Click on this button to preview the content of the data in table form;
Click again on the “View data” button to quit this mode

Top
Enter the number of records or select from the dropdown the number of records to
be processed for the View action. (Max 50,000)
Previous
Click on this button to return at the previous step of the report wizard
Finish
Click to save the report and to execute the selected option
(Print the report, Preview the report or Design the report).
Exit
Click on this button to close the report wizard and go back to the main screen
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9.1.6 LIST OF AVAILABLE STANDARD REPORTS

Journal
Reports

Journal Simple

Door Pass

lAlarm History

Active Alarms

Door Permissions

Audit Relay

Statistics

Journal Simple Statistics

Door Pass Statistics

Patrol
Reports

Patrol Simple

Patrol Detailed

Parameters

IController Networks

Controllers

Readers

Inputs

Outputs

Local Reflexes

Daily Programmes

\Weekly Programmes

Holidays

)Access Groups

Departments

Badges

All Cardholders

Access Exceptions

Scheduled Access Group

Cardholders and Access Groups

Vacations

\Visitors

lAuthorization Levels

Users

ICustomized Labels

Event
Handling

Icons

Maps

Input Groups

Output Groups

iActions

Processes

ICounters
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Global reflexes

Inputs in Event Handling
Programmes

Modules

Parking Lots

Parking user groups

Parking Zones

Parking presence list

Lift programmes

Guards

DVR

ICamera

Other
Reports

(Lists Reports created by
the user)

9.2 DATABASE TOOLS

In this section:

e [1SQL Database Support

o [Setting up a Secondary Database
o [Create New Database

e [1Save Database

e [|Restore Database

o [ Switch Database

9.2.1 SQL DATABASE SUPPORT

During installation, the user is asked to select ‘Access’ or ‘SQL’ as the database format. If
'SQL’ is to be used, the Microsoft SQL server must be installed on the server before
installation proceeds (see Supported Microsoft SQL server licenses).

SQL Setup
In order to use an SQL database, the following conditions must be met;
e  The Connection String and Redundant Connection String parameters must be
initialized (see below)
e  The Dongle must have the entry ‘SQL’
e  The GuardPointPro.ini file must have the entry:
DBType = 2
Once these conditions are satisfied, the Tools Menu will be modified as follows;

@ SERVER GuardPointPro Version 2.3.514 - B
Parameter Event handling Modules Communication View Manual action Tools Help
" - 1 ] - ! .
E ud B W B = 3 2

Report Save Restore | Switch | Save Restore Create a group Cardholders Save Options
wizard database databaseidatabase | journal journal of badges import profile Files

il "'& Q’[} E': '-.l- %o Mo 0@ Secondary data source @
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e [ The Switch Database button will be available.
e  The Secondary Data Source icon will be shown (this area blank when the
primary database is in use)

9.2.2 SETTING UP A SECONDARY DATABASE

When using an SQL database, a secondary (alternate) database can be added.

This can be identical to the main database (but located on another PC) to allow the data
source redundancy and guarantee the stability of the system in case the main SQL database,
or the connection to it, fails. By checking the Auto database fail over box, the server, as
well as the workstations, will be preset to switch to a backup SQL database automatically.

Alternatively, the second database can be different from the main database too. In this case,
it is possible to switch from a database to the other using the Tools/Switch Database menu.

Notes: This menu option is only visible when:

1. The system includes the SQL capability ("SQL’ in the Dongle)
2. The Redundant Connection String has been created in the Options/SqlServer/Bio
screen

9.2.3 CREATE NEW DATABASE

Caution: This command is NOT available for installations using an SQL database.

Guard Point Pro allows the storage of multiple databases. This command creates a new clean
database and sets it as the ‘active’ database. The previously-active database is stored.

If using the Multi-company Module, this option will be available for super-users only (See the “Multi
Company Module” chapter for further reference).

= X
\lj Are you sure you want to areate a new database? This will erase all your caurrent definitions!!!
Yes , No

A warning message is displayed before applying the request, requiring the user to confirm
the request.

After confirmation, information from the current database is saved. The system displays in a
message showing the name of the saved file.

‘l:'} My daabhess wis rasted aurdesshidly
Your database has been soved 86 AmadesS_ZSNov2010-15.39.45.mdb

OK

Whenever a new database is created, the existing Journal is also saved and a new Journal is
opened.
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Saving the Journal: The system will pause immediately after displaying the message
confirming that the database has been saved. This is normal — it is the time required to save
the Journal.

A message displays the location of the old Journal.

GuardPointPro

i Journal was saved successhully,
\l') Your journal have been saved as Z:\Program FilesyizuardPointProz ., 3\Backuph Journal_2&Marz012-15.21.15.jrm
The number of journal records saved: 43757

The extension of the file is ‘mdb’ (Access database only). By default, the files are saved in the
“\Backup” sub-folder of the Guard Point Pro directory.

The default destination can be modified in the Tools/Options/File Location screen.

9.2.4 SAVE DATABASE
Backups: It is advisable to save the current database regularly.
This command stores the current database.
The Save Database command opens a normal Windows ‘Save As’ window.

?X

Savern | BACKUP «- «MBeF (B~
3] AmadesS01 Ln2010.mdb
8] Journal_08)un2010-15.35.25.mdb
My Recers B Jourmal_AutoBackup_12_2009.mdb
Documents
Deskiop
My Documents
Fili s oo = ol | Sww
My Comguies  Save a2 lype Datsbase fles " mdb) ul Cancel
£

By default, the system names the file to be saved with the current time and date, but the
name can be modified. To overwrite a database, select it from the displayed list and confirm
or cancel the operation.

The system displays a message showing the name of the saved file.

GuardPointPro x“
=)

\i/ Database was saved successfully.
Your database has been saved as C:\Program Files\AMS_ND2\BACKLP\AmadeusS_25Nov2010-15.31.24.mdb

o ]

By default, the files are saved in the \Backup sub-folder of the Guard Point Pro directory.
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The default destination can be modified in the Options/File Location screen.

9.2.5 RESTORE DATABASE

If using the Multi-Company option, this command is available for super-users only
See Multi Company Option
This command restores a saved database.

[ )

Lockin: | Ly BACEUF | +«Bcf @
L} AlamadeusS_01ul2010-11 42,26 mcb
i ﬂ ) AmadeusS_012012010-11.48.34.mdb
MyRecert | IAMaCeUSS011UN2010.mdb
Decunests 9] Journal_013ul2010-11.54.02.mdb
@ 3] Jourmnal_08n2010-15.35.25.md

& Jourmal_AutoBackup_12_2009.mdb

Deskiop
My Dociments
) File naame: ¥. Dpen
My Computes  Files of hype Datshase fes [ mdb) * Cancel
pro— Dpen as iead-onks

On selecting this command, the system posts the following warning to the Log:

Executing Restore command. This might take a couple of minutes...

The system opens a normal Windows ‘Open’ screen, pointing at the default directory.

Select the required database file from the list displayed, and confirm or cancel the operation.

e Database files (*.mdb): Default extension for Access database
e Database files (*.jrn): Default extension for SQL database

If the operation is confirmed (and if the chosen file contains a valid database), then the
system saves the current database (showing the message ‘Your database was successfully
saved’ and the location), and replaces it with the new one.

By default, the files are saved in the \Backup sub-folder of the Guard Point Pro directory.
The default destination can be modified in the Options/File Location screen.

The system should resume operation automatically, using the settings in the database that
was used for the ‘Restore’ command.

9.2.6 SWITCH DATABASE

Caution: This command is NOT available for installations using an Access database.

When using the SQL database, the user has the option of specifying an alternative database
in the Tools/Options/SQL Server / Bio screen. The Switch Database screen is only shown
after a secondary database has been defined.

Clicking on the Switch Database icon signals the SQL server to switch to the previously-
defined secondary database
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@ SERVER GuardPointPro Version 2.3.514 - 8 x
Parameter Evert handing Modules Communicobon View Manual action Tools Help

E & E(#F |4d B - ¥ | 2
Report  Save  Restore d&wwv Save Restore Create 2 group Cardholders Multivie Access Save Options
g1

wizard database databasdatabase ) journal jourmal of badges  import profile Group Wizard  Files

As long as the secondary database is in use, a message is displayed on the Toolbar.

@ SERVER GuardPointPro Version 2.3.514 - B %

Porameter Event handling Modules Communication: View Manual action Tools Help

|~ &;Quuf.‘n* Fo %o —-1[ Secondawdntamce@

If the ‘Switch Database’ command is used while the secondary database is in use, the system
will revert to using the Primary Database.

9.3 JOURNAL TOOLS

In this section:
o [Create New Journal
o [Save Journal
e [|Restore Journal

9.3.1 CREATE NEW JOURNAL

Caution: This command is NOT available for installations using an SQL database.
A Journal is a database of all the events that occur in the system.
The system allows the storage of several event journals and permits to consult them easily.

For good operating condition, it is recommended not to let the journal grow to more than
150Mb. When the journal reaches this size, it is time to use this command for creating a new
journal. This command automatically saves the current journal in a back-up file and creates a
new clean one. Then, this clean journal becomes the current journal.

If using the Multi-company Module, this option will be available for super-users only (See the
“Multi Company Module” chapter for further reference).

A warning message is displayed before applying the request in case of wrong action.

\i/ Are you sure you want to create a new journal? This will erase all your events historylll
Yes f NO ‘

When the new Journal has been created, the confirmation message is displayed, including
the location where the previous Journal was stored.

GuardPointPro E‘

\i‘) New journal was created successfully.
Your journal has been saved as Journal_2SNov2010-15.43.08.mdb

oK
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By default, the files are saved in the \Backup sub-folder of the Guard Point Pro directory.

The default destination can be modified in the Options/File Location screen.

9.3.2 SAVE JOURNAL

The Save Journal command allows the user to save portions of the Journal - for example, a
month at a time. It should be run on a regular basis, each time saving the transactions that

apply to the period of time between Saves.

Managing the Journal: The journal grows over time, and it is important to keep it to a

reasonable size (recommended not to grow larger than +/-150MB).

See GuardPointPro.ini entries doAsk7ToJournalOnStartUp, doAutoJournalEveryMonth

¥ Save journal

Save as ..
iC:'l,F‘ru:ugram Files\GuardPointProz, 3\ Backupl Journal_27Mar2012-12.15.5 |

{#} Save all journal in a new File (IF a File with this name exists, it will overwritten)

("} 5ave a part of the journal and append it onto the selected file

[[]pelete records in the current journal

Cancel

Save Options

Shows the path and filename that will be used by default. (Default name includes

exact time and date the file is created). This can be edited.
Use the [...] option to select a different directory.
Radio buttons

Note: In the Save Journal screen, the option "Delete records in the current journal” is set

unchecked by default. This is to reduce the chance that the user will delete transactions by

accident.
e  Save all journal in a new file (If a file with this name exists, it will be
overwritten)

e  Save a part of the journal and append it onto the selected file

If this option is selected, the user can select records from part of the Journal

only, and append them onto the selected file
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From |03-Jan-11 v | [16:41 =
To [10-Jan-11 v | [1210 e
Records 36 J 877

Records: The number of records selected is shown as a fraction of the total records
available

Delete records in the current journal
If this box is checked, then ALL records that are to be saved will be deleted from the

current Journal
Note: This option should be used with care

The system shows a confirmation message, with the name of the saved file.

GuardPointPro

\i} Jounal was saved successfully.
Your journal has been saved as C:\Program Files\AMS_ND2\Backup\Journal_200ct2010-13

o ]

By default, the files are saved in the \Backup sub-folder of the Guard Point Pro directory.
The default destination can be modified in the Options/File Location screen.

9.3.3 RESTORE JOURNAL

This command allows a saved Journal to be restored as the active Journal.

Selecting this command opens a Windows file list showing the saved Journals in their default
directory.

Note: If using the Multi-company Module, this option will be available for super-users only
(See the “Multi Company Module’ chapter for further reference).

Open @E|

Look jn | 3 BACKUP v] «@®ct B-
: é 2lJournal_22Dec2010-10.41.51.mdb
: ournal_25Nov2010-15.35.22.mdb,
MyRecent | 2dJ0urnal_30Nov2010-13.31.11.mdb
Documents @JJJF‘ELEIC‘thlD'l?BS.l?.me

Dresktop
My Documents
" File pame: Jouenal_250iov2010-15.43.08.mdb v e ]
MyComputer  Fiscoiype | Database fles [ mcb) ]
£ Etompaiv b
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Look in
Select the folder where is located the required journal. By default, the selected folder

is: “C:\ProgramFiles\5\Backup”. This default destination can be changed in the
Tools/Options/Files Location screen

File name
Enter the filename of the journal

Files of type
Select the file type
o Database files (*.mdb): Default extension for Access database
e  Database files (*.jrn): Default extension for SQL database
e Allfiles (*.*): Ability to open a journal created by other applications

Open as read-only
Check this box if the journal is loaded for consultation only.

To restore a journal, select it from the list displayed and select the appropriate action from
the choices offered

GuardPointPro rZ|

Do vou want to replace the existing journal?
Choosing Yes will replace the existing journal with the restored journal.
Chioasing Mo, will append the restored journal to the existing journal.

| Yes || Mo Cancel

Iy

Once the restoring is done, the system displays a message (see below), with the filename of
the former journal.

GuardPointPro ﬁ‘

\i) Journal was restored successfully.
Your journal has been saved as Journal_31Jan2011-13.54.43.mdb

OK

The saved file is a copy of the Journal file before the Restore action

9.4 CARDHOLDER TOOLS

In this section:
e [iCreate a Group of Badges
e [ /Cardholders Import Profile
e [Important Cautions regarding fields used for Imports
o [ Multiple Access Group Wizard
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9.4.1 CREATE A GROUP OF BADGES

This screen allows the creation and deletion of a group of badges using a single command. It
is accessible via the Parameter/Badge or Tools/Create a group of badges menu.

CREATE A GROUP OF BADGES — CREATE TAB

Create a group of badges in a single command using this tab.

M Create a group of badges rz\
First card code i E
srt — |
Type OB Wiegand ]
Position to increment 8 |w]
[ create cardholders slso
. |
|
'Delete

First card code
Type the code assigned to the first badge. Length (8-12 char) is as set in the
Reader/Miscellaneous/Badge Format screen.
Note: A beginning card code common to all badges can be set in the Tools/Options/General screen.
Caution: The Create Group of Badges screen supports ONLY decimal codes — it cannot be

used for Hexadecimal badges.

Number
Type or select the number of badges to create.
Type
Choose the badge technology from the displayed list (Magnetic, Wiegand, etc.).
Note: The choice of reading technology will enable selective data download to the readers. Only data
compatible with the selected technology will be downloaded to the readers.
Position to increment (between 1 and 8)
Define the position of the digit to increment in the 8-digit sequence making up the code. This
allows keeping a constant group of digits as code endings.

Example

First card code| Position to The next code:
increment
12345789 5 12346789
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Create simultaneously a group of badges and their associated badge holders, which will have:
Basic parameters: Valid employee parameters to whom the “Anytime Anywhere” access

group is attributed

Set parameters same as: Specify the name of the badge holder whose parameters will
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serve as reference for the new badges

Note that the maximum number of cardholders who have a badge depends on the dongle

limitation.

9.4.2 CREATE A GROUP OF BADGES — DELETE TAB

Remove a group of badges in a single command using this tab.

M Create a group of badges

X

First card code
Number ! |
Pesition bo incremant 8 v_l
[JDelete cardholders alsa
| Delete 2l ron allocated badges |
| Remove sl delsted cardholders |
5 Create
Delete

First card code

Type the 8-digit code assigned to the first badge
(Only decimal codes are supported, not Hexadecimal)

Number

Type or select the number of badges to delete

Position to increment (between 1 and 8)

Define the position of the digit to increment in the 8-digit sequence making up the
code. This allows keeping a constant group of digits as code endings.

Example
First card code Position to
increment
12345789 5

Remove cardholders also

The next code:

12346789
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Delete a group of badges and at the same time, delete their corresponding cardholder
records
Remove all non allocated badges
Delete all cards that are no longer allocated, i.e. temporary cards
Remove all deleted cardholders
Select to remove all deleted cardholders from the database

9.4.3 CARDHOLDERS IMPORT PROFILE

The Cardholder’s Import facilities allow data about new cardholders and updates to existing
cardholders to be imported directly into the system from external databases. Usually the
employees’ database is created and kept up-to-date in the Human Resources department. All
databases compatible with ODBC standards (Open DataBase Connectivity), such as

SQL Server, Oracle, MS Access, etc.) can easily transfer data to Guard Point Pro.

The cardholder database information can include cardholder, badge, access group and
department records.

Guard Point Pro uses a DSN (Data Source Name) to define the data structure that contains
the information in order to use it. By default, the system provides two Data Sources (DSN):
Microsoft Access and Microsoft Excel.

OPERATING MODE

Create a DSN from the ODBC DS Wizard (consult ODBC Help for further
information) or use one of the default DSN definitions (HRAccess and HRExcel).
Check that the table format is compatible with Guard Point Pro or write an SQL
query to modify it.

Define an import database profile, as described hereafter, and import the table.

If imports are to be done on an automated basis (e.g. every night/weekend), then
use the Event Handling/Action screen to create an “Import Cardholders” action with
the selected profile.

If imports are to be done manually on-demand, then the ‘Import now’ button on
the Cardholder Import Profile/General screen can be used.

See Importing Data from External Databases - Examples

9.4.3.1 CARDHOLDERS IMPORT PROFILE/GENERAL
This screen defines Import Profiles and allows data about cardholders to be imported directly
from an external database.

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

245/361



sensor

ACCESSTECHNOLOGY

==
: D tw x 0 O O o9 o = @

' New Save Delete First Prev. Next Last Downld. Search Print Clo:i —

Sebect a profile I

e General - HrAccess

e e
Hraccess

Dtaighion

Def ot Access Group

[ Antrns Arprte =] [l
Imngeoet log File

[mpoet iog =l

] symeteonize and delete

General .
Connection Settings |

Select a profile
Choose a profile; two profiles have been provided by default (HrAccess and HrExcel).
Import now
Press on this button to launch the import operation.
The beginning and end of import messages will be displayed in the log screen.
Name
Name the new import profile.
Default Access Group
Specify the default Access Group that will be allocated to people who do not have an
access group assigned. To create a new one click the [...] button.
Import log file
Specify the filename of the import log file that records information about the import
process. By default the name of this log file is “Import.log” and is located in the
Guard Point Pro directory. To modify this location, click on the [...] button. See also

the “Import Database Log only errors” option in the Joo/s/Options/Server screen.
Description

Free text

Synchronize and delete

Check this box for deleting existing cardholders if they do not appear in the import file
or the external database.

Do NOT use this function when combining data from two different external
databases. If data for the system is drawn from more than one database, then when
importing from a second database, any cardholders in the first database whose
records are not in the second one, will be DELETED.

This screen allows the definition of import profiles.
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Cicas’ =] %)

i)
Ir
3 H X ©o o 0 0 u . @
i New Save Delete First Prev. Next Last Downld. Search Print Clc:si e
I! Select &
| (e Connection Settings - HrAccess
e .
1| IHeEaal COBC Database Source Mame {DSH) (%) Table aame g
|| Fraceess b
| Connesction test
| Libr ngéren () 5L, statement
|
Paegpord
|
| General
Connection Settings

Select a profile
Choose a profile.

Import now
Press on this button to launch the import operation.

ODBC Database Source Name (DSN)
Name the database connection.

User name
Enter a user name.

Password
Enter a password.

Choose one of the following options:
e Table name: Enter the name of the table containing the data information.
e  SQL statement: Type in an SQL query that adapts the table to the required
Guard Point Pro format. (Field titles must be the same as in the HR file)
(for advanced users only)

Set connection
This button is a shortcut to ODBC user data source, which stores information about
how to connect to the external database (refer to ODBC help for further information).
For advanced users, it is possible to create new import profiles by creating new DSNs
Connection test
Select to check that the external database has been successfully opened.

Notes:

1. When importing, each cardholder is downloaded to each controller.
To save time, it is possible to import without downloading, by setting the
GuardPointPro.ini option
ImportwoDownload =1
After the Import, an Initialisation (complete) must be used to resend all
cardholder information

9.4.4 IMPORTANT CAUTIONS REGARDING FIELDS USED FOR IMPORTS

1. The field [Number] is mandatory. This is the primary key, corresponding to the
Number field in the cardholder screen. This must be unique.

2. The field [Last Name] is mandatory
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w

[Last Name] and [First name] are case sensitive

The combination [Last Name] and [First name] must be unique, unless the
GuardPointPro.ini setting AllowDuplicateName = 1 is used.
5. The field [Badge] must be unique. If a new cardholder is imported with a badge
which is already allocated, the card will be deleted from the existing cardholder’s
record, and allocated to the new cardholder.

>

6. If an existing cardholder is imported with a new badge, his existing badge will be
deleted

7. Cardholders that do not belong to the remote database are removed from the
Guard Point Pro database, when the option “Synchronize and delete” is selected.

8. New Access Group names are automatically created in the Guard Point Pro
database

9. If an imported badge number is already allocated to an existing cardholder in the

Guard Point Pro database, the old badge is removed from the existing cardholder and
the ID number is associated to the imported cardholder.

10. If an imported cardholder has already a badge in the Guard Point Pro database, the
replaced card is automatically removed from the database, unless the
GuardPointPro.ini setting KeepUnallocatedBadgeAfterImport = 1 is used to keep his
old card in the system as ‘free’ card.

9.4.5 MULTIPLE ACCESS GROUP WIZARD

This wizard sets out a 4-step process that allows the operator to make changes to multiple
Access Groups for multiple cardholders in one operation.

Note: At least one cardholder must have been defined with multiple Access Groups
before the Multiple Access Group Wizard is available

This screen lists all the Access Groups that are already in use as Multiple Access Groups. By
selecting one of them, all the cardholders that are associated with that access group will be
selected and shown in the next step. If more than one access group is selected in this screen,
then all the cardholders that associated with all the selected access groups will be selected.
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EMultiple Access Group Wizargl Change

the selected AG you selected.

5

Step 1: Tick an Access Group in order to multi-select all the cardholders that have it allocated as one
of their AG. Note: If you tick more than one AG, the wizard will affect only cardholders that have ALL

OFactory staff

[ Gerieral anywhere Anytime
O office Management
Ooffice staff

ext

Exit

Select one or more Access Groups.

9.5 OPERATOR TOOLS

In this section:
o [1Save Files
e [1Options

9.5.1 SAVE FILES

This screen is for maintenance purposes. It allows the user to manually back up all the

necessary files in a single .zip file.
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# Save Files Version 2.0.0 0

Save az ..

(*) Default

() Advanced

. C:%Program Files\GuardPointProZ. 3B ackup'backup_27032012_113620.zip E

[ Backup ]

[ Exit J

Save As

By default, this file is named with the current date and time as part of the filename.
The backup path, as well as the filename, can be edited by the user.
Default/Advanced radio button

® Default — all choices are greyed-out, and the following files will be saved:
e all .ame files

L[]

Database and Journal

import files (e.g. hr.mdb and hr.xls)
\Media folder

\Report folder

® Advanced - the user can select which files/s are to be saved by checking the
corresponding boxes

Backup
Clicking the Backup button starts the operation.
The message ‘Saving files, please wait . . ." is displayed while the Save operation is in
progress.

On completion, the message ‘Backup completed successfully. Press Exit to return to
the application’ is displayed.

9.5.2 OPTIONS

This screen defines the user settings of Guard Point Pro.
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[ see specific Tab descriptions ]

| Files location
|Language

| Communication
|Journal / log screen
| Menu

|General

ISewer

|SQL Server / BIO

| Fastors def suts vales I I Ok I | Cancel '

The following tabs are available in the Tools/Options screen:

Files Location | Language | Communication Journal / Lo
screen
Menu General Server SQL Server /BIO

Under each tab, the following buttons are always displayed:

Restore Default Values
Resets all Default Values — selecting this button will reset all Options to the
system default settings.
A message is displayed requiring the Application to be restarted.
Use with care: Note that ALL options are reset, not only the selected Tab.

OK/Cancel
For all Option tabs, the OK/Cancel button allows the user to activate or cancel any
changes made in the settings for that Tab

9.5.2.1 OPTIONS/FILE LOCATION

This tab defines the location of the database files, the background picture of the main screen,

and the Report folder.
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Files location

Databases Folder

&3 Current folder

Oat ] [l

Background file name
1C:'|,F'r|:|gram FilesyGuardPoinkProz 3, E

Stretched
Report Folder

(%) "Report” Folder in current Folder

O at l -

Files location

Language

Communication

Journal / log screen

Menu

General

Server

SOQL Server / BIO

Restore defaulks values Ik ‘ | Cancel

Databases folder
Choose the default files location:
Select the Current folder radio button or select the At radio button to enter a
different folder

Background filename
Select the desired file by using the [...] button.

Stretched
Check this box to stretch the selected background picture on the entire screen.

Report folder
Choose the reports files location:
“Report” folder in current folder: The software folder, by default.
At: Indicate the desired directory by using the [...] button
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Restore Default Values
Resets all Default Values — selecting this button will reset all Options to the
system default settings
Use with care: Note that ALL options are reset, not only the selected Tab.

OK/Cancel
For all Option tabs, the OK/Cancel button allows the user to activate or cancel any
changes made in the settings for that Tab

Guard Point Pro supports many languages. Specify the requested language and confirm your
choice. You will be instructed to reboot the application in order for the new language setting
to take effect.

9] Options [?|

Language

Language

Translate to |5 English |Vl
Application Font

Tahoma [v] Western

Test

ABCDE abcde 435558=ceas”

Files location

Language

Communication

Journal / log screen

Menu

General

Server

SOQL Server f BIO

Restore defaults values (] 4 J | Zancel

Translate in
Select from the list the required language. All screens and menus will be translated.
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Application font
Select the desired font. Used for all menus and screens.
Font according to the language
Select the font type according to the alphabet used (Chinese, Western, etc.)
Test
Example to allow checking how the selected font is displayed.
Restore Default Values
Resets all Default Values — selecting this button will reset all Options to the
system default settings
Use with care: Note that ALL options are reset, not only the selected Tab.
OK/Cancel
For all Option tabs, the OK/Cancel button allows the user to activate or cancel any
changes made in the settings for that Tab

Other Options — see Options

9.5.2.3 OPTIONS/COMMUNICATION
Default communication parameters are defined in this tab. Changes in this tab do not require
Guard Point Pro to be restarted.

This tab will NOT be displayed on Workstation.
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Do polling at start-up
[]"Minilack” controllers support

[ ]relay definition : use old command

:2 |_v[ Duaily programme Lime zones

T 1 Mo, of message retries to controller
3 |rj- before signaling an error
30 |v[ polling error timeout {in seconds)

|:| Diskant connect on pending

EVErY

Communication

Resend pendings every 130 Min,

Check validation of cardholders i—. )
30 Min.

sensor

ACCESSTECHNOLOGY

X

Baud rate {bps)
Q500

5]

{ Set Current Baud rate ‘

Bl St —
33400 v

Second precision in controller

MAEMary
Sleeping Delay (ms) J 1
TZP
Fing Timeout (s} 500

Wait until next ping () 20

Files location

Language

Communicaktion

Journal / log screen

Menu

General

Server

SQL Server f BIO

Restore defaults values

Ik J | Cancel

Do polling at start-up

Check this box to execute polling at the Guard Point Pro start.

(This option is selected by default).

To Stop/Start Polling by User action (Use with caution): The
Communication menu can have a ‘Stop/Start Polling button by setting the following

entry in the GuardPointPro.ini file:

EnableStopPolling = 1

(7]

- - = =
L a1

Stop Diagnostie  View Clear
polling leg log

“Minilock” controllers support

SERVER

Parameter Event handling Modubes = Communication

Check this box if ‘Minilock’ controllers are used.

Relay definition
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Check this box if IC2000 revision B controllers are used.
(Sets application to use the older commands for these controllers)

Daily program time zones
Set number of time zones to allow in Daily Program: 2 (by default) or 4
(See Daily Programme)
Trial number of sending messages
(1 to 10). This sets the number of times a command will be sent to the controller in case of
communication problems between PC and controller (3 by default).
(See also “Time out delay” in Controller Network).
If the command is still not received after this number of retries, this command joins the
“Pending” commands and the PC will try to send it with the other pending commands once

communication is re-established
(see “Resend pending” option below).

Communication error time out (in seconds)
(1 —300 secs) (30 by default) This sets the delay beyond which the computer will signal a
communication problem, in there is no communication between PC and controller. After this

ay

time, Guard Point Pro adds a polling icon with ‘’’on the main toolbar

(See also “Time out delay” in Controller Network).

Distant connect on pending
Check this box to perform automatic modem dial-up every time when pending commands are
to be sent
(See Updating Remote (Dial-up) Controllers via the Modem)

Resend pending every X Min.
No. of minutes. (1 to 1440) Frequency of sending pending commands to controllers. Pending
commands are commands that were not received by controllers (due to a communication
problem) and will be sent again, every x minutes (30 mins. by default) till the communication
is re-established.

Check validation of cardholders every X Min.

No. of minutes. (1 to 1440) Interval between checks if cardholders information (i.e. time-
related definitions — From/To date, Schedule AGs, Exceptions) needs to be added/deleted
from controllers validating or invalidating, in which case the corresponding cardholders
definitions are sent to the controllers. Default frequency 30 minutes.

Note: This setting only sets the interval between checks, not the actual time at which they take place —
Thus, when setting From/To times, in order to be sure that controllers are updated in time, the user
must allow for the update being sent from the server up to the specified amount of time before the
time setting is required. (for instance, see Cardholder/Schedule AG)

Baud rate (bps)
Select the required controller communications baud rate from the dropdown list. This rate is

the same for all the controllers.
Default rate is 9600 bd.
57kbds & 115kbds are supported on all IC-PRO and on IC2000 controllers having firmware
version dated 02/07/04 and later.
To display the baud rates in the dropdown list, the GuardPointPro.ini option ‘Allow57k = 1’ must be set.
Set current Baud rate
Click this button to update all controllers to the selected baud rate (immediate)

Bio Baudrate
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Select the baud rate for Biometric Reader communications to be used on the separate
network connecting biometric readers to the PC. This rate is the same for all the biometric
readers.

Second precision in controller memory
Check this box to set the controllers to send the exact seconds value of an event.
Notes:

1 A one-time initialization of all controllers is required when this setting is changed.
2. Only supported on controllers with firmware dated later than 01/06/2004.

Not supported on IC1000 controllers.

Sleeping Delay (ms)
1-5 ms. (Default 2 ms) Waiting delay between two consecutive commands that PC sends to
the controllers. (See GuardPointPro.ini setting SleepingDelay)

TCP

Ping Timeout (ms)
50-60000 ms. (Default 500ms) Maximum delay that PC gives to the TCP/RS485 converter to
answer after a Ping (i.e. a request from the PC to the converter).

Wait until next ping (s)
2-300 ms. (Default 20ms) Delay before pinging again when the TCP/RS485 converter does not
answer after the first ping.

Restore Default Values
Resets all Default Values — selecting this button will reset all Options to the
system default settings

Use with care: Note that ALL options are reset, not only the selected Tab.

OK/Cancel
For all Option tabs, the OK/Cancel button allows the user to activate or cancel any changes
made in the settings for that Tab

This tab allows the user to customize the Log screen and Guard Point Pro screens

(see Log Window)
Changes in this tab do not require a restart of Guard Point Pro.
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Journal / log screen

Wigw log windows at skark-up 7

'@' Yes
D MNo
Log windows size
(%) Standard windows
() Maximized windows

" Personal adjustment

3735 Top
o015 Left

[(]5how commands for information
Redesign buttons and other controls

1WinXP.RDyaIe.cjstyles

[E :N.u.:urmé'I.RDya.I.é..iﬁi
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X

Separated logs For alarm and access 7

{:} Yes
@ Mo

Log bype

() simple log

T

® Rich log {with icons
and conkext menu)
240

[

Files location

Language

Communication

Journal / log screen

Menu

General

Server

SQL Server f BIO

Restore defaults values

Ik I | Cancel

Basic Viewing Options:

e [view/hide log windows at start-up (This can also be toggled by clicking on View

Log in the Communication Tab)

e [JIseparate log windows for alarms and access,

(see in Split Log Option)

o [Idefine a customized log windows size,
(set in GuardPointPro.ini file options — see .in/ File Log)

e [Ishow simple or rich log

(see Rich Log option)

e  hide or show system commands for information.

Rich Log

Rich log sets the log to include icons linked to events and a context menu. It is

available by choosing the 'Rich log' option on the 7ools/Options/Journal / log screen.

Its main use is for viewing historical video records directly from the event log.
Details of how Log entries are shown are given in 7ools/Options/Menu
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Re-design buttons and other controls
Checking this box allows user to choose alternative skin and styles for the data screen
display. (The main user interface screen does not change)
Clicking ‘Apply’ allows the selected options to be viewed without saving the setting, so
the system will revert to the previous setting on the next restart.

Restore Default Values
Resets all Default Values — selecting this button will reset all Options to the
system default settings
Use with care: Note that ALL options are reset, not only the selected Tab.

OK/Cancel
For all Option tabs, the OK/Cancel button allows the user to activate or cancel any
changes made in the settings for that Tab

9.5.2.5 OPTIONS/MENU

This tab allows the user to specify which event types will be saved in the journal and which
will be displayed in the log. Display colours can be set for the messages chosen to appear in
the log. (see also Log Window).

Changes in this tab do not require Guard Point Pro to be restarted.
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Menu
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Meszage Save Display Colaur |2
Access Granted Yes Yes ]
Access Granted + Duress code Yes Yes I -
Access Denied Yes Yes I -
Accezs Denied + unsuccessful succ|™es ez I -
Start of Alarm ez ez I - =
End of alarm Ve ez I -
Line short Ve ez I
Line cut Yes es I -
Table Errar Yes ez I - A
Lows B attery Yes ez I -
Power Down Yes Yes I -
Power Up Yes Yes I -
Pawer Supply Failure [input PSF clo:|Yes Yes I -
Pawer Supply OF. [input PSF opene|Yes Yes I -
Box Opened [input M5 opened) ez ez I -
Bow Clozed [input M5 clozed] ez ez I -
Communication OF, ez ez I -
Polling error Yes ez I -
Satellite alarm Yes Yes e—] ~
Reader dizconnected Yes “es I - | |
D mder mminmmbm A Ml Mot . .v_
Files location
Language
Communication
Journal / log screen
Menu
General
Server
SQL Server f BIO
Restore defaults values Ik J | Cancel

Message

Name of the event type.

Save

Select 'Yes' for saving this event type in the Journal.

By default, all event types are stored in the Journal.

Display

Select 'Yes' for displaying this event type on the log.

Colour

Select the message colour for log display; see View / Clear Log for the default colours of the

messages.

Default colours for messages are:

Burgundy: Unknown badges (not recognized by the system), non-allocated badge (recognized
by the system but not allocated) or system alarms, such as Low Battery, Power Up, etc.
Red: Start and End of Alarm
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Green: Access authorization and a normal communication status (OK)

Black: Access denied (reason for the denial is shown), User commands

Grey: System commands, provided for informational purposes.

(see ‘Show commands for information’ in Tools/Options/Journal/Log screen)

(by default these are not shown)

Blue: Audit information (New/Save/Delete record)

(by default these are not shown)

Note: To build an audit report of changes to database records made by users, Save the
following record types in the Journal; New Record, Save Record and Delete record.

Note for Access-denied Transactions with badges that are set to ‘Stolen’, ‘Lost’ and
‘Cancelled’:
The text color of transactions with 'Stolen’, 'Lost' or 'Cancelled’ badges is customizable
via the 3 following GuardPointPro.ini entries: Color DeniedCancel, Color DeniedLost,
Color DeniedStolen.
In addition, these denied reasons may be used in global reflexes as triggers; for
example when a stolen card is presented at one reader, a popup message can alert
the guard. Moreover, these denied reasons can be filtered in Door pass reports.

Restore Default Values
Resets all Default Values — selecting this button will reset all Options to the
system default settings
Use with care: Note that ALL options are reset, not only the selected Tab.

OK/Cancel
For all Option tabs, the OK/Cancel button allows the user to activate or cancel any changes
made in the settings for that Tab

9.5.2.6 OPTIONS/GENERAL

Changes in this tab do not require Guard Point Pro to be restarted.
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9] Options [E|

Principal menu
Default badge technology Ty
|EM ‘wiegand [V[ I

Automatic Log OFf Alarm Confirmation

Aukomatic Log OFF after |10 Min. r —

O L {unicanditional |ﬂ
{*) Mo automatic Log OFF

[T mMulti compary Special days

Alarm definition For group of input l E-Mail Opticns J

[ allow duplicate name of cardholders

Files location

Language

Communication

Journal / log screen

Menu

General

Server

SQL Server f BIO

Restore defaults values Ik J | Cancel

Principal Menu
Default badge technology

This field allows definition of the general default badge technology for the system.

This technology may however be changed on a specific badges (Badge screen)
Select from pulldown

Default badge technology

as]

= Magnetic Card
(Ml Bar code
[ Fw/iegand)
8 wiegand
13 wiegand Kevpad
B Bio Smart Card
B Touch

R adio

# Sony LPR 26 Bits
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Default card technology is set to Wiegand.
New

Card Ranges:
Where all the card codes start with a same prefix (for example 050012345,
050012346, etc.), a default ‘range prefix’ can be set in this ‘New’ field. (i.e. 0500).
The prefix chosen will then be automatically added at the beginning of the code when
a new badge is created. This is helpful when the prefix is not printed on the badges.

Automatic Log off
Use radio button to select whether Users (Operators) are to be logged off
automatically after X mins inactivity, and set the time allowed. By default, Automatic
log-off is not set.

Alarm Confirmation

Select an option for how active alarms may be confirmed:

e Unconditional — User can confirm acknowledged alarms whether alarm is
active or not. When confirmed, the alarm will be removed from the Active Alarm
list.

e  While input is ON: do not enable— Upon confirmation, user will receive a
message that the alarm cannot be confirmed because it is still ON (or because
communication failed with the relevant controller)

e  While input is ON: warn user- User will receive a message warning that the
alarm is still ON — clicking on OK will allow the alarm to be confirmed

Multi company
Check this box to display the multi-company fields where appropriate
(see Multi Company Module). This option requires that the plug has the
Multi Company Module (the letter *M” is included in the plug definition).

Alarm definition for group of input
Enable definition of Input Group Weekly Programmes in the Event Handling Program,
and when defining individual Inputs, show if there is an Input Group and Weekly
Program associated with the Input in the Input/alarm Status screen.
In case of a conflict, the individual WP is used.
This option should be set when using Input Group Activation/Deactivation Actions ', or
when using Terminal

Allow duplicate name of cardholders
This option enables saving cardholders with the same last and first name. In this
case, it is necessary to enter a unique number per person in the “Number” field of the
All Cardholders/General screen.

Special days
Check this box for adding two supplementary daily programs (S1-S2) in the
Weekly Program definition.
Note: This feature requires that all controllers have supporting firmware dated
01/06/2004 or later.
This option is not implemented on Workstations.

E-mail options button
Opens a window that allows the user to set the email parameters Sender email
address, SMTP Server Address, SMTP User Authentication and SMTP Password
Authentication information
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« Mail Options X

Sender E-mad Address [

SMTP Sirver Addreds [

TP Uear Susthesniticstion (i redqured)) |

SMTP Password futhentication (f required): |

J

This information is required when using the ‘Send email’ Action

Restore Default Values
Resets all Default Values — selecting this button will reset all Options to the
system default settings
Use with care: Note that ALL options are reset, not only the selected Tab.

OK/Cancel
For all Option tabs, the OK/Cancel button allows the user to activate or cancel any
changes made in the settings for that Tab

This tab customizes options which are only available from the PC server. This tab will NOT be
displayed on a Workstation.
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9] Options [§|

Server

Auto refresh Input/Oukput skatus 1000 S;Ftrl_?;h pstibd for THpUEICakpuE

[ oifferent lift programme For each reader
[ Check Automatic Inhibition ]

Re-sending card definitions after
"denied" event:

15|:||:||:| Cortroller max. cardholders capacity
B [“]reset parking zones at J oo J 0

[] 0P server activation

[]oont create spread.conf File

[ 50ft Anti pass back
[ 11mport Database Log only errors

Files location

Language

Communication

Journal / log screen

Menu

General

Server

SQL Server f BIO

Restore defaults values Ik I | Cancel

Auto refresh input/Output status
Check this box for the automatic refresh of the 1/0 physical status in “Active Alarms” screen.
This option is not recommended in large installations, as it will slow down communication.

Refresh period for Input/Output status
(1-60 000 ms) Type the refresh delay in milliseconds (1000 ms by default).

Different lift program for each reader
Check the box in order enable the Lift Access Groups (to use a different lift program per
reader) (see Lift Authorization Groups).
This feature requires the use of EPROM 1C2000 dated 01/03/2003 or later.

Re-sending card definitions after “Denied” event
Check this box for immediate downloading of card information to the controller in case of
access denial. This ensures that, if a cardholder presents his badge for a second reading after
being denied access, access authorization for the second attempt will be based on up-to-date
card information.

Controller max. cardholders capacity
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When creating a new badge, a unique identification number is associated with the badge,
and this is held in an allocation table in each controller.

Generally, the system allows to allocate badges to cardholders till the maximum capacity limit
set in the dongle is reached (defined by the dongle), or to the capacity of the controller/s.
However, the limit set must be lower than the dongle and controller (RAM and ROM)
capacities. (5000 by default) (see also GuardPointPro.ini file setting MaxCardholders).

Reset parking zones at HH:mm
Check this box for daily resetting all parking zone counters; each day at the fixed time
specified in the time boxes (hh:mm), all parking spaces will be set to ‘free’
(see Parking Module).

OPC server activation
Check this box to enable the integration of Guard Point Pro with built-in OPC client
applications, in order to control and execute Guard Point Pro commands from a SCADA
application. This option requires that the dongle has the OPC Module (the letter “0” is
included in the definition). See OPC Server Module.

Don’t create Spread.conf file
Set this option to prevent this file from being created on each startup.
If not set, the Spread configuration file is rebuilt each startup, using the data defined in the
Computer screen.
It may be necessary to build this file manually.
For advanced users.

Soft Anti-Pass back
Check this box to activate this function (see 'Soft Anti-Passback').
Note: This feature requires special supporting firmware. Please check with your supplier.

Import Database Log only errors
Check this box to not fill the 'Import.log' file with the detailed information during import
process and then conserve space on hard disk. Import errors, if there are some, will be saved
on this file (see Cardholders Import Profile/General)

It is recommended to use this option if frequent Imports are used, to avoid having excessively
large Log files.

Restore Default Values
Resets all Default Values — selecting this button will reset all Options to the
system default settings
Use with care: Note that ALL options are reset, not only the selected Tab.
OK/Cancel
For all Option tabs, the OK/Cancel button allows the user to activate or cancel any changes
made in the settings for that Tab

9.5.2.8 OPTIONS /SQL SERVER / BIO

This tab defines the SQL database parameters when using an MS-SQL format database
and/or BioSmart security options.
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9] Options [5_<|

SQL Server / BIO

Conneckion skring

Redundant Conneckion string

Bio Smart Security option
@f;ﬁ.sk for Site code once per session and stare it in

[]auto database Fail over

S0L Server date format Mmemary
firyy|-Mi-dd hhlennd s () sk For Site code once and save in the DB
SOL Server restore timeout {sec) {3 Ask For Site code each time

&00
{1 Disabled {will anly wark if no password used)

Files location

Language

Communication

Journal / log screen

Menu

General

Server

SQL Server f BIO

Restore defaults values Ik I | Cancel

Connection string
Connection parameters related to the main database. Clicking the [...] button allows

modifying these parameters. A typical string might be:

Provider=SQLOLEDB.1;Password=sql ;Persist Security
Info=True;User ID=sa;lInitial Catalog=5;Data Source=SERVER2

Redundant Connection string
Enter the connection parameters related to a secondary database, if needed. Clicking
the [...] button allows accessing these parameters directly.

Auto database fail over
Select this box when it is needed to automatically switch to the backup database in
case of main database failure and vice versa.

SQL Server date format
Modify the date format as defined in MS-SQL Server application, if needed.

SQL Server restore timeout (s)
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Indicate the maximum required time of a database restoration, if needed. After the
end of this time, if the restoration is not done Guard Point Pro will stop the restore
operation.

(1-60 000 sec) (default 600 sec)

Bio Smart Security option (ignore if no BioSmart readers installed)
Chose a suitable security level for the BioSmart site code:
e  Ask for Site code once per session and store it in memory (default)
e Ask for Site code once and save it in the database
e  Ask for Site code each time BioSmart is used
e Disabled (will only work if no password used)

Restore Default Values
Resets all Default Values — selecting this button will reset all Options to the
system default settings
Use with care: Note that ALL options are reset, not only the selected Tab.

OK/Cancel
For all Option tabs, the OK/Cancel button allows the user to activate or cancel any
changes made in the settings for that Tab
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10 HELP TAB
O SERVER GuardPointPro Version 2.3.514

Parameter Event handling Modules Communication View Manual action Tools | Help |

0@e O

Help Help Help | About
content index search

There are 2 groups of Operator actions in the Tools Tab:
Help Functions  Info
| Help Content | ‘
| Help Index | About ‘
| Help Search | ‘

uardPoint Pra Help

el B

Hide  Bo  PFint  Options

>

Lortents

About GuardPoint Pro

GuardPoint Pro, the sophisticated yet user-
friendly access control and alarm management
software, centralizes security requirements within all
types of installation irrespective of their complexity.
GuardPoint Pro offers intelligent and flexible N
access control that manages time zones, access

levels, data layout and relays activation. Controllers:

and groups of badge halders are automatically created
with a click of a mouse. The set-up process is ther
reduced to minutes instead of hours. The crisi:
function allows modifying access autharizatio
doars for a specific group of employees
command.

| &

I3

10.2 HELP INDEX

uardPoint Pro Help

e L5

Hids  ©o Pant Options
—_— 3
Contents | Index | Seach & =
Centaa] e About GuardPoint Pro

Type i the keyword ta find;

GuardPoint Pro, the sophisticated yet user-
friendly access control and alarm management
software, centralizes security requirements within all
types of installation irrespective of their complexity.

GuardPoint Pro offers intelligent and flexible
access control that manages time zones, access
-Basic Concepls levels, data layout and relays activation. Controllers:
'Eustwsed and groups of badge holders are automatically created
oo, with a click of a mouse. The set-up process is theref
reduced to minutes instead of hours. The crisis
Anti-Passback Level function allows modifying access authari

doors for a specific group of employees \

command.

&3
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10.3 HELP SEARCH

E2 GuardPoint Pro Help 3 [=1E3]
E g
Hide sk Pant Options

>

Contents || Index | Search Miiii Sercen

Type in the keyword to find

The main screen of GuardPoint Pro allows the access
to all system options through the use of menus, sub-
L menus and icons.
Select Topic to display:
Tips & Notes
The options displayed depend on the authorization
level of the user. Certain options are not suitable for
certain users and therefore do not appear on the
screen.

The fields of the scroling menus in the main screen
appear in black before use. However after consultafis _
they appear in blue.

Tha halln cornnn ic availabls far all caraane b nraceina

10.4 WEB

s
- - -

: . v
Schaiia e | || Dawrbowd Brocinae Wt virm

10.5 ABOUT

On startup, the ‘About " window is displayed — this presents the operating parameters set by
the Guard Point Pro dongle (plug).

]
GUARDPOINT =#e

Version 2,3.514

iD: 904939365
2560 256R 400008 A G+ P L T+ ML O 6w 5oL
EP % Modbus SMS

User: 1000

The following parameters are shown:
Identification
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The system license number ('ID' of the Physical Dongle or 'PC ID' of the Software Dongle) is
displayed.
In a Demo system, the word DEMO is substituted

Configuration Limits

nC Maximum No. ('n') of Controllers allowed
nR Maximum No. ('n') of Readers allowed
nB Maximum No. ('n') of Cardholders allowed

nW Maximum No. ('n') of Workstations allowed
(not shown in Demo mode)
LIGHT Pre-configured Light version

Modules Supported
A Alarm Module
G Basic Graphics Module
P Parking Module
L Lift Module
T Basic Time and Attendance Module
U Guard Patrol
M Multi Company
(0] OPC Server
sSQL  SGL Server
BP Badge Printing Module
Y Video Module
ModbusModbus TCP
MSn  Multi-site (‘n’=number of sites)
G+ New Graphics + Module
T+ Time and Attendance + Module
LPR License Plate Recognition Module
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11 MULTI-COMPANY, MULTI-SITE OPERATION

In this section:
o [IMulti-Company Option
o [IMulti-Site Operation
o [1Setting up a Multi-Site System

11.1 MULTI-COMPANY OPTION

The Multi-company option provides limited capabilities allowing a site to be divided so that
access control is applied to separate groups of cardholders and separate access control
hardware, while still providing some shared facilities, so that two or more companies can
share premises, with each applying their own controls and rules.

Note: The Multi-company option can only work with an .mdb database.
There is no ‘super-user’ capability other than the initial setup of additional companies, and for
defining new operators in order to allocate them their unique system login.
Each operator logs on using a particular company ID and password, and can use the full
facilities of the system for all cardholders and system facilities that are defined for that
company.
For more comprehensive facilities, including the ability to define ‘shared’ and ‘global’ entities,

and to use the more advanced capabilities of a site based on an SQL database, the Multi-Site
option should be used.

11.1.1DEFINING A MULTI-COMPANY INSTALLATION
ENABLE THE OPTION

Check that the following entries exist in the GuardPointPro.ini file:
DBType = 1
Multi-site = 0

The dongle must contain the entry ‘M’

In the 7ools/Options/General screen, check the entry ‘Multi company’, and click OK. This
changes the Multi company option in the GuardPointPro.ini file to:
Multi Company = 1

The system will immediately show the default login particulars in the top RH corner of the
screen — ‘host’ company name (default ‘Building Manager’) and the username of the operator
in parenthesis).

Help Building Manager; (c

The login particulars are shown in all screens once the option is enabled. Most screens will
also show a ‘Company’ dropdown, which will normally be disabled (greyed out), but will
indicate the ‘current’ company — i.e. the company for which the current user is logged in. The
dropdown will only be active for those screens where new definitions might be shared

(e.g. Computer, Controller Network, Readers, Daily Programme, Weekly Programme)

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

273/361



sensor

ACCESSTECHNOLOGY

11.1.2COMPANY (MULTI COMPANY OPTION)

Use this screen to name your Company and to define additional Companies

Note on accessing this screen: Depending on the screen width, the RH group of icons of the menu
ribbon
(Company, Authorization Level, User, Customized labels and Customized fields) may not
appear as they are minimized. In that case, a pull-down arrow button (V) is shown. In order
to display the extended menus and access the icon, you may need to click the pull-down

arrow.
d o - | -y e ad — . - A IR Tan e o
F = = « . ¢ 4 T W L
ot — — tamma P e Srnandomteny " (o] |
- _ELQOEE 0 Bz B -

O X @066 u =

o+ -

[ Wiewy ciher companees events

[ Bt catbams eovmpaamrd o cbicbond foseplonn

Name
The name 'Building Manager’ is the default for the company defining the system. The
name can be edited, but not deleted.
The name in the Name field is also immediately shown in the RH window.

Description
Free text

View other company events
Check this box if the log viewed by workstations in this company must also show
events from the other company (/companies)

Edit other companies cardholders exceptions
Check this box to allow users belonging to this company to view (read only) all
cardholders of all companies, and to allow update rights in the Cardholder/Exception
screen.

Adding a Company
Click New
Enter the name and description of the next company.
Check the ‘Other company’ options as required for the new company
Click Save
(A message will display ‘Changes will only take effect after logging off.)

RH Window
Use the arrow keys to order the companies to indicate relationships. This is for
information only, no System function.
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11.1.3USERS (MULTI COMPANY OPTION)

When using the Multi company option, the User screen provides additional facilities for
defining additional limited-function ‘super users’ (i.e. users with the ability to define their own
users — but in the Multi company option, even ‘super users’ can only access the data of
cardholders and system facilities defined for their own company).

| m‘. x o &9 O o ia =) (]

MNew Save Cancel | First Prev. Next Last  Downid Seafci* Print Close

General

Hare

I

Pagpe o

Fatharr b bavel ;

[ArScrennt - Comapr B =] [aad

Deecoripdion ©

e

Company

| Comapen & =] O] Super user

Using the Multi company option, the User screen opens by default showing the first user
(alphabetically). The first time the screen is opened, there will be no users defined for the
second or subsequent companies.

Select New to define a new user.

The Authorization Field dropdown will immediately show ‘All screens - <Company B>", and
the Company dropdown will show ‘<Company B>'. The Super User block will be unselected.
Additional users can now be defined, by selecting the appropriate entry in the Company box.
The Authorization Field will always precede any entry with the Company that has been
selected, as each user can only be defined for one company.

If the ‘Super user’ box is selected, then that user will, in turn, be able to define additional
users.

11.1.4LOGGING ON IN A MULTI-COMPANY SITE

Using the Multi-company option, the Company tab is shown in the Menu Bar, and each
Operator logs into the system with a company-specific ID and Username. This is shown
below.

6 SERVER GuardPointPro Version 2.3.514 -
¢ =

Parameter  Bventhandliing Modules Communication View Marcal ictbon  Took  Helb / L e
- - 3 1 - [r—
B ™ = ) » & 4 5 wi- & éd|®m| 3} & =3 =
Corrouter Cortroiber Cortrolier Dah Weekdy Holdey Access Decartmert Ares Badoe Al Wistor | Comeany Authorzation User Customized Customized
Petwork PROGIAMYS DFOGr T oroun carcholders | level abein feldy

- _EQOE T 5o 0@

11.1.5DEFINING SHARED FACILITIES USING THE MULTI COMPANY
OPTION

Computer
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Additional computers may be defined to be used as Workstations, provided there is
an appropriate WS entry in the dongle. Each workstation may be unique to a
company or may be shared, in which case the information accessible on that
workstation will depend on the company to which the logged-on user belongs.

Controller Network
A Computer Networks may be defined as Shared so that other companies can use this
Network for their controllers.
(Controller address must be unique on the network)

Reader
Readers can be shared so that other companies can include them in their Access
Groups. (example — a reader at a main entrance might belong to Co A and be used by
cardholders of Co B)

Daily/Weekly Programme
Daily and Weekly Programmes may be defined as shared s that all companies can use
them. (Not all programmes need to be shared.)

11.2 MULTI-SITE OPERATION

The Multi Site module supports the access control needs of multi location organizations. It
allows individual control of each location ('Site'), while maintaining the ability to provide
centralized management. Depending on user requirements, Multi-site support can be
configured with three levels of database connection:

e fully redundant architecture with replicated databases

e centralized database with decentralized backup of local database
information

e single centralized database, supporting local workstations but with
transactions controlled only at local hardware level in the event problems

connecting to the database server

GLOSSARY of terms used regarding the Multi-site Module

Guard Point Pro Server: The machine that runs Guard Point Pro that is in charge of communicating
directly with the controllers. When Guard Point Pro or the computer is down, it is not possible
to communicate with the controllers. Each Guard Point Pro server may support several
workstations.

Workstation (WS): Another PC, usually on the same LAN with the Guard Point Pro server that can
access the database and fully operate its records (add/modify cards and cardholders, change
controller definitions, etc.). The tasks that require communication with controllers are sent in
the background to the Guard Point Pro server and the Guard Point Pro server updates the
controllers accordingly. The WS is totally dependent upon the Guard Point Pro server and
cannot start unless the Guard Point Pro server is already up.

If the Guard Point Pro server goes down, all its WS automatically go down as well.

Database Server: The machine where the SQL database is located. Each machine, Guard Point Pro
server or WS, must have connection to the Database server. Note that the Multi Site Module is
supported only with MS-SQL.

11.2.1MULTI-SITE GENERAL CONCEPTS
USERS

Each user can view and control one or more sites according to his defined authorization.
He/she may control the corresponding sites regardless of the physical Guard Point Pro server
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that was used to log on. The authorization of which sites can be viewed/controlled is defined
in User screen and it is checked upon login according the user name used to log into the
application. It is done against the database regardless of the physical computer.

For example, a user belongs to site A (i.e., created by site A) may log on to Guard Point Pro
from physical Guard Point Pro server of site B and control, according to his defined
authorization, sites C & D.

It is recommended that each site would have at least 1 user that can control it. It is also
recommended to define 'powerful’ users that can control ALL sites.

For example, an organization of 3 sites should have at least 4 users:

User Belongs to site Has control at
Site(s)
User Site A Site A
A
User Site B Site B
B
User Site C Site C
C
User D | Site A (or any Site A + Site B +
other) Site C
CARDHOLDERS

In Multi Site installation we distinguish between 3 types of cardholders:
Local, Shared & Global.
e Local — Allowed access only at doors of the one site at which the
cardholder is registered.
e Shared — In addition to doors of the site where the cardholder is
registered, , other sites may allow this cardholder to pass at their doors.
The details of the shared cardholder are viewed at other sites as 'read only',
but with the possibility to add their own Access Groups to this cardholder.
Exceptions are also enabled.
e Global — The cardholder can be managed and modified (including
deletion) by users at any site.

11.2.2MULTI-SITE ARCHITECTURE

Depending on the specific client requirements, the Multi Site module can be installed in
different architectures.
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11.2.2.1 MULTI-SITE / MULTI-POLLING (WITH DB REPLICATION)

SITEA Multi Site SITER
Multi Polling

DATABASE DATABRASE

SERVER SERVER

REPLICATION (OVER WAN)

id

SERVER SERVER
SITEA SITER ; g
& W5 Wi
' Palling ' Polling
X ¥
o COMTRCALER = = COMPROLLER =
| |
* . L] &
Readsrs Readaers

In this architecture, each site has at least one local Guard Point Pro server communicating
with its local controllers. Each site uses a local copy of the database The local database is
constantly replicated with the remote database using MS-SQL replication tools. The
recommended method is 'Merge Replication' so that each change to the database is almost
immediately copied to the remote database.

Each site may have optional workstations connected to the local database.

This configuration allows each site to be fully operational during network problems when
connection between sites is down.

This architecture is suitable when the LAN/WAN between the sites is not 100% reliable and
the end user wants to ensure work continuity during all times.
Caution. This mode is extremely powerful and offers great benefits to the user. However, care
must be taken as the replication part requires a high level of SQL knowledge, both in setup as
well as to maintain and troubleshoot.

FUNCTIONS

Communication with controllers

When Multi Polling is used, each Guard Point Pro server communicates with its local
controllers. When a local user creates cardholders that should access remote sites — it cannot
send them directly to the remote controllers. Therefore the local Guard Point Pro server
writes the corresponding commands into a specific table of the database called QueueMSG.
Then, each Guard Point Pro server polls this table once every 60 seconds (by default) in order
to see whether there are any tasks waiting for it — if yes, it sends the corresponding data to
the relevant controllers and then cleans the related records from QueueMSG table. Together
with the replication delay, this process may take 1-2 minutes from the moment the definitions
were saved till the changes are updated on the controllers. In cases when the relevant Guard
Point Pro server is down, its controllers are not updated till about 1 minutes after it is started.

The frequency of checking the QueueMSG table is set by the GuardPointPro.ini option:
CheckQueueMSGEvery
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The information of the current number of commands in pending for a server and the existing total
number of records in the QueueMSG table is displayed in the ‘Computer’ screen. A 'Refresh’
button allows to update the information.

& | =
Tvpe
Server v
Mumber of commands T D AT e rrrrrerrer H
in pending for this Total number of records
server in the CueushB0 table

Note: this information is also displayed for workstations, but it is not significant.

Tip: For testing and/or troubleshooting QueueMSG activity can be recorded in the daily AME file. To
turn on this recording set the following GuardPointPro.ini options on both servers:

DebugMSMQSend = 1
DebugMSMQRecv = 1

In any case, regardless of single or multi polling, all the real time events are shown
immediately because they pass through the Spread communication and not through the
database. Each PC shows the events according to the logged-in user and the sites he/she is
authorized to view & control.

11.2.2.2 MULTI-SITE / MULTI-POLLING (WITHOUT DB REPLICATION)
Multi Site
SITEA Multi Polling
DATABASE
E——— SITEB
‘ SERVER SEFVER ‘ ‘
J J SITEA SITEB g ;
WS Ws 8 A we WS
' Padling ! Palling
v v
. CONTROLLER ~ COMTROLLER =
e B
Readers Readeis
= [ — [

This is the same as the previous configuration, but uses a single database.

In this configuration all computers, Guard Point Pro server and WS alike, are naturally totally
dependent on the connection to the Database server. Still, each site is independent in the
sense that it can function regardless of whether the other Guard Point Pro servers are up or
down. Each local Guard Point Pro server only needs its connection to the database.

This architecture is suitable when the network is highly reliable (although nothing is perfect in
this life..). In these cases this configuration is the better choice because there is no reason to
implement database replication (with all its complexity) when network problems are scarce.

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual 279/361



sensor

ACCESSTECHNOLOGY

11.2.2.3 MULTI-SITE / MONO-POLLING
Multi Site
Mono Polling
SITEA
DATABASE
SERVER
5 SITEB
| g SERVER
I g9
Ws ws PR ws WS
e “ = .. Peling
i EE S
— COMTRLER —, - COMImOLLER —
|
' : ! ‘
Readers Readers
—— - s =

In this architecture, there is only one Guard Point Pro server which polls the controllers of all
the sites and manages all the events. Similarly, there is only one Database server on a single
site, to which all sites must have access at the same time. The database must be accessible
from any WS. Each site is managed from WS.

Obviously this architecture requires a highly reliable network and also the constant operation
of the Guard Point Pro server . When this single Guard Point Pro server is down (even if the
network is still good) the communication to all controllers (of all sites) is stopped and no WS
can operate.

In case of network failure between sites, the remote WS cannot access the database.

Note: This architecture might look exactly like the Multi Company architecture, but the difference is that
it allows a simultaneous management of more than one site from the same screen without the
need (as applies using the Multi Company option) to log off & login as a different user.

FUNCTIONS

Communication with controllers

When Multi Polling is not used, there is only one Guard Point Pro server, QueueMSG is not
used, hence all connected controllers are updated without any delay.

11.3 SETTING UP A MULTI-SITE SYSTEM

Technical requirements for a Multi-site System

Guard Point Pro Server
e  Solo Intel Xeon or AMD Opteron
Min 2 GB of fast RAM (DDR II with 667 MHz)
Chassis in Rack or Tour
Fans, power supply and redundant and replaceable hard disks for a maximum
availability
e  USB port for the protection key (inside the PC recommended)
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0OS: Windows Server (recommended)
License: Guard Point Pro with dongle having Multi Site & SQL modules

Guard Point Pro Workstation/s

Microsoft SQL Server Native Client

WS can be linked to one Guard Point Pro server only

Several WS can be linked to the same Guard Point Pro server.

Before WS starts, its respective Guard Point Pro server should be up and
running

Database server (for database management in distributed environment)

Network
[ ]
[ ]

Solo or Dual-Core Intel Xeon or Dual-Core AMD Opteron processors

Min 3 GB of fast RAM (DDR II with 667 MHz)

Chassis in Rack or Tower

Fans, power supply and redundant and replaceable hard disks for a maximum

availability
Adequate storage capacity
0OS: Windows Server (recommended)

SQL Server: if the database is replicated between the sites, a license allowing
replication is needed. It is also necessary to install a MERGE type replication
between the SQL Server databases of the different sites relating only to the
tables (and not on Stored procedures or Views which are brought to be updated
by the new versions). The replication in SQL 2005 has been improved, so it is
better to use the 2005 version of SQL server (see Supported Microsoft SQL
server licenses).

Each site should have a Local Area Network (LAN)

All PC network boards should be configured in Full Duplex

Each site should have access to the Network and all PC must have connection to
the Database server

The bandwidth between the sites depends on the sites size, the number of
updates and the number of daily transactions on each site. It would probably
need a minimum of 1MB point-to-point between the sites.

All the PC from all sites should be able to communicate with each other directly
by UDP messages to allow communication by the Spread tool. The Spread uses
default ports 4803 and 4804 (to allow in the Firewall).

Install a method for measuring service quality QoS, which consists in dividing,
said digital link into a plurality of sections linking up at least two demarcation
points. It allows to save sections of little size when the network is highly busy.
QoS is not applied by internet providers, so it is better to use PTP links.

Check that there is no packet loss (because a part of the communication is in
UDP)

The latency should be < 250ms. Check it with the Ping command from one PC
to each other.

Check that there is a re-routing of each PC to each other PC.

As the network quality depends on the site, we recommend checking with a
Network specialist if the collisions number is satisfactory and if the network
complies with all above requirements.

Configuring a Multi-site system

GuardPointPro.ini file
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On each PC (Guard Point Pro server or WS) set the GuardPointPro.ini file with:
Multi-site = 1

Each PC (Guard Point Pro server or WS) should set the GuardPointPro.ini entry
DbsFolder with the corresponding Guard Point Pro server folder. (See also the 'Shared
folders' section later on this document)

Each WS should set the name (in capitals) of its respective Guard Point Pro server at
the myServerName entry in its GuardPointPro.ini file. For instance:

myServerName = MAINCOMPUTER

Dongle
Each Guard Point Pro server should have a dongle with Multi Site (MS) & SQL (SQL)
modules. The number of sites that can be managed by that Guard Point Pro server
should also be specified on the dongle. For example, Guard Point Pro server that can
manage 3 sites should have a dongle with '3MS'.

Detailed Technical information about Setup, capacity, etc is given in the SENSOR document
*10TE510 Multi-site Module’

11.3.1SITE SCREEN

Site screen: The Site screen in the Parameter Menu is only shown when the Dongle contains
the Multi-site option and the GuardPointPro.ini file includes the entry:

Multi-site = 1

OB X @ @ 0 60 uw & = 0
Mew Save Delete First Prev, Next Last Downld, Search Print Close
Gelect & site o

|Bl..idr|gl’|-mapﬂ -'

arisged by
o Work Stabon| -

The Site screen will always contain master record with the default name ‘Building Manager’,
managed by the ‘Main Work Station’. This record can be edited but cannot be deleted.

To build a Multi-site installation, perform the following steps:

1. Change the name of the Main Site and Save

2 Add another Site, with a suitable name.

3 Set Managed By to Main Work Station (this can be changed later)
4, Open the User screen

5 Change the name of the Main Site and Save
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12 TIME AND ATTENDANCE VARIATIONS

There are three (independent) variations of the Time and Attendance Module:

e Standard T&A — Option 1 : ‘Time on site’

The system scans each cardholder’s transactions, selects the first and last valid
transactions of the day, and calculates the time between them.

e Standard T&A — Option 2 : ‘Working Time'

The system records ‘working time’ using readers designated as ‘Entrance Reader’
(i.e. ON) and ‘Exit Reader’ (i.e. OFF).

e T+ Module: Enhanced T&A
T+ gives detailed recording of all time on site, reporting work as regular working time
or in user-defined categories (Training, Project-related, etc). Time is also reported
against configured shift patterns for calculation of overtime and short time.

e The T+ T&A File Export utility allows exporting the T&A data gathered by Guard
Point Pro into simple text files, one text line/record per event. This is a simple
method for integrating Guard Point Pro with external Time & Attendance (T&A)
systems.

All these variations include flexible reporting capabilities and allow exporting of the data in
programmable file formats for processing by external systems.

Note that the Standard T&A Options 1 & 2 are available in the standard programme.
The T+ module requires extended T&A licensing while the T&A File Export facility
uses an external utility (TA.EXE").”

12.1 T&A EXAMPLE

To illustrate the T&A options, consider the site diagram below as an example:

uFTl | Dining Room |
.-...n... ! =
.o
I Lobby g
¥ Gym
-

. | fommell -
._t - | Tool Store
?‘ =1 e

1 m
5 .

| Factory Floor

A typical clocking pattern might have an employee arrive too early at the parking entrance
(i.e. at a time restricted by the Access Control rules set in the Daily Programme), and then
clock again at the Parking reader once access is permitted. Then he would go through the
lobby and clock ON at the door to the factory floor. Later that day, the employee would eat at
the dining room, take a break in the gym, and then clock out and go back to the parking area
to leave the site.
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Actual clocking (taken from a log) would look like this:

25/01/10 D8:15:00 Access Denied "Smith Jack " From reader "Parking IN' - Mot Authorized at this time
25/01/10 D8:30:00 Access Granted "Smith Jack * From reader "Parking IN

25/01/10 08:30:26 Access Granted "Smith Jack * From reader "Factory IN'

25/01/10 13:00:29 Access Granted "Smith Jack * From reader "Dining Room"

25/01/10 13:30:06 Access Granted "Smith Jack ® From reader "Factory IN'

25/01/10 15:01:18 Access Granted *Smith Jack * From reader ‘Gym*

Z25/01/10D 15:30:36 Access Granted "Smith Jack * From reader "Factory IN

25/01,/10 19:00:09 Access Granted "Smith Jack * From reader “Factory OUT"

25/01/10 19:05:00 Access Granted ‘Smith Jack * From reader ‘Parking OUT*

The following three sections show how the above transactions would be reported by the
‘Standard T&A’ Options 1 and 2, and by ‘T+’ module.

12.1.1'STANDARD T&A’ OPTION

The system scans each cardholder’s transactions, selects the first and last valid transactions
of the day, and calculates the time between them.

12111

No specific setup of readers or other parameters is required for Option 1 — the T&A report will
be produced solely on the basis of the first and last valid transaction of the day, i.e. reporting
time on site only.

12.1.1.2 ‘STANDARD T&A” OPTION 1 - REPORT

To issue a report, go the tool bar item ‘Modules’ and select ‘Time attendance’. The 7ime
Attendance screen appears, and must be completed in order to produce a report.

Note: The checkbox ‘Check entry/exit readers only’ must not be checked when requesting an
‘Option 1’ TRA Report.

Example: Hereunder the report issued based on the previous 784 example :
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Time & Attendance
Department <All Departmenis>

From 25/01,/2010 00:00 To 25/01,2010 23:59

Smith Jack
Entry Date First pass Last pass Day total hours
25/01/2010 08:30 19:05 10:35
Total hours 10:35
Explanation:
1. For each cardholder, one line is produced per day, showing only the first and last
valid transactions.
2. The first logged transaction (08:15) is disregarded as it was invalid
(In the example, the Daily Programme allows access here from 08:30).
3. Time is calculated from first valid clocking (08:30) to last valid clocking (19:05)

I Standard T&A

Option 1 Description
Setup No specific setup for readers or cardholders. Valid transactions from
all readers are used.
Detail level Selects First Pass, Last Pass.
Total Hours = (Time of last pass — time of first pass)
Reporting Report of transactions for:

<from date and time> <to date and time>,

<All or selected readers>,

<All or selected departments>, <All or selected cardholders>
Basic editing of report format is supported, and report can be
exported in various file formats ( RTF, PDF, HTML, XLS, TIF and
TXT)

12.1.2'STANDARD T&A’ OPTION

The system records ‘working time’ using readers designated as ‘Entrance Reader’ (i.e. ON)
and ‘Exit Reader’ (i.e. OFF). Transactions at readers defined as ‘<none>’ or ‘Entrance
Reader\Exit Reader’ do not affect T&A clocking and simply apply their access control
functions. These reader definitions are set in the Reader General Tab screen.

Option 2 also adds the ability to input transactions into the T&A report manually.
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12.1.2.1 ‘STANDARD T&A’ OPTION 2 - SETUP
The only setup to perform is to define which readers are used as ‘Entrance Reader’ from
which working time calculation will start and ‘Exit Reader’ from which working time
calculation will stop.
Example:
Based on the previous 7&4 example , the following setup is required in the

Readers/General screen in order to use Option 2 of the Standard T&A module to produce a
working time report.

Reader T&A Field Notes
Name
Parking <none>
IN
Parking <none>
ouT
Factory Entrance Starts accumulation of working time
IN Reader
Factory Exit Reader Ends accumulation of working time
ouT
Dining <none> In the example, time in the Dining Room is
Room regarded as working time.

By defining this reader ‘s T&A function as
<none>, the T&A calculation is not affected
by clocking here. Working time will still be
accumulated for the cardholder

Gym Exit Reader In this example, time at the Gym is not
working time.

By defining the Gym reader as an ‘Exit
Reader’, a clocking here stops the
accumulation of working time until the next
ON clocking at a reader defined as an
‘Entrance Reader’

12.1.2.2 STANDARD T&A OPTION 2 — REPORT

To issue a report, go the tool bar item *Modules’ and select ‘Time attendance’. The 7ime
Attendance screen appears and must be completed in order to produce a report.

Note: The checkbox ‘Check entry/exit readers only” must be checked when requesting an
‘Option 2’ T&A Report.

Example: Hereunder the report issued based on the previous 7&4 example :
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Time & Attendance
Cepartment <All Departments =

From 25,/01/2010 00:00 To 25/01/2010 23:59

Smith Jack
Entry Date Entry Time Exit Time Day total hours
25/01/2010 08:30 15:01 06:31
25,/01/2010 15:30 19:00 03:30
Total hours 10:01
Explanation:
1. For each cardholder, one line is produced for each logical pair of clocking
transactions, only at readers defined as ‘Entrance Reader’ and ‘Exit Reader’.
2. In the example, the first TRA clocking (at an ‘Entrance Reader”) is at the Factory
Entrance at 08:30.
3. The Gym Reader is defined as an ‘Exit Reader’, so that clocking at the Gym stops
the accumulation of working time (15:01).
4, Working time resumes when the cardholder clocks at the Factory Entrance (15:30)

and continues until there is a clocking OFF transaction at the Factory Exit (19:00)

Standard T&A
Option 2 Description

Setup The required readers must be designated as ‘Entrance Reader’ and
‘Exit Reader’ in the Readers General Tab screen.

Note: The standard T&A system only takes transactions from
readers with these definitions. The default transaction code set in
the Readers/Miscellaneous/Badge Format 7ab screen is not used
for T&A definition.

Detail level In the 7ime and Attendance (Basic and Standard Options)

screen, the ‘Check entry/exit readers only’ option must be selected.
Transactions from readers defined as ‘Entrance Reader’ and ‘Exit
Reader’ are grouped into pairs.

Total Hours = Sum of all pairs at designated readers.

No calculation of overtime or short time.

No accumulation of non-working times.

Note: If the ‘Check entry/exit readers only’ option is NOT selected,
then time will be reported as described in Option 1 above.

Reporting Same selections available as for Option 1.

Editing missing Manual transactions may be entered to complete unbalanced pairs
transactions (clock ON and OFF transactions). No new pairs can be introduced.
(marked ??? in the Manually entered transactions are marked with *, and can be edited.
report preview) Real transactions resulting from card transactions cannot be edited.

If actions are edited then the operator must exit and re-enter the
report screen to force re-calculation.
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12.1.3'T+’ MODULE
The ‘'T+" module allows:

Calculation of the total hours worked according to readers selected

Definition of Personal Contracts, i.e. shift patterns for calculation of regular
working time, overtime and short time.

Fixed or flexible working hours

Calculation of the time accumulated on a specific job (in user-defined
categories like Maintenance, training, Project-related, etc.) or location
(meeting room, parking, library, etc.).

Exporting the report in an external file in different formats (text, Excel,
etc..)

712.1.3.1 ‘T+'MODULE - SETUP

The following setup is required in order to use the ‘T+’ module.
System Parameters

1. The ‘T+" authorization code must be present in the system dongle
2. The GuardPointPro.ini file must contain the entry

[Time and Attendance]

JA+=1

Defining General Working Time and different Categories of Working Time
1. Transaction
The ‘'T+’ module will normally accumulates working time into a general working-time total:
e  The working time begins from any transaction having a transaction code = 0,
from a reader defined as an ‘Entrance Reader/Exit Reader’.

e  The working time ends from any transaction having a transaction code = 1,
from a reader defined as an ‘Entrance Reader/Exit Reader’.

These two transactions exist by default, are named ‘Entrance’ and ‘Exit’ and cannot be
changed (except for their name which can be edited, see screen Transactions.

When a cardholder is granted access at a specific reader, the code associated to the
transaction is one of the two following:

- Either the default transaction code of the reader used (defined in the
Reader/Miscellaneous/Badge Format screen)

- Or the code typed-in by the cardholder at the reader keypad, which overwrites the reader’s
default transaction code.

2. Transaction Categories

In addition, the user can define ‘Transaction Categories’ that allow time passed in pre-defined
categories to be reported on separate counters. These categories may be from two types:
‘Working time’ (i.e. paid) category for which the time accumulated in this category is added
to the general working-time counter and ‘non-working’ (i.e. unpaid) for which time
accumulated is not added to the general counter.

To do this, the user defines the Transaction Categories, (7ransaction categories screen)
choosing whether they are ‘working time’ or *‘non-working time’, and then associating
Transaction Codes to the specific categories that will signal that a particular clocking is the
start of time recording for that category. (screen 7ransactions).
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Typical transaction Categories might be:

Work time: Training, Job clocking

Non-working time: Use of company recreation facilities (Gym, library)

The total number of hours accumulated in *‘Working time’ category will appear in the report,
under the category name and will also be included in the ‘total hours’ counter.

The total number of hours passed in ‘Non-Working time’ category will appear in the report,
under the category name but will not be included in the “total hours ‘counter.

For the T+ module, only readers that are defined as ‘Entrance Reader\Exit Readers’ will
record T&A transactions.

The transaction code, which associates the transaction to its category, is associated with a
cardholder transaction in two different ways:

- Either it is the default transaction code of the reader used (defined in the
Reader/Miscellaneous/Badge Format screen)

- Or it is the code typed-in by the user at the reader keypad, which overwrite the reader
default transaction code.

Example: In the previous 7&A4 example, the transactions categories will be set as follows:

Name ! Category Type n Notes

Gym Non-Working time The total number of hours passed in this
category will appear in the report, under the
‘GYM’ category but WILL NOT be included in the
‘total hours ‘counter.

Meals Working time The total number of hours passed in this category
will appear in the report, under the ‘MEALS’
category and will also be included in the ‘total
hours ‘counter.

3. Readers

Each Reader that is to be used for reporting T&A transactions must be designated as
‘Entrance Reader/Exit Reader’ in the Reader/General screen.

For each of these readers, Default Transaction Codes (which are attributed to a transaction at

this reader) must be set in the Reader/Miscellaneous/Badge Format screen.
See also the Convention for Reader Transaction Codes.

Example: In the previous 7&A4 example , readers will be set as follows:

Name T&A Function Trans Notes
Code

Parking IN  |<none> n/a

Parking OUT |<none> n/a

Factory IN  [Entrance Reader 0 '0" is the default transaction code for
Exit Reader ‘ON’ clocking as ‘normal time’

Factory OUT [Entrance Reader 1 ‘1" is the default transaction code for
Exit Reader ‘OFF’ clocking as ‘normal time’

Dining Room [Entrance Reader 40 In this example, the ‘Meals’ category is
Exit Reader set as working time ( ‘paid’).

Gym Entrance Reader 50 In this example, the ‘Gym’ category is set
/Exit Reader as non-working time ( ‘unpaid”).

Defining Working Time
1. Department
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To get a Time and Attendance report, a cardholder must belong to a department to which a
personal contract will be attributed. The cardholder therefore gets the Personal Contract of
this department. His report will show the regular, possible supplementary or missing hours
according to his personal contract.

Therefore, a department must be defined (via the ‘Department’screen) and then, it must be
attributed to a cardholder through the ‘Cardholder/General’tab screen.

If a cardholder doesn't have a department, or a department is not assigned to a personal
contract, his report will include all the calculated time according to his entrance and exit
transactions, without supplementary or missing hours.

2. Daily Shift (Screen shown in Daily Shift)

Daily Shifts set out the basis on which working time will be allocated as normal and overtime.
Two default shifts, ‘All Working’ and *Non-Working,” are pre-defined.

3. Personal Contract (Screen shown in T&A Personal Contract)

A Personal Contract defines for a user his daily shift for regular week days and also for 3
special days. It therefore contains 7 daily Shifts (one for each day of a regular week) and 3
other Daily Shifts for 3 special periods (Holidays, SPC1 and SPC2). These special periods are
defined in the 7&A4 Holidays screen either from Parameters menu or from this T&A module.

A Personal Contract must be applied to one department, selected from the Database
department (which therefore has to be defined previously). All personnel in a department
must use the same Personal Contract.

4. Vacations

In order to enter specific vacation days to a cardholder, user would enter the Cardholder
Screen and select the Vacation Tab. This tab appears only if the T&A T+ module is enabled.
In this “Vacations' screen, user clicks on the “Add Vacation” button, and enters “From Date”, "
To Date” of the vacation. The T&A report calculates the total number of vacation days taken
during the report date selection. During vacation days, the worker will not be expected to
work (no Missing hours)

12.1.3.2 ‘T+’ CLOCKING
When a cardholder is granted access at a specific reader, the code associated to the

transaction and which will associate the transaction to a category, is one of the two following:

- Either the default transaction code of the reader used (defined in the
Reader/Miscellaneous/Badge Format screen)

- Or the code typed-in by the cardholder at the reader keypad, which overwrite the reader
default transaction code.

In the T+’ system, it is not necessary for every activity (category) to have its own ‘clock-off’
transaction. Any new ‘clock-on’ transaction (i.e. a transaction which start the time calculation)
is assumed to close the previous activity. However, there must be a transaction at the end of
the working day. For this, transaction code 1 normally represents ‘clock OFF'.

Example: In the previous 7&4 example , clocking at reader ‘Dining room’ at 13h00 with
transaction code 40 will start the category ‘Meals’. Because the ‘Meals’ is a working time
category, the next hours passed in this category will be calculated in the general working
time counter and will also appear in the ‘Total per category’ counters , under the ‘Meals’
category, below the report. The next clocking, at 13h30 on reader ‘Factory IN" with
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transaction code 00 will end the previous category, i.e. the meals, and will start the regular
working time.

Clocking at 15h01 on reader ‘Gym’ with transaction code 50 will start the ‘Gym’ category and
will ends the normal time work. Because the ‘Gym’ is a non-working time category, the next
hours passed in this category will not be calculated in the general working time counter but
will appear in the ‘Total per category’ counters, under the ‘Gym’ category below the report.

The transaction Log with the transactions codes is as follows:

25/01/1008:1500 Access Denied "Smith Jack " From reader 'Parking IN' - Mot Authorized at this time

25/01/10 08:30:00 Access Granted "Smith Jack * From reader
25/01,/10 08:30:26 Access Granted "Smith Jack * From reader
25/01/10 13:00:29 Access Granted "Smith Jack * From reader
25/01/10 13:30:06 Access Granted "Smith Jack ® From reader
25/01/10 15:01:18 Access Granted "Smith Jack ® From reader
25/01/10 15:30:36 Access Granted "Smith Jack * From reader

"Parking IN

‘Factory IN°

"Dining Room” Transaction code 40
"Factory IN

‘Gym" Transaction code 50
"Factory IN

25/01,/10 19:00:09 Access Granted "Smith Jack " From reader "Factory OUT' Transaction code 1
25/01/10 19:05:00 Access Granted "Smith Jack ® From reader "Parking OUT"

‘T+' MODULE — SAMPLE REPORT

12.1.3.
To issue a report, go the tool bar item ‘Modules’ and select ‘Time attendance’. The 7ime
Attendance screen appears which must be filled to get a report.

Note: The check box ‘Check entry/exit readers only’ is not present , as T&A readers for the
T+’ module are defined in the Reader/General screen as ‘Entrance Reader/Exit Reader’

Example: Hereunder the report issued based on the previous 7&A4 example :

L] Reports preview

[ Epot | Fp Addmiceed aneactions | 5 B, | 0 M O @ | B @ 100X ]| £ & A ) )

Time & Attendance
DCepartment <All Departments>

From 22/02/2010 00:00  To 23022010 23.59

Techniclan

Smith Jack

Start Date  Start  Start Code

22200 08:30 [0 Enrarce]
13200  [40 Start Meal]
13:30 [0 Entrance] 15:00  [50 Start Gym]
15:30 [0 Enrance] 19:00 [1 Exi&)

Stop  Stop Code Stad/ Aded,/Miss,

07:31,02 : 30,0029
23022010 0845 [0 Entrance] ol
000 00,400 00,0800
Total hours |07 :31102:50,08:20
Total Per Category  wiak:!, 00:30, \Gym': 00:29,
Total Vacation days 0
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Explanation:

1. The left column (‘Start Start code”) contains transactions which begin working Time
(paid) category. The right column (*Stop Stop code’) contains transactions which end
working time (paid) category or begin non-working (unpaid) category.

In the example, ‘Meals’ are considered ‘paid’, so the first working time period is only
ended by the clocking at the Gym (15:01). Thus, the first ‘working time’ period
extends until the first ‘non-working time’ transaction (*50 Start Gym")

2. No specific ‘clocking OFF’ transaction is required for either the Dining Room or the
Gym. In each case, any ‘clocking ON’ transaction will be regarded as also signalling
the ‘clocking OFF’ from the previous category.

3. In our example the daily shift is set to start at 08:30 and end at 16:30. Thus, the
report shows a total of 10:01 hours working time, with 7:31 hours of normal working
time. The 2:30 hours between 16:30 and 19:00 is considered as 'Add' (=overtime)

4, The 0:29 hours time spent in the Gym is shown as a separate category. The same
period (0:29) is also recorded as ‘Miss’ — i.e. missing time. This represents non-
working time that falls within the boundaries of the required ‘normal time’ as defined
in the relevant daily shift.

Missing Transactions:

Missing transactions are shown with *????" and prevent the application to compute the
working hours of the day. They have to be manually updated.

Updating a transaction is done by clicking on the ‘Add Missed Transaction’ button. When a
missing transaction (*???") is updated, it then appear with a **’ in the report. Updated or
modified transactions are inserted in the log file.

In the previous sample report, an end of working transaction is missing on the 23/02/2010.
For example, pressing the ‘Add Missed Transactions” button will allow adding 3 transactions:
"12:30: Start Meal”, “13:30 Entrance” (this transaction will close the meal category) and
"19:30: Exit” as follows:

Manual transactions

2 -Clrdhold'tr I’shrllhba 3
232010
Semith Jaek (EIOTANI0

] ;o‘llrt Code 7 T Stop DJMTStop Time -Tsm Code T
N [5%ar Mwal 30) 00:00.00

fEeivance o | zamar0to [N =+

Toupdate start transacthon, sshack the date, time and transaction, To commit charges, dick "Update™

To Insert & rews trancaction, press [Ineert]

To delete, sslect & row, and press [Delete]

Cuake: Time Transackion:

[z3mzrmn [+ 1220 . =

T T = I =
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The updated report will be as follows:

W e ports preview

[ Expot | &y, Addmnsed bancactions | [ P | D) (04| D @] 8, &0 T N o i a2 QO

Time & Attendance
Departrment <all Departments >

Froen 22,02/ 2000 00:00  To 23/0e/2000 23:59

Technician

Etart Coda Stop  Stop Code
I Errarca)]
[40 Start Maal]
[0 Erfrarca) 15:08 [50 Start Gyrn]
1D Erdrance] 1%:00  [1Exg]
073,02 30,00:29
[0 Enfrarca)
[40 Start Meal]
[0 Ervrarce] 19:30 * [1 Exat]
a7 4500:00,00:15
Total hours | 151605 500044

Total Per Calegory  sue gl 01:30, Gy’ 00:26,
Total vacation diys 0

e

Adding transactions using the 7&A4 Transaction Wizard screen:

The T&A transaction wizard allows the user to generate multiple transactions that will be
inserted into the log of T&A transactions, so that the resulting reports include these
transactions. Instances where the wizard would be used include:

e  Entering multiple transactions for an employee who missed work but must
be credited with the time for reporting or pay purposes (leave, sick leave,
military duty, etc.)

e Adding transactions to multiple employees where they must be credited
with time for a period where they did not or could not clock (Maintenance,
Training, Department fun day, clocking that would have taken place during
a power outage, etc)

The module will create manually transactions (marked with a ‘*) according to the category

selected, which will be like a regular punched transaction. The only difference that these
manual transactions can be deleted or changed.
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13 SCENARIOS AND EXAMPLES

In this section:

e [1Event Handling Examples

o [Anti-Passback — Concepts and Examples

o [\Mantraps Concept

o [1Parking Module — Example

o [Lift Module — Concept and Example

e [IGuard Tour — Concept and Example

e [1risis Level — Concept and Example

e [IImporting Data from External Databases - Examples

13.1 EVENT HANDLING EXAMPLES

13.1.1ALARM ZONES WITH PRE-ALARM NOTIFICATION (*CALL TO BADGE’)

Alarm Zones (or Inputs Groups) are Inputs that are logically associated together. By
grouping a set of inputs — for example, all the door, window and movement sensors in an
area - one defines an “Alarm Zone”".

Alarm Zones can be armed or disarmed (activated or deactivated)
either
e [lautomatically, using the Event Handling Programme,
or

e [Imanually, with a single command (via Actions or Processes).

Example :

1. The alarm inputs of a floor are set, as an Input Group, to be armed at 20:00.
The pre-alarm delay is set to 15 minutes, with a warning process that activates a
buzzer for 20 sec.

2. A Global Reflex postpones the intrusion system activation for 60 minutes if a valid
card is passed at a reader that is associated with the Alarm Zone.

3. At 19:45 the system activates the buzzer, reminding the employees of that floor
that they have 15 minutes to leave area or to postpone the intrusion system
activation.

4, At 19:55 one of the employees passes a card at the specified reader and thereby

moves the activation one hour forward to 20:55. (i.e., the system sends a command
to the controller to postpone arming the Input Group)

5. The system will activate the next buzzer warning 20:40, 15 minutes before the new
activation time.

SYSTEM SETUP
Before using Event Handling facilities, the relevant entries must be set in the
GuardPointPro.ini file.
1. Open the GuardPointPro.ini file, and check that the following entries exist:
AlarmZones = 1
ControllerlnputGroup = 1
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Verify that both entries are set to 1 and if not, set their values to 1.
2. Save and close this file, then restart Guard Point Pro.
3. Make sure the ‘Alarm definition for group of input’ option in the
Tools/Options/General screen is selected

INPUT GROUP SETUP

1. Create an Input Group
2. In the Event Handling Program/Alarms screen, choose the “View groups of inputs”

option and select a Weekly Program for the input group

3. Create a Process that will serve to notify the occupants of an approaching
activation of the intrusion alarm system (for example, by activating a relay connected
to a buzzer during 20 sec., lighting a red light, etc.)

4, In the Input Group screen, select this Process and set a pre-alarm delay between 1
and 120 minutes.

5. Initialize all the controllers.

6. To set a Input Group activation to be postponed, create a Global Reflex that

triggers an Action from the type: “Input Group Deactivation During...”, by setting the
Input Group to postpone and the number of seconds/minutes for which the Input
Group activation should be postponed.

13.1.2COUNTER - CONCEPTS

Counters can contain values, compare them against predefined parameters whenever their
value changes, and activate Processes if preset ‘compare’ conditions are satisfied or not
satisfied.

Counters are incremented or decremented by ‘Increment Counter’ and ‘Decrement Counter’
Actions. Each time the value of a Counter changes, its value is compared against its preset
Min and Max values, and a user-specified Process will be carried out depending on the result

The Counters screen allows the user to define Counters, set preset values, choose the
compare conditions and set the Processes that must be carried out depending on the result of
the compare.

Examples

e  Count the number of persons in a room (so as not to leave a room empty,
to signal excess of maximum capacity, to switch office lights off when all the
occupants have left, to activate an alarm system when all the employees
have left the building, etc.)

e Check as a specific room or cinema fills, and refuse access when capacity is

reached
Operating Mode
1. Create a Counter (Counter screen)
2 Create an action/process incrementing the counter (Process screen, Action screen)
3. Create an action/process decrementing the counter (Process screen, Action screen)
4 Create a global reflex defining the event that increments the counter

(i.e. invokes the action/process) (Global Reflex screen)

5. Create a global reflex defining the event that decrements the counter
(i.e. invokes the action/process) (Global Reflex screen)
Caution - Conditions linked to a counter may also trigger some processes:
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Be careful not to create a logical loop:
Example:
A Process that decreases the value of a Counter, where the Counter itself checks if it
is below the preset Min value — such a process will repeat endlessly, as the first
condition is always satisfied, so the action will always be invoked

13.2 ANTI-PASSBACK — CONCEPTS AND EXAMPLES

The system distinguishes between 3 types of Anti-Passback, described in the following
paragraphs:
e //Local Anti-Passback — prevent a particular reader from being used twice in
succession using the same badge
e [ /Timed Anti-Passback — similar to Local Anti-Passback, but the restriction
applies only for the defined time — after that, the same badge can be used
again.
e [ /Global Anti-Passback — forces cardholders to follow pre-determined paths.

Both Local Anti-Passback and Global Anti-Passback can be operated in ‘Soft’ mode, by using
the Soft Anti-Passback option — This mode allows an access transaction that would normally
be prevented by the Anti-Passback rules, but merely reports it, rather than actually
preventing the access.

CANCELLING OR OVER-RIDING THE ANTI-PASSBACK RESTRICTIONS

The Anti-Passback feature can be cancelled for cardholders who are to be allowed to move
without the APB restrictions, by setting the ‘No APB, no timed APB’ option in their
Cardholder/Personal screen. This is sometimes applicable to certain types of Maintenance
staff, Guards who might enter or leave using a physical key, etc.

A one-time permission to move without the APB restriction being applied can be granted by
clicking the Reset button on the Cardholder/Location screen.

13.2.1LOCAL ANTI-PASSBACK

Local Anti-Passback is the basic form of this feature, and only applies to readers that share
the same controller. After a badge is passed at one reader on a controller, it must be passed
at another reader on the same controller before it can be used again at the first reader.

Note: If reading the badge on a different controller must release the badge for
the first reader, then Global Anti-Passback must be used.

Local Anti-Passback is managed by the controller itself. To activate it, check the Anti-
Passback box in the Reader/Access Mode screen.

The ‘From’ and ‘To’ fields of the ‘APB level’ in the Reader/Door Contro/ screen must be left
empty.

Example of Local Anti-Passback: With a four-reader controller, two doors may be
controlled, with two readers controlling each door (Readers 1/3 control entrance/exit of door
1 and readers 2/4 control entrance/exit of door 2).

Result: The same card will not be accepted twice successively at the same reader. It has to
be passed once at one reader (i.e. entrance) and once at the second reader (i.e. exit). This
prevents a person, who has been granted access, from giving his card to somebody else who
is trying to access immediately after the first person.
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13.2.2TIMED ANTI-PASSBACK:

This prevents a card from granting access twice at a same reader within in a pre-defined
time. A second access will only be authorized after the defined delay. Enter the required
delay time in the ‘Time APB' field (between 1 and 15 minutes) in the Reader/Access mode
screen. If the Local or Global Anti-Passback feature is also to be activated, check the Anti-
Passback box.

Note: Timed Anti-Passback is also called ‘Lockout Delay’, because a badge is
‘locked out’ for the delay period.

13.2.3GLOBAL ANTI-PASSBACK:

With the Global APB feature, the user can restrict access through readers by forcing
cardholders to pass a specific sequence (or path) of readers. The site is divided into APB
‘levels’, and readers are defined in such a way that cardholders can only pass only from one
pre-defined level to another.

EXAMPLE
Let's say the user wishes to separate the site into the levels shown below.

< 1 OUTSIDE
E E '

c1

OFFICES

ca

c

FACTORY | E

2

|
OUTSIDE

To activate Global Anti-Passback, the Anti-Passback box in the Reader/Access mode screen
must be checked, and the fields APB Levels fields From and To must be defined in the ‘APB
level’ section of the Reader/Door Control screen must be .

First, create the APB Level definitions, by opening the APB Levels screen. (To do this, select
the [...] symbol next to the From or To definitions in the APB Levels field of the Reader/Door
Control screen). Press New, and enter the required names.

In the example above, four levels must be created — Outside, Offices, Factory and Lab.

Then, for each set of readers where the control is to be applied, the user specifies the From
and To APB Levels, using the dropdowns next to the APB Levels fields of the Reader/Door
Control screen. Allocate APB levels to the readers as follows:
Controller Reader From To

C1 1 Outside Offices
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2 Offices Outside
C3 1 Offices Factory

2 Factory Offices
c4 1 Factory Lab

2 Lab Factory
C5 2 Factory Outside

HOW IT WORKS

- Every time a badge is read, the system checks that it is still in the area where it was last
read.

- After an access is granted, the system records the new area which the badge entered.

Note: The APB Levels defined for the readers do not have to be sequential. For
example, the reader on controller 5 in the example is set to allow cardholders to
‘return’ directly to ‘Outside’, without traversing the ‘Office’ Level.

EXAMPLES OF GLOBAL ANTI-PASSBACK

o Enforce discipline by having cardholders passing through a main entrance
checkpoint rather than using a back entrance before they go to their respective
offices.

o Prevent a cardholder authorized for a particular area from passing his badge to
someone outside that area so that they can use the badge to enter
(e.g. dropping a badge out of a window)

. Prevent a second person (or car) from entering with an authorized one: it will
be stopped at the next checkpoint because not registered at the previous level.

QUERYING THE CURRENT APB STATUS OF A CARDHOLDER

At any time, the current APB status of a cardholder is shown in their Cardholder/Location
screen

SETTING UP GLOBAL ANTI-PASSBACK

To set up Anti-Passback, the following steps are required:

1. Define the different APB levels using the [...] button next to the APB Levels field in
the Reader/Door Control screen

2. Assign From and To APB levels for each reader in the Reader/Door Control screen

3. Set the APB option for the applicable readers in the Reader/Access mode screen

Notes:

1. It is recommended to use the Door Feed-back option (Reader/Door control screen)

when the Anti-Passback feature is set, to be sure that the cardholder has physically
passed the door before applying the new APB level.

2. The APB level for all readers can be reset by clicking on Reset all in the
Cardholder/Location screen.

3. After initializing controllers, all cardholders have one free ‘APB pass’. This allows
each cardholder a single transaction, which is used to establish their new APB level.

4, Each time the system PC receives a cardholder access-granted transaction, it

updates the cardholder’s new APB level in all controllers. Thus, in order to work
properly, all controllers must be online and communications must be maintained at all
times. (see Using Global APB without fulltime communication to the PC)

MN_SFT_GPP 2.3 GuardPoint PRO 2.3 User Manual

299/361



sensor

ACCESSTECHNOLOGY
13.2.3.1 USING GLOBAL APB WITHOUT FULLTIME COMMUNICATION TO
' THE PC

Global APB requires real-time communication between Controllers and the system PC.
In environments where there may be interruptions in communications, it is possible to
maintain APB restrictions between a group of controllers that are linked via their 2"
communications bus. The following setup steps are required:
1. Controllers must have firmware versions dated 03/12/2006 or later, and Kit Com2
2. The following options must be set in the GuardPointPro.ini file:

GlobalAPBwOPC = 1

DontUpdateAPBLevel = 1

Resent Definition on Deny = 0

DynamicNumBadge = O

13.2.4SOFT ANTI-PASSBACK:

Under normal Anti-Passback rules, when a cardholder requests to access a second time from
the same reader which is defined in Anti-Passback mode, the controller denies the access
AND reports the event as ‘Access Denied - Anti-Passback’.

In Soft Anti-Passback mode, the controller grants the access and only reports the event for
information.

To activate Soft Anti-Passback, first select the Soft anti pass back box in the
Tools/Options/Server screen. Then, in the Reader/Access mode screen, check the
Anti-Passback box — this will then show the ‘Soft’ option. Checking the Anti-Passback box
applies Soft Anti-Passback to that reader.

Note: Soft Anti-Passback does not work with Slave readers.

13.3 AUTOMATIC CARD INHIBITION IF A CARD NOT USED AFTER X DAYS

It is possible to automatically inhibit cardholders who have not used their card for a specified
number of days. The checking is done every night at 00:45.

For example, the system may be configured to inhibit all cardholders whose badges are not
read for 3 days:

o

Badge read at
23:000 on Day 1

Badge remains valid————» ——=E8adge is inhibited—»
DOy 11 Dav? 1 Dayd T Davd 1 Days | ] >
23:00 0045

A cardholder who passed his badge on day ‘1' (at any time) will have access on days ‘2', '3'
and '4'. If the badge is not read during these 3 days, the system will invalidate automatically
it on day '5' at 00:45 a.m.
Note: This function works only if Guard Point Pro is running at the time that
inhibition must be set (i.e. 00.45 each day. If the PC is turned off at night, the
inhibition command will not be sent to the readers at 00:45 a.m., and the system
does not check this function again on startup.
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Operating Mode:

1. Exit the application and look for the GuardPointPro.ini file at the main application
folder.
2. Open it with Notepad and look for the following entry:

Automaticlnhibition = 0

3. If this line does not exist, run Guard Point Pro, go to “Tools - Options” and click
“OK". This operation rebuilds the GuardPointPro.ini file and inserts all the possible
entries according to the latest application version.

4. Set the value according to the required days number before inhibition.

e.g. to inhibit all the cardholders whose badges were not read for 3 days, set:

Automaticlnhibition = 3

5. Save and close this file, and restart Guard Point Pro.

13.4 MANTRAPS CONCEPT

The man trap mode supervises the activation process of a double door entrance.
The conditions for opening the second door of a mantrap are:

e The first door opening and closing

e  Optionally the activation of an input

A 2-door controller may manage one mantrap with readers 1 and 2. A 4-door controller may
manage 2 mantraps, one with readers 1,2, the other with readers 3,4:

Reader 1 Reader 2 Reader 3 Reader 4
m Do 1 Do 1 m Do 3 Door 4
I Lock Lk 1 I Lock Lock
Door1 Door 2 Door3 Door 4
Contact Contact Contact Contact
. Dror 1 Door 2 'Dmr L] Do 4

A door is defined as a ‘Mantrap’ via the ‘Door type’ field of the Reader/Door control screen.
The system recognizes 3 types of mantrap:

Mantrap Type 1

When a door, defined as Mantrap type 1, is opened after access is granted (either through its
reader or through its RTX button) (the door status is given by the door contact defined for
that door), a second access cannot be granted from the reader of this door until the opposite
door is opened and then closed. This opposite door may be opened either through its reader
(if it is located inside the mantrap) or by its RTX button.

If the mantrap must be used in both directions (entrance and exit), both readers must be
installed outside the mantrap and both RTX buttons inside the mantrap (see drawing), and
both doors defined as Mantrap Type 1. Once one door is opened, its reader stays locked until
the opposite door is opened and closed, using its RTX button inside the mantrap.

Mantrap Type 3

Mantrap type 3 is similar to type 1 except that as soon as a first door is opened and closed,
then the opposite one is automatically opened. Here too, the first door will be unlocked only
when the second door is closed.

Mantrap Type 4.

Mantrap type 3 is similar to type 1 except that as soon as a first door is opened and closed,
the opposite one will be opened upon activation of a controller input (defined in the
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‘Controlled by’ field). Here too, the first door will be unlocked only when the second door is
closed.
Timeout delay:

When a person is granted access into the mantrap, the mantrap door(s) are locked until the
person exits the mantrap. However, After a 60 sec. timeout, door(s) will be unlocked even if
the person is still inside.

To prevent this timeout delay, select the option 'leave door relay open during all door open
time' in Reader/Miscellaneous/Badge Format screen.

Warning. 1In this case, readers will stay locked until the person exits the mantrap or
until they are manually unlocked.
Manually unlocking mantrap readers:
Mantrap readers are unlocked as soon as one of the reader's parameters are downloaded to
the controller (via the Save or the Download button of the Reader screen or by selecting
the Controller in the Communications/Diagnostic screen, and clicking
Download>Initialization).

Other door control capabilities:

There are two other modes to control a door, which are not considered as Mantraps because
they control only one door:

1- Door controlled by an input:

Some applications require a door to be controlled by a signal, i.e. when a signal is active, the
door may not be opened, neither by a card nor the RTX button. To activate this feature,
select the 'Controlled by input' option in the 'Door type' field of the Reader/Door contro/
screen. The input is defined in the ‘Controlled by’ field.

2- Door Feedback:

When the 'Door feedback' option (Reader/Door contro/ screen) is selected, the controller will

wait during the “door open time” until the door has been opened and closed, to effectively
record the transaction. (status indicated by the door contact).

If the cardholder has not physically entered after the delay, i.e. the door has not been
opened and closed, the controller will record a “denied lock” transaction in its buffer.

13.5 PARKING MODULE - EXAMPLE

=
= = oo (&
Lot A e L =

_Qfﬂ/ _ﬂ?_/lff_-ﬁ' | T3 )
?.*?3:11

o c'" r:.,-.r;:-;.-r/..
s Eoqg

The diagram illustrates the map of a building car park. The Company X and the Company Y
rent parking spaces in this building:

P

Company X rents 4 parking spaces in Lot A and 2 parking spaces in Lot B.
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Company Y rents 3 parking spaces in Lot A and 5 parking spaces in Lot B.
To implement this requirement, it is necessary to create the following items:

o Two Parking Lots: Lot A and Lot B
. Two Parking Users Groups: Company X and Company Y
o Four parking zones:

e Zone 1 (4 spaces): Company X in Lot A

e Zone 2 (3 spaces): Company Y in Lot A

e Zone 3 (2 spaces): Company X in Lot B

e Zone 4 (5 spaces): Company Y in Lot B
All the cardholders of a user group are interdependent. Access to members of a user group is
contingent to the space available in the zone allocated to the group. If five employees of

Company X arrive at the same time in parking lot A, access will be granted to the first four
cars and denied to the other cars of the group.

Access permissions to a parking lot are independent of authorizations to other parking lots.
An access denial in Lot A does not prevent access in Lot B.

If all the parking spaces of a company are occupied, other cars of this company will be
denied access. Nevertheless other cars from other companies could still reach their respective
zones in the same parking lot according to their own occupancy rate.

13.6 LIFT MODULE — CONCEPT AND EXAMPLE

13.6.1LIFT MODULE - EXAMPLE

A site consists of two buildings, one has three floors and the second has six. Each building
has its own lift.

Three user groups are defined:

Management can access all floors in both buildings

Technical staff can access floors 1 and 2 of the first building and floors 1, 3, 4 and 5 of the
second building

Administrative people can access floors 1 and 3 of the first building and floors 1, 3 and 6
of the second building

Bldg B
Mgmit Tech Admin 6 stories
Lift Progs Lift Progs Lift Progs
A B A B A B
O o (C— ?
Ssstgngrijs @}" @" I:I %
i ®» O e /
19| & O «© |C— 7
[ 1|9]| «& «® — g
|2 «» «>» «© |C—]
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Setting up this example

In the Options/Server screen, set the option ‘Different lift programme for each reader’.
In the Controller/General screen, create two controllers as 'Lift’, one for each building.

Name | Deseription Number | Controler
C7Rd Bldg A [ Liftin Building & |1 =
CBRd1 BB Lift in Buslding B 1 ]

In the Lift Programme screen, create separate Lift Programmes for each group of users,
specifying which relays must be activated on each of the lift controllers, indicating which
floors that group may access, for each building

O X 0o 00 u . = Q

Whew

. New Save Delete First Prev. Mext Last Downld. Search Print Close w w1 &
Select a it programme ;

[scimin i B A ral - A
Mot in Bt A e o

n bt

ey v GO 5
Techin BldgB Desscriphion =l

=]

In the Modules/Lift Authorization Group screen, create three lift program groups,

Management, Technical and Administration. For each group, allocate a Lift Program to
each reader

e —
;m

O H X 0 600 0 0 u @

.New Save Delete First Prev. Next Last Downld. SEGrcw F‘rmf Close
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o | CiRd Bidgh . -
[ CIRd1 BB
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Mrirrnt i bids B
Techn Blda A
Tachin B
General {
Cardholders |

Allocate each member to his Lift Program group, by selecting from the “Lift program” list
from the Cardholders/Personal screen.
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13.6.2LIFT MODULE CAPACITY — USING EXTENSION CARD WITH
ADDITIONAL RELAYS

Capacity - One Controller has a capacity of up to 64 floors
A basic controller has 4 relays. With a 12-relay extension card plugged in and three
16- relay satellite cards connected to its port 2, the controller may have 64 relays and
therefore control 64 floors. Several controllers can supervise different lifts in parallel.

Multiple lifts
A controller can manage up to 4 lifts with identical authorizations
(Modaules/Lift Program screen)

Example: a controller has 4 readers and 64 relays available

Reader 1 - Lift 1: 10 relays — 10 floors
Reader 2 - Lift 2: 20 relays — 20 floors
Reader 3 - Lift 3: 30 relays — 30 floors
Reader 4 - Lift 4: 4 relays — 4 floors

13.7 GUARD TOUR — CONCEPT AND EXAMPLE

13.7.1DEFINING ARRIVAL AT A CHECK POINT

When defining a Guard Tour, each Checkpoint entry has 3 times associated with it:
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‘Time’
The time, relative to the start of the tour, when the Guard should reach this
checkpoint
The amount of time before the expected arrival at the checkpoint during which the
guard’s arrival would be called ‘early’

e

The amount of time after the expected arrival at the checkpoint during which the
guard’s arrival would be called ‘late’

To illustrate this, here is how a Checkpoint might be defined, and how a Guard’s arrival will
be reported:

Checkpoint Definition in Tour
Checkpoint Time - ' +
'ii‘liFﬁT::Se'i[1~'|:“:.}:?HﬁE """ T 00:05 | oonoF | 0003 |

Relative Time for this Checkpoint
Tour starts at 18:00

00:00 -00:02 00:05 +00:03
1800 18:01 18:02 18:03 18:04 18:05 18:06 18:07 18:08 1809 1810 18:11

Guard Status | Early | nTirme | Late ]

13.7.2BEGINNING, ENDING AND RESTARTING A GUARD TOUR

BEGINNING A TOUR

Guard Point Pro provides two ways to launch a guard tour:

Manually (by executing a launching process)

1. In the “Event handling - Actions” screen, create an action with the type
"Start a guard tour", by specifying the corresponding guard tour program and the
guard name.

2. In the “Event handling - Process" screen, create a process including this action.

3. Launch the process via the "Manual action - Execute Process" screen.

Automatically (using a Global reflex)

1. Define a tour process as explained above.

2. Create a Global reflex in the “Event handling - Global Reflex” screen, which will
launch the tour process by any trigger of the system (by swiping or by changing input
status).

3. The guard tour may be launched at a specific time and date, by choosing the

“Scheduler” as global reflex event type.

Note: Using Weekly Programme with Global Reflexes initiated by the Scheduler:

A specific weekly programme may be allocated to a global reflex. If this is done, the
guard tour will not be launched at the ‘red periods’ of the selected weekly program.

RESTARTING A TOUR
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Restarting a running tour will stop this tour and replace it by a new instance.
ENDING A GUARD TOUR

The guard tour ends 15 minutes after the expected arrival time at the last checkpoint. After
this delay, the guard tour is removed from the “Guard Tour Status” screen.

13.8 CRISIS LEVEL — CONCEPT AND EXAMPLE

The Crisis Level function enables simple and quick way to change the access permission of
the site. Rather than changing the access permissions for individual Cardholders, which
would involve downloading new parameters for each cardholder to each controller, the “Crisis
Level” function provides a general security setting for the whole installation, which can be
changed by a single action using the (risis Leve/ screen.

The Crisis Level is a value between 0 and 7, with 0 being the lowest level.

When the site Crisis Level is not = 0, only cardholders with a higher or equal Crisis Level will
be granted access.

13.8.1USING THE CRISIS LEVEL SET IN THE CARDHOLDER'’S ACCESS
GROUP

Each Access Group defines the Crisis Level applicable at each Reader.

Each time a badge is read, the Access Group of the cardholder is checked, and the Crisis
Level for that Reader as held in the Access Group is compared with the Site Crisis Level. If
the Crisis Level applicable to the cardholder is lower than the Site Crisis Level, the Cardholder
is denied Access.
Note: In each access group, all readers on the same controller must always be set to
the same Crisis Level.

EXAMPLE 1 — USING THE CRISIS LEVEL SET IN ACCESS GROUP

Consider three Cardholders: Mike, Diane and Fred, and how they can move at the following
readers: Controllerl (OfficeIN and OfficeOUT), and Controller2 (LabIN and LabOUT) for two
different settings of the General Crisis Level. The 2 tables below show, for each of the
Cardholders, what the Crisis Level is for their Access Group at each of the doors, (shown on
1% row for each cardholder), and whether they will be allowed to proceed (shown on 2™ row
for each cardholder).

The first table shows the result when the General Crisis level is set to 3, and the second table
shows how this will change if the General Crisis Level is set to 4.

Access Result when General Crisis Level =3

Controller 1 Controller 2
Office Office Lab Lab
Cardholder IN ouT IN ouT
Mike Reader Cirisis Level in access 2 2 3 3
group
Access granted? No No Yes Yes
Diane Reader Crisis Level in access 3 3 4 4
group
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Access? . Yes | Yes | Yes | Yes

Access Result when General Crisis Level =4

Mike Reader Crisis Level in 2 2 3 3
access group
Access? No No No No
Diane Reader Crisis Level in 3 3 4 4
access group
Access? No No Yes Yes
Fred Reader Crisis Level in 4 4 5 5
access group
Access? Yes Yes Yes Yes

As can be seen in the example, when the General Crisis Level was changed from 3 to 4, Mike
could no longer use the Lab readers, and Diane could no longer use the Office readers.

13.8.2CRISIS LEVEL SET IN THE CARDHOLDER’S PERSONAL CRISIS LEVEL

Instead of being set to a specific value, the Reader’s Crisis Level in the Access Group may be
set to ‘Use Personal Crisis Level'. In this case, the value for that particular cardholder as set in
the Cardholder/General screen is compared to the Site Crisis Level. If lower, then access for
the cardholder at that reader is denied.

Note: In each access group, all readers on the same controller must always be set to
the same Crisis Level.

EXAMPLE 2 - USING THE CRISIS LEVEL SET IN THE CARDHOLDER’S
PERSONAL CRISIS LEVEL

Assume that an Access Group is set up with the following Weekly Program and Crisis Level
settings:

Rdr01/Controller WP Always 1
001
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Rdr02/Controller " 1

001

Rdr01/Controller " <Use Personal Crisis
002 Level>
Rdr02/Controller " <Use Personal Crisis
002 Level>
Rdr01/Controller " 7

003

Entrance " 7

Office " 4

Lab Door " 4

While the Site Crisis Level is set to 0, all cardholders can be granted access at all readers.

In case of emergency, the site Crisis Level can be increased, depending on the severity of the
emergency.

Thus, when the Site CL = 2 or more (changed either from the Manual Action screen or by an
Action), Rdr01 and Rdr02 on Controller 001 become inaccessible.

When the value reaches 5 or more, Access to the Office and the Lab are prohibited, but
Rdr01 on Controller 003 and the reader defined as ‘Entrance’ will remain accessible.

Rdr01 and Rdr02 on Controller 002 will only be accessible to cardholders associated with this
Access Group if their Personal Crisis Level is set equal or higher than the Site Crisis level.

SUMMARY OF EXAMPLE 2

v" = indicates access may be granted

x = indicates access will be denied

PCL = the cardholder’s Personal Crisis Level will be used to compare against the Site CL

Site Crisis Level

Reader (0] 1 2 3 4 5 6 7

Rdr01/Controller001 v v x x x x x x

Entrance v v v v v v v v

Office v v v v v x x x
v

Rdr01/Controller002 PCL | PCL | PCL | PCL | PCL | PCL | PCL

13.9 IMPORTING DATA FROM EXTERNAL DATABASES - EXAMPLES

By default, two profiles with identical fields are supplied: HrAccess and HrExcel. These
profiles use respectively the *Hr.mdb’ and *Hr.xls’ files located in the Guard Point Pro folder.
They have identical fields. The user can choose to fill one or other of these files, using
Microsoft Access or Microsoft Excel with the cardholders’ details to import. Once the file is
completed, the file is imported by launching the Import operation from Guard Point Pro.

13.9.1EXCEL FILE EXAMPLE

The fields of the ‘Hr.xls’ file are built as follows:
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A3 - fu 210
B & | ¢ [DJ] E F [ G | H i I ] 1 K
The table HR is valid for up to 10 cardholders.
Sew Itis advisable To enable more, go to Insent-Name-Define, click on "HR™
Tﬁh:‘n?tl:?l?:::lr': comments to delete the and modify the text line at the bottom so that the number
obli :m on each unused after the last “§" will be the number of cardholders +2.
g tithe. columns. Example: To enable up to 500 cardholders, the text should be
=Sheet1!5AS2.5ANSH02
2108Smith John 1112345678 1
202)Johnson Linda 0j 22334455 1

LT= 0 - T I R E LR R P R S R

=

-
-

12

Note: In these two files, the name of the fields cannot be modified. The two first fields are
MANDATORY.

The table below lists all possible fields.

Field Name | Max.
Len. Notes

Number 50ch Mandatory field. Free text.

Use unique values (no duplications). Modifying this
number after the first import will create a new
cardholder in the access control database.

Last Name  40ch Mandatory field. Free text.

NEW CARDHOLDERS CANNOT BE CREATED WITHOUT
THIS FIELD.

Do not use numeric data if possible.

First Name  40ch Optional field. First or last name may be recurring, but
not both jointly. For example, two John Smith cannot

be created.

Type 1 Optional numerical field (0-Visitor, 1-Employee, 2-
Guard, 3-Deleted).

Badge 8-12 Optional Numeric/Hex char field. Authorized digits: 0 to

(*) 9andAtoF.
* 8-12 char length, depending on Badge Format
settings.

[y

Technology Optional numerical field (1-Magnetic, 2-Bar code,
3-Wiegand, 4-Wiegand2, 5-Wiegand Keypad, 6-

Bio Smart Card, 7-Touch, 8-Radio).

Company 40ch Optional free text.

Photo Optional Picture filename (File must be in
\Media\Portraits folder)

Department 40ch Optional free text.

Office Phone |15ch Optional free text.
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Access 40ch Optional free text. Use the same name as in the

Group existing Guard Point Pro database; if not, a new Access
Group will be created.
For Multiple Access Group, use separator *;’

PIN code 4 Optional numerical field, authorized digits are 0 to 9.

From Date Optional date field; set the same format as your
Windows regional settings.

To Date Optional date field; set the same format as your
Windows regional settings.

Validated 1 Optional Boolean field (0-Not validated, 1-Validated)

Street 80ch Optional free text.

City 40ch Optional free text.

ZIP 15ch Optional free text.

Personal 15ch Optional free text.

Phone

Description Optional free text. No size limit — this gives cardholder
description for information

Car Number [25ch Optional free text.

1D 15ch Optional free text.

Supervisor 1 Optional Boolean field (0-Not Supervisor, 1-
Supervisor).

Label 1to 4 {40ch Optional free text.

Lift 40ch Optional free text. Use the same name as in the
Programme existing Guard Point Pro database; if not, a new Lift
Programme will be created.

Parking 40ch Optional free text. Use the same name as in the

Users Group existing Guard Point Pro database; if not, a new
Parking Users Group will be created.

MultiSite 1 Mandatory field for MultiSite and Multicompany

Type installations.
(0-Local, 1-Shared, 2-Global)

Site 40ch Mandatory field for MultiSite and Multicompany
installations.
Use same names as defined in the existing Guard Point
Pro database.

Personal WP 40ch Optional field. Free text.

Personal 1 Optional field. Numeric values 0-7.

Crisis Level

Keep card on |1 Optional Boolean field (0-No, 1-Yes)

Motorized

Rdr

No APB 1 Optional Boolean field (0-No, 1-Yes)

No access 1 Optional Boolean field (0-No, 1-Yes)

during

Holidays

Reset APB 1 Optional Boolean field (0-No, 1-Yes)

Need Escort |1 Optional Boolean field (0-No, 1-Yes)
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Badge Optional text field with filename of layout

Printing (as in \Reports\BP folder)

Layout

Visited 80ch Optional text field with Lastname and Firstname of

Person existing cardholder. (Names separated by space)

Visited 50ch Optional free text.

Person

Location

Visit Purpose |50ch Optional free text.

Visited Person| 50ch | Optional alphanumeric field.

Number Only use if option Allow Duplicate Name is set

Notes:

1. Field names cannot be changed

2. Fields may be sorted in any order

3. Before importing, make sure that all fieldnames are included in the *HR’ function
name

4. Check there are no duplications in the ‘Number’ and ‘Badge’ data.

5. If importing an existing cardholder with the 'Badge’ field empty, all the cardholders
badges WILL BE REMOVED

6. Importing a record without an Access Group field results in the imported record

being allocated the default Access Group of the Import screen

13.9.2EXISTING CARDHOLDERS DATABASE UPDATE

The cardholders import procedure allows updating existing cardholders by using source
databases (HR.xls, HR.mdb, etc.), even when this database does not contain a ‘Last Name’
column.

However, the following cases are considered errors:
e A new cardholder without a Last Name.

e An existing cardholder without last nhame, i.e., when the ‘Last Name’
column is present at the source database but the field has been deleted.

13.9.3UPDATING DELETED EMPLOYEES

Guard Point Pro supports the import of type ‘Deleted’. The value 3 in the column "Type"
means cardholder deleted. This means cardholders can be deleted even when the
‘Synchronize and Delete’ option is not checked.

13.9.4EXAMPLE OF IMPORTING FROM AN EXTERNAL DATABASE

This example explains how to import cardholders from a database that has a different
structure (different fields name, etc.):

CREATE THE IMPORT PROFILE:
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1. Start Guard Point Pro and create a new cardholders import profile

2. Name this profile and select the second tab “Connection Settings” and click the
“Set connection” button

3. On the “User DSN” tab, click the “"Add” button and select the format of the external
database from the displayed list (e.g. ‘Microsoft Access’)

4, In the “Data Source Name” field type a logical name (e.g. MyHRimport) and click
on the “Select” button for selecting the external database file.

5. Click twice on the “OK" button to go back to the import profile screen.

6. In the “"ODBC" field, type the name that corresponds to the data source
(MyHRimport)

7. if the external database has a different structure (different field names, etc.),

select the “"SQL Statement” option for entering the following SQL query:

SELECT [--..]1 AS [Number], [---]1 AS [Last Name], [---1 AS [First
Name], Badge

FROM users
(e.g. ... = “Index’, “First’, “Last’, “Badge’, etc.)
8. Save and click on the “Connection test” button; the “Database connection

successful” message must be displayed. By doing this Guard Point Pro confirms both
the connection to the external database and also the query syntax.

AUTOMATIC IMPORT

Create an “Import Cardholders” Action with the selected profile and create the associated
Process and Global Reflex, and then the import can be done automatically, triggered either by
an event (input alarm, card pass, etc.) or at a predefined schedule.
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14 TECHNICAL INFORMATION

Information in this section is intended for use by trained Technical staff (Supplier technicians,
or User technical staff working directly with Supplier technicians)

14.1 DEFAULT CONNECTIONS FOR INPUTS, RELAYS AND RTX

When a new controller is created, automatically allocates some of its inputs and outputs for a
regular door configuration:

e relay for the door open mechanism,

e input for the door contact (which detects the door status, open or closed,

and may raise an alarm)

e input for the Request to exit (RTX) switch.
The following table shows the default parameters. These can be changed by the user in the
relevant setup screens if required.

i2 i5 i6

Door alarm il

Door relay rl r2 r3 r4
RTX (Request to i3 i4 7 is
Exit)

14.2 CONTROLLER TYPES
The following tables provide configuration information for Controllers:

| Controller Configuration Tables |
Controller Support for Readers, Inputs and Outputs

Controller ROM versions for different door/reader
configurations
Controller Memory Capacity

14.2.1CONTROLLER SUPPORT FOR READERS, INPUTS AND OUTPUTS

Controller Type Readers Inputs  Outputs
IC2000 Access 2 8 4
IC2000 Alarm 0 15 4
IC2000 Alarm 15/16 0 15 16
IC2000 Parking 2 8 4
igéi)/go Parking 16 2 8 16
1C2000 Lift 2 8 64
IC4000 Access 4 16 8
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1C4000 Alarm 4 16 8
1C4000 Alarm 16/8 4 16 8
1C4000 Parking 4 16 8
i(eig(:lgo Parking 16 4 8 16
1C4000 Lift 4 8 64
IC1000 2 3
1C1604 0 24 16
IC-PRO-2 Access 2

IC-PRO-2 Parking 2

IC-PRO-2 Lift 2 8 64
IC-PRO-4 Access 4 16

IC-PRO-4 Parking 4 16

IC-PRO-4 Lift 4 16 64
IC2000-DR Access 2 12

1C2000-DR Parking 2 12

IC2000-DR Lift 2 12 52
IC4000-DR Access 4 12

1C4000-DR Parking 4 12

IC4000-DR Lift 4 12 52

14.2.2CONTROLLER ROM VERSIONS FOR DIFFERENT DOOR/READER
CONFIGURATIONS
A—— a—— S masseecard

Controller Type Readers Doors ROM .
I B e Capacity

5041 8704
5042 20480
5043 4352
5044 6400
1C2000 4 2 5045 2048
5046 5120

5047 10240
5048 32512
5049 44544
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6041 8704

6042 20480

6043 4352

6044 6400

1C4000 4 4 e0a5 5048
6046 5120

6047 10240

6048 32512

7041 8704

7043 4352

1C1000+ 2 2 7044 6400
7045 2048

7046 5120

5041 8704

5042 20480

5043 4352

5044 6400

1C2000-DR 4 2 5045 2048
5046 5120

5047 10240

5048 32512

5049 44544

6041 8704

6042 20480

6043 4352

6044 6400

1C4000-DR 4 4 6045 5048
6046 5120

6047 10240

6048 32512

8000 65535
8001 | 100487
IC-PRO-2 4 2 8002 | 152915

8003 200974
8004 266509

9000 65535
9001 100487
IC-PRO-4 4 4 9002 152915
9003 200974
9004 266509

14.2.3CONTROLLER MEMORY CAPACITY

The following capacities apply to different types of Controller.

Daily Weekly Weekly Lift programs,
Controller type Programs Programs Holidays Local/Network
(Events) (Alarms) reflexes
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IC-PRO-4
1C1000+
1C2000
1C4000
1C2000-DR
1C4000-DR
1C1604
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255 127 127
255 127 127
99 32 80
99 32 80
99 32 80
99 32 80
99 32 80
99 - 80

60x3 255
60x3 255
60x3 99
60x3 99
60x3 99
60x3 99
60x3 99
60x3 99

The following Actions are available in the Event Handling/Actions screen

Action type
Relay Actions

Relay Activation

Relay Group
Activation

Network Door Open

Alarms

Input Group
Deactivation During

Input Group
Activation During ...

Simulate an input

User Interface

Display a Message
on PC

Play a sound
Open a screen

Execute external
application

First parameter

Output
— Select from list of all Outputs

Output Group
— Select from list of all Output Groups

Controller Network — opens all doors that are
defined as Door relays in ‘Reader’ screen

— Select “All" or specific Controller Network from
list of all Networks

Input Group
— Select from list of all Input Groups

Input Group
— Select from list of all Input Groups

Input
— Select from list of all Inputs

Message
(see Dynamic Text in Messages )

Choose a sound file
Select a screen

Command line
(see Dynamic Text in Messages)

Second parameter

- Return to Automatic Mode -
NORMAL

- Activated during: Delay (sec)

- Always activated - constant ON
- Never activated - constant OFF

- Return to Automatic Mode -
NORMAL

- Activated during: Delay (sec)

- Always activated - constant ON
- Never activated - constant OFF

- Return to Automatic Mode -
NORMAL

- Activated during: Delay (sec)

- Always activated - constant ON

- Deactivated during X (Sec)

- Deactivated during X (Min)

- Constantly deactivated

- Cancel previous delay of
deactivation

- Deactivate until next time zone

- Activated during X (Sec)

- Activated during X (Min)

- Constantly Activated

- Cancel previous delay of
activation

- Activate until next time zone

- Duration (x200msec)

Computer

Computer
Computer

[...] opens file selection window to
choose an application
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Reports

Print existing report

Preview existing
report

Export existing
report

Cardholders

Invalidate cardholder

Validate cardholder

Import cardholders
Databases

Save database

Save journal
(Only when using
‘Access’ database)

Create new journal
(clean)

(Only when using
‘Access’ database)

Communications
Resume polling
Stop polling

Send message to
communication port

Connect distant
network and read
transactions

Modules

Reset parking zones
Start a guard tour
Counters
Increment Counter
Decrement Counter
Set a counter value
Others

Display a Message
on Controller

sensor
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Report (.rpx)
[...] opens file selection window to choose a
report

Report (.rpx)

[...] opens file selection window to choose a
report

Report (.rpx)

[...] opens file selection window to choose a
report

Cardholder:

Select the cardholder to be processed.
Otherwise,

*>cardholder’ or ‘>escort’ selects the cardholder
or escort who triggered the reflex containing this
Action by an ‘Access granted’ or ‘Access denied’
transaction

Cardholder:

Select the cardholder to be processed.
Otherwise,

*>cardholder’ or *>escort’ selects the cardholder
or escort who triggered the reflex containing this
Action by an ‘Access granted’ or ‘Access denied’
transaction

Select a profile

Save as...
(see Dynamic Text in Messages)

Save as...
(see Dynamic Text in Messages)

Save as...

Communication settings

Controller network

Parking zone

Guard tour program
Counter
Counter

Counter

Controller

Computer

Filename / Export format

Expiration Type:
- Permanently
or

- Visitor only

Expiration Type:

- Permanently

or

- Visitor only until end of the day

Command line

(see Dynamic Text in Messages)

Guard

Value

Message
(see Dynamic Text in Messages)
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Set a crisis level

Insert Comment in
Journal

Print a message

Pause

Send Email

Video
Display live video

Record video

Send message to
OnSSI server

14.4 CUSTOMIZING THE CARDHOLDER INFORMATION DISPLAYED IN THE

Crisis level

Message
(see Dynamic Text in Messages)

Message Text

Pause duration (seconds)
To:

Camera

Camera

DVR

DISPLAY PHOTO SCREEN

sensor
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Use printer settings in report:
[...] opens file selection window to
choose a report

Message
(and can use [...] to select an
Attachment)

Computer

Message
(see Dynamic Text in Messages)
Message Text

In addition to displaying the cardholder’s photo, the Display Photo screen also displays a

user-modifiable list of cardholder data. The default settings for this display are set in the file

‘dispalyphoto.xml, which can be found in the Guard Point Pro directory.

Entries in this file are in made up as follows:

<reports>

<templatename = “rptCardholders” screen “frmCardholder”>
Data fields (41 entries)

<fieldname>="Field Name” caption="Caption” type= ‘Type’ displayed= “displayparam” />

</template>

<fontsize="n"/>

The following database fields are listed in the file and are available to be displayed:

</reports>

fieldname
EmpName Last_Name
Company DPT_Name
Car_Num Crdhld_ID
Zip Private_Phone
WP_Name Pers_CL
TO_Date Valid
HOL_Priv FirstAPB
myDescr myPhoto
Loc_Date Reader_Name
myfree_field2 myfree_field3
LastDateBadgeGiven

caption

First_Name Num
AG_Name Code
Street City
Office_Phone Caption
Pin Start_Date
KeepCard APB_Priv
Accpt_Priv Escort
Lift_Name ZonelD_Name
APBLVL_Name myfree_field1l
myfree_field4 NumBadgeGiven
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Defines the caption to be used for each field

type
“Text” | “Number” | “Date” | “Boolean”

displayed
“1” = display this field. *0” = do not display

14.5 DYNAMIC TEXT IN MESSAGES

Filename, Date and Time
The name of the saved file can contain the time and date when the file was saved by
adding <DT> (time and date) or <D> (date only) to the name of the file.
Variables (these are updated when a Global Reflex is invoked)
e [JCardholder Name (%c)
e [JCardholder ID (%cid)
CReader Name (%r)
Reader ID (%rid)
CInput Name (%i)
OInput ID (%iid)
OLog Date (%d)
Log transaction type (%t)
OFull description like in log (%f).

14.6 SETTING UP BADGE FORMATS FOR WIEGAND BADGES
When Wiegand technology is selected in the Reader/General screen, different formats may be
selected in the Reader/Miscellaneous/Badge Format screen.

Many standards exist on the market. SENSOR controllers may read up to 50 bits Wiegand

badges (Wiegand codes are read in a binary format), within 48 bits of data (12 hexadecimal
digits) and 2 parity bits, as follows:

E b47 .. .bbbbdoO
Where: b47 ... b0 = 48 bits of data maximum (may be less) and E,O = 2 parity bits
The following options are supported:

| standard 26 Bits (ID 16 bits) v

Custom Pass-through
Standard 26 Bits (ID 16 biks)
Custom & digits (1D 24 bits)
Standard HID 37 Bits (ID 24 bits)
Custom HID 37 Bits (1D 32 bits)
Custom Wiegand 44 bits (ID 32 bits)

14.6.1STANDARD 26 BITS (ID 16 BITS) (HEXADECIMAL):

This is the default format. The system uses the 32 least significant bits of the data string
(b31...b0Hex, i.e. the last 8 digits of the code) as the ‘card code’.

Two parity bits are added to the card besides the badge code to confirm correct reading.
Most Wiegand standards use a similar algorithm to calculate these parity bits and this
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algorithm has been integrated into the SENSOR controllers. It is thus preferable to use it by
selecting the corresponding jumpers on the controllers’ electronic card.

However, certain card standards have original algorithms for the calculation of the parity bits.

In order to enable these controllers to read these badges, the jumper position “no parity bits”
must be selected. (See the controller installation manual for further details).

14.6.2WIEGAND 44:

‘Wiegand 44’ format is a particular format of 44 bits, which includes 40 bits of data (10
hexadecimal digits) and 4 parity bits, as follows:

b43 ... - b4 b3 b2 bl b0
Where: b43 ... b4 = 40 bits of data and b3 ... b0 = 4 parity bits.

In this format, the system keeps as the ‘card code’ the 32 least significant bits of the data
string (b35...b4), in other words the last 8 digits of the code, which may be hexadecimal.

14.6.3DECIMAL:

This is a particular format, where badge code consists of a 5-digit decimal number (generally
printed on the badge) sometimes associated with a 3-digit decimal code site. SENSOR
controllers may read a 50-bit Wiegand string as in the hexadecimal format but convert the
information to decimal as follows:

E b47 ... . bbbbdoO

Where: b15 ... b0 = 16 bits for ‘card code’, b23 ... b16 = 8 bits for ‘site code’ and E,O = 2
parity bits.

In this format, the system keeps as the ‘card code’ the 16 least significant bits of the data
string (b15...b0), in other words the last 4 hexadecimal digits of the code, and converts them
into a 5-digit decimal number, which is the unique code which identifies the card. In addition,
the system converts the 8 previous bits of the data string (b23...b16), in other words the 2
previous hexadecimal digits of the code, into a 3-digit decimal number which may be used as
a 'site code’, i.e. an identical code for all the cards of the site.

If this site code has not to be checked, leave ‘0’ in the ‘Customer code length’ field.

If this code has to be checked (and therefore is present in all the cards of the site), select
the value ‘3’ in this field and type the 3-digit code in the ‘Customer code value’ field.

For example: If the Wiegand hexadecimal code is h12AB08, the site code is 018 (the decimal
value of h12) and the Card code is 00043784 (the decimal value of hABOS).

14.6.4DECIMAL 24 BITS:

In this format, SENSOR controllers may read up to 50 bits Wiegand string and convert it in
two decimal numbers as per the ‘Decimal’ format but the 3-digit site code is added to the first
5-digit code. The 3-digit Site code may or may not be checked as per the ‘Decimal’ format.

For example: If the Wiegand hexadecimal code is 12AB08, the site code is 018 (the decimal
value of h12) and the Card code is 01843784 (43784 is the decimal value of hABO0S).

Link to White paper on Wiegand Card Format:
http.//www.hidglobal.com/documents/understandCardDataFormats wp en.pdf
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14.7 SETTING UP BIOMETRIC READERS

1. Each biometric reader is connected to the system via 2 links simultaneously:

From its Wiegand_OUT to the controller Wiegand_IN

(to send the cardholder code),

From its communication port (RS485 or TCP/IP) to the PC
(to receive configuration and templates).

Note for Suprema readers: Set the GuardPointPro.ini setting 'Suprema = 1 This
manual assumes that the Suprema utility software (BioStar) has been successfully
installed and that the Suprema readers are already setup as 'Devices' on BioStar with
good communication. For any issues relating the installation and setup of BioStar
please refer to the relevant Suprema documentation.

2. In the “Controller Network” screen, define the network on which the biometric
reader is connected.

For example, for TCP network, if it was allocated (via BioStar) with IP 172.168.1.186,
port 1471, the Network setting should be TCP and in the address field type:
172.168.1.186:1471.

For Bioscrypt readers, for TCP network, the port 10001 must be used; this means
that the TCP/RS485 interface must be configured with the port 10001.

Caution: With a BioPass reader type, the “Waiting Delay” parameter of the network must
be at least 500 msec.

3. In the Tools/Options/Communication screen, select the Bio Baud rate. This baud
rate can be different from the controller’s baud rate. By default, the baud rate of the
Biometric readers is 38400 bauds. This is the default value indicated in the Options
screen too.

4, In the Controller/General screen, select the controller on which the biometric
reader is connected. Click on the ‘Reader’ tab, and open the Reader/General screen
of the corresponding reader. In the ‘Technology’ field, choose ‘Wiegand’ and in the
‘Biometrics’ field, select the required biometric reader type (the reader type is written
at the back of the reader).

- For BioFlex readers with keypad, select the ‘Wiegand Keypad’ Technology.

- For BioSmart readers, select ‘Bio Smart Card'.

Information: It is recommended to give a reader name that includes the word ‘bio’ (e.g.
‘Bio Rdrl’) to make the identification and future searches easy.

5. Click on the Reader/Miscellaneous/Badge format screen and select the badge
format according to the cards in use (see Custom Bio Wiegand Format).

Caution: When several readers are defined with the same technology, they must have the

same badge format. If some readers need a different format, their technology must be
different (i.e. ‘Wiegand 2’) and they must be connected on a different controller.

6. Click the Reader/Finger Print tab and configure the current biometric reader by
specifying the Reader communication network and the reader address (written on the
back of the reader). Specify if the reader also serves for enrollment and set the Bio
Wiegand format (see Custom Bio Wiegand Format). For BioPass readers and BioFlex
readers with keypad, select the ‘Standard 26 bits'.

For BioSmart, for allowing two fingerprints per card, press ‘Bio Smart Settings’ button
and set the 'Rx templates timeout’ to 1500ms.
Caution: On any given controller, all readers must be identical regarding the three following

points: Technology, Badge format, Bio Wiegand format.
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7. Test the communication by opening the Communication/Diagnostic screen (‘F8’
function key): click on the ‘Biometric readers’ button, on the right top of the screen,
then on the '+’ symbol located to the left of the network name. Highlight the
biometric reader created previously. A V' displayed next to the reader name
indicates that communication is established. The reader name with its address and
memory usage is displayed to the right.

14.8 '"CUSTOM’ BIO WIEGAND FORMAT

Each template needs to be downloaded to the biometric readers with an identification
number (Called "Bio ID" or "Bio template ID"), which identifies the person. This Bio template
ID depends on the Bio Wiegand format defined (similar to the way the card code depends on
the Badge format defined).

The Bio template Id is normally automatically computed by the system from the card code,
based on the Badge format (defined in the Reader/Miscellaneous/Badge format tab) and the
Bio Wiegand format (defined in the Reader/Finger Print tab). For example, the ‘Standard 26
bits’ Bio Wiegand format calculates the Bio template ID from the 4 last digits of the card
code.

Basing the Bio template ID on the last 4 digits can cause problems, as 2 badges could have
the same 4 last digits, as can happen with large badge populations or with sets of cards from
different suppliers. If there are two badges with the same last 4 digits (for example 561234
and 781234), they would be allocated the same Bio template ID. To prevent this risk of
duplicates, there are ‘Custom’ formats which allow the site to define a custom Bio template
ID computation.

For Suprema readers, setting for Finger Only:

When working with Finger Only it does not matter which one of the two following reader
formats is used in Guard Point Pro but either format you choose must be consistent on all the
readers, biometric and standard, all through the database.

The possible formats are either Hexadecimal or Decimal 24 bits.

Each definitions is consists of 3 items, as follows:

Hexadecimal

Format defined in the Suprema utility software (BioStar) = Pass through 34*

Reader format (Controller>Reader>Miscellaneous>Badge Format) = Hexadecimal
Bio Wiegand Format (Controller>Reader>Finger Print) = Custom 37 bits (ID 32 bits)

Decimal

Format defined in the Suprema utility software (BioStar) = 26bit Standard

Reader format (Controller>Reader>Miscellaneous>Badge Format) = Decimal 24 Bits
Bio Wiegand Format (Controller>Reader>Finger Print) = Standard 26 Bits (ID 16 bits)

For Suprema readers with EM-Marine cards (BEP, BLR-OC), setting for
Card+Finger:

The reader should be set to Decimal as follows:

Format defined in the Suprema utility software (BioStar) = 26bit Standard

Reader format (Controller>Reader>Miscellaneous>Badge Format) = Decimal 24 Bits
Bio Wiegand Format (Controller>Reader>Finger Print) = Standard 26 Bits (ID 16 bits)

For Suprema readers with Mifare cards (BEPM-OC, BLN-OC), setting for
Card+Finger:

The reader should be set to Hexadecimal as follows:

Format defined in the Suprema utility software (BioStar) = Pass through 34*
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Reader format (Controller>Reader>Miscellaneous>Badge Format) = Hexadecimal
Bio Wiegand Format (Controller>Reader>Finger Print) = Custom 37 bits (ID 32 bits)

*see details in the document 10TE514 Guard Point Pro Suprema integration.

14.9 ENROLLING A CARDHOLDER USING A BIOMETRIC READER

When a finger is enrolled its template must be sent to the Biometric reader with a unique ID.
In Guard Point Pro it is named the 'Bio Template ID'. Since in 'Finger Only' mode it is
possible to work without physical badges, Guard Point Pro automatically creates
virtual badges as part of the enrolment process, saving the user the need to manually
define badges. However, in 'Card+Finger' mode it is not advisable to let Guard Point
Pro creates the badge automatically because the user should insert the card code
manually to match the actual code on the card. This will be done either by typing in
the code or by passing the card and getting the code from a reader (see Get From
Card). Thus, in order to support both options, there is an INI entry to control the
auto creation:

BioCreateBadge = 1 ; Create badges automatically when enrolling. (Default)
BioCreateBadge = 0 ; Do not create badges automatically when enrolling.

Note that the auto creation mode works only for people that did not have cards allocated
prior to the finger enrolment. Those who did have cards will be left with the same
code unchanged. For these cardholders that already had card allocated, it is advisable
to make sure that the 'Bio Template ID' field in Badge screen is different from zero.
In case it is zero, it is possible to use the 'Advanced Settings' option on the Badge
and let Guard Point Pro calculate the 'Bio Template ID'. The calculation is based on
the card code and the reader setting.

The enrolment steps for 'Finger Only' and for 'Card + Finger' are a little different as explained
in the next paragraphs.

1. In the Parameter/All Cardholders/General screen, click on the ‘Create new’ button
to create a cardholder and define his access authorization. Save the record.

2. From the Parameter/All Cardholders/General screen of this cardholder, press the
‘Biometrics data’ button.

Biometrics Data Button
Opens Biometric Data screen
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A Suprema Q@

Select an enrolment reader: | Bioljte Net / Controller 002~ |

Step 1; Enroll vour fingerprint

e ]

[ card only {Bypass Card)

3. Select a biometric reader that is defined as an enrolment reader. Select the
required enrolment reader from the list. If the reader is BioSmart, click on ‘Read
Smart Card’, present an empty card and click on ‘New’.

4, Press the ‘Enroll’ button for a fingerprint enrolment. Follow the instructions
displayed at the screen.

On Bioscrypt readers, once the enrolment is finished, a note evaluating the quality and the
information content of the fingerprint is displayed on the screen. This rating is
satisfactory, though the quality> 50 (3 blue stars) and if the content> 70 (4 blue
stars). If this is not the case, the user must re-enrol the
finger (or another finger) by pressing the button "Enrol". At the end of the enrolment
process, specify which finger has been enrolled and save.

On Suprema readers, two fingerprints must be enrolled. Put another finger or the same finger
again. When the yellow blinks stops, remove the finger. If all ok
there should be a message "Fingerprint received. Press SAVE before exiting.". After Save the
screen should show 'Fingerprint saved'.

5. After the template data has been received by the readers, the "Save" button is
greyed out. If the reader is BioSmart present the card to save the template on the
card.

For 'Card + Finger' enrolment, allocating a badge to a cardholder may come before or after
the finger enrolment. However, it is recommended to start with the badge allocation
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and only then start with the finger enrolment. Only this way the template is sent to
the biometric reader already at the time of the enrolment process.

Card only (Bypass card): On Suprema readers, this option allows to use only card
identification and not require fingerprint scanning - usually for test purposes.

Delete: Deletes the selected template

New: On Bioscrypt readers, this button is used to add data from an additional finger - not
normally used, unless more than one finger must be recorded for the same person.

Where planning to record multiple fingers, keep in mind the limit of templates that
can be held in the reader.

14.10 SUPPORT FOR SONY LICENSE PLATE RECOGNITION (LPR)

In order to use the LPR module, it must be licensed in the dongle, and the GuardPointPro.ini
file entry LPRType = 1 must be set.

The camera reads the plate and the SONY software uses a unique algorithm to convert the
number-plate code to a Wiegand code. The algorithm is integrated into Guard Point Pro, so
the user can just type in the vehicle’s license plate number into the Badge code.

The affected screens are the Reader, Badge and Options/General screens — see images
below.

Reader/General screen

O H X © 0 @ @ u - @
New Save Delete First Prev. Next Last Downld. Search Print Close
Select a reader ;

[Fikt / C 001F Do General - Rdr01 / € 001FrDoorIN
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e 1 o= Techrogy .
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Dhgepcy
I bl = Magnehc Card
Pl Bt e
R wiegand
Bl wisgand 2
B0 wiegand Feypad
j:'_"“"'.'.“. Vs W B S Caed
| 4Mer: =] [ B Tosch
Hew Reader Type S ony LPR 25 Bits
General
Door control
Access mode

Miscellaneous /Badge format

Parameter/Badge screen
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15 RECOMMENDED TECHNICAL DOCUMENTS

@

£

4

—

-l

| (00UE060 | Alarm process in the SENSOR systems
| 10TE001 | Controller Network Definition
| 02TE010 | Card Format document
| '10UE440 | MODBUS IP Server
| 10TES02 | Guard Point Pro server Redundancy
| 10TES04 | How to add a Workstation
| 10TE507 | Bandwidth Usage
| 10TE509 | Setup with SQL Database type
| 10TE510 | Multi-site Module
| 10TE512 | Connecting multiple computers to a single SPREAD deamon
| [LOTE513 | Alarm message
| [LOTE514 | Guard Point Pro Suprema integration
| 10TE523 | How to create Custom Reports
| [L0TE524 | How to run Guard Point Pro as a Service
| [LOTE525 | How to import Cardholders from a .csv-format file
| [LOTE526 | Importing Guard Point Pro database from MDB to SQL
| [L0TE527 | SQL database Maintenance Tool
| [LOTE540 | Modem Setting
| 10TES581 | G+ Module
| [10UE420 | OPC Server
| 10UE421 | The SPREAD Tool
| 10UE422 | Time and Attendance file export
| '10UE450 | Sony LPR User Manual
| | 10UE520 | Time and Attendance User Manual
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16 SYSTEM .INI FILE

16.1 INTRODUCTION

This section details all GuardPointPro.ini file entries for Guard Point Pro version 2.3. Most of
these entries are included in the 7oo/s/Options screens of Guard Point Pro, but these screens
do not contain all of them.

If changes are made to entries in the 7oo/s/Options screens, then on clicking OK the
GuardPointPro.ini file is re-built according to the current definitions.

To change any entry of the GuardPointPro.ini file, open the GuardPointPro.ini file located in
the Guard Point Pro folder, with Notepad. The GuardPointPro.ini file is structured in
categories, indicated with [ ] symbols. Search for the required entry in the corresponding
category.

Unless additional values are specified, setting an option is done by manually setting the value
of the corresponding entry to ‘1, and disabling an option is done by setting the value to '0'.
When all changes are done, save the GuardPointPro.ini file and restart Guard Point Pro.

Note: Changes are only recognized after restarting Guard Point Pro, as the
GuardPointPro.ini file is only read at program start.

16.2 <APPLICATION>.INI ENTRIES

[Background]

- Background File Name: Graphic file of Guard Point Pro background; the file
should be located in the application folder.
- Background Stretch: if =1, Guard Point Pro background image is stretched.

[Database]

- DbsFolder: Full path of main application folder on the Guard Point Pro server
machine.

- DBType: if =1, the Guard Point Pro database is MS-Access type, if =2, the database
is MS-SQL type (requires SQL module on the Dongle).

- SQL_Connect: Connection string to main SQL database

- SQL_Connect_Backup: Connection string to alternative SQL database (see also
the notes regarding the entries AutoFailover, SwapPrimaryDB and
ServerRedundancy).

- SQLRestoreTimeout: Time out (seconds) when attempting to restore a saved SQL
database under Guard Point Pro from .bak file or when deleting old events. Note that
the default value of 600 (i.e., 10 minutes) is not enough when the history contains
more 700k events (approx.).

- DatabaseTimeout: Timeout used when executing view queries into SQL. If =0,
Guard Point Pro waits for the end of the query execution without time limit.

- AutoFailover: if =1, when connection to the main database is lost, Guard Point Pro
automatically switches to the alternative SQL database.

- SwapPrimaryDB: 5min by default (range 1-1440). Frequency (in minutes) in
which Guard Point Pro checks whether the main database is operational again when
the alternative SQL database defined at SQL_Connect_Backup option is in use.

- WaitDBcancel: if =1, the 'Cancel' button is displayed on the little screen which
appears when the database is not found or when the workstation cannot see the
server. Since these screens wait for the database or the server, clicking ‘Cancel’ in
fact prevents Guard Point Pro from starting. So setting this entry to 0 avoids user
mistake on sites where the auto start of Guard Point Pro is critical.
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NetHasp: if =1, the license dongle is of special kind (called ‘NetHasp’, its physical
color is red) that may be installed on any PC on the LAN. That PC should run the
Aladdin utility ‘License Manager’. Such dongle can be used, for instance, in Terminal-
Server environment. On such environment users may run Guard Point Pro each time
from a different terminal client while leaving the dongle connected to one specific
machine.

SQLServerDateFormat: Date/time format (i.e. yyyy\-mm\-dd hh\:nn\:ss) to use
when saving date related records in the SQL database. SQL date/time settings may
be different according to Windows regional settings and/or user preferences during
SQL Server installation. User should edit the value of this entry according to the
format used on their SQL Server. Consult the system SQL administrator. This entry is
used when the entry MotorComNet=0 only.

SQLServerDateFormatNet: Same as above when the entry MotorComNet=1.

[Communications]

IsWS: if =1, Guard Point Pro works as Workstation. If =0, Guard Point Pro works as
Server.

myServerName: PC name of the server to which this workstation belongs. This
entry is mandatory for workstations when using Guard Point Pro in a
MultiServer/MultiPolling installation in Multi Site installation (when the entries Multi-
site=1).

DontCreateConf: if =1, Guard Point Pro does NOT recreate the Spread
configuration file (Spread.conf) on each startup. If =0, this file is re-built at startup
with the data defined in the Computer screen.

SpreadDeamon: =4803@Ilocalhost, by default. This option uses the centralized
spread, a way that allows multiple PCs to connect to a single Spread instance
(deamon), by using a single executable 'spread.exe' (i.e. spread application located
on the server), thus avoiding communication difficulties between Guard Point Pro
server and its workstations (due to firewalls, anti-virus, or when the remote
computers are only allowed to be connected to the server but not to each other,etc.).
4803 is the port used and localhost is the current PC, that can be changed either with
IP address of the PC or with the PC name (i.e. 4803@192.168.168.141
or 4803@SERVER). The Centralized spread configuration is described in the
document '10TE512 Connecting multiple computers to a single Spread deamon'.

SpreadDeamonBackup: Same option than SpreadDeamon for using the
Centralized Spread with environment of redundant servers, i.e. this option defines the
‘SpreadDeamon’ option of the Redundant Server. For example:
SpreadDeamonBackup=4803@ <NAME_OF_REDUNDANT_SERVER>. Then, when
workstations do not succeed to connect to the Main Server Spread and if the delay
before swapping to the Redundant Server is reached, the workstations try to connect
to the second server. When the Main Server is started, they try to connect to the
Main Server again. Note that the ‘Spread.conf’ file should contain both servers (and
should be the same in both servers). In addition, the ini option ‘DontCreateConf=1’
should be set on both servers.

SpreadDeamonWaitBeforeSwapSec: =60, by default. When using the option
'SpreadDeamonBackup', delay in seconds before swapping to the Redundant Server.

SpreadTestEvery: 60sec by default (range 1-3600). Frequency (in seconds) in
which the Server/Workstation checks its connection to the Spread daemon. If the
connection fails, it signals a flag that communication had failed. If this is a
Workstation, once TestMinute function is called, it brings up a modal screen, which
displays that the server is disconnected. In all cases if connection is lost, AME
message appears. The option 'SpreadReconnect' does not influence the functionality
of this feature.

SpreadTestTimeout: 5sec by default (range 1-20). Timeout (in seconds) in which
the Server/Workstation checks its connection to the Spread daemon.
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Server/Workstation sends Server with Daemon a "Hi" message and waits for a "Bye"
answer.

- SpreadMulticast: if =239.0.0.60:4803, the broadcast mode of the Spread is
disabled. By default, this entry is empty allowing the Spread working on the
Spread_Segment defined at the Subnet Mask field of the Computer screen. If filled,
this entry should be filled for all PC of the installation. The advantage of using
Multicast on broadcast was due to the fact that on certain system Tibbo would get
confused from the broadcast communication.

- SpreadGroup: Virtual PC name for ‘Cluster’ environment. By default, this entry is
empty. When one or more PC are seen from the outside world as one virtual PC (i.e.
ADMIN), the Computer screen should contain the name of all the PC including the
virtual PC (it requires a Workstation license for each one in Guard Point Pro dongle).
In addition, on each PC, this entry should have the name of the virtual PC (i.e.
SpreadGroup = ADMIN).

- CloseSpreadonExit: = 1 by default, for kill the spread.exe process on Guard Point
Pro exit.

- DoPolling: = 1 by default, for starting controllers polling on Guard Point Pro start.

- NbRetry: Number of retries to resend the data in case the controller does not
answer to a command. Either polling or data download.

- GAPNbRetry: Number of times to resend the Global Anti Passback commands.
When Global Anti Passback is managed by Guard Point Pro (i.e., when entry
GlobalAPBwoPC=0), controllers does not answer to the Global Anti Passback
commands because these commands are broadcasted.

- Daily Program 4 Zones: if =1, each daily program can have up to 4 active
(‘green’) periods. If =0, up to 2 active periods only.

- SpecialDays: if =1, Guard Point Pro has three holiday types: Holiday, Special Day
1, Special Day 2. Weekly programs consist of 7 weekdays + holiday + two special
days. If =0, only one holiday type.

- Show Commands: if =1, the commands to the controller(s) are shown on the
main screen event log.

- ComErrorSeconds: Duration (seconds) since the first detection of communication
error with a controller till changing the polling icon on the main toolbar to red X.

- Com_PollingPriorityDuringDownload: range: 1 - 10. Number of polling
commands sent between two definition parameters commands. Obviously, the
definitions download process slows down as much as the value is higher. To ensure
at least one polling command to each controller between two download commands,
the value should be equal to the number of controllers in the largest controller
network in the system, if not refreshing input/output status in the background (i.e.,
when entry NoIO=1). If refreshing IO status (i.e., when entry NoIO=0), multiply this
value by 3.

- Com_DownloadEmployeeDuringProcessing: if=1, on controller initialization,
downloading all cardholders’ definitions starts, simultaneously whilst preparing the
commands in the PC RAM. If =0, updating the controllers starts only after preparing
all the commands in the PC RAM.

- MotorComNet: if =1, the communication DLL file (UC.dIl) developed on VB.NET is
used allowing to free Guard Point Pro GUI even during heavy communication
consuming operations such as: importing large HR files, controllers initializations,
reading thousands of events. Also Guard Point Pro can start normally and run freely
while many controllers are not communicating at all (supported only with VB.NET
enhancement using the setup file: UCDotNet_Setup.exe). Please contact us before
setting this entry.

- MotorComDebugLevel: if =1 or 3, when the entry MotorComNet=1, debug
information is written on the DBMON.exe application (the value ‘3’ is the highest
level). If =0, no information is written.

- Graphic+: if=1, support for Graphic plus module (required G+ on dongle or in
DEMO mode, Microsoft .Net framework and G+ setup file: graphic_plus_setup.exe).
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EventModeKeepAliveYesNo: if =1, Guard Point Pro will close and reopen the
communication port used for second Alarm Priority buses, with the frequency
specified at EventModeKeepAlive entry. This is especially important when the
connection is TCP, since the TCP socket might be shut down automatically after a
certain period of communication silence.

- EventModeKeepAlive: Frequency (in seconds) in which to close & reopen the
communication port for second Alarm Priority busses, when the entry
EventModeKeepAliveYesNo=1.

- SwapBackDelay: Frequency (in minutes) in which Guard Point Pro checks whether
the main bus is back to live when a second bus is used as a redundant
communication bus. After a communication error on the main bus, Guard Point Pro
swaps immediately to the second bus and waits this delay to check via which bus it
can talk to more controllers.

- Minilock: if =1, support for Minilock controllers (relay commands are sent with
command 10 instead of command 40). It is recommended to use only if one of the
controllers is Minilock. In this case, do not use ‘4 states’ inputs and set the entry
OldRelayCmd=1.

- Resent Definition on Deny: if =1, when a cardholder is denied, Guard Point Pro
immediately downloads his/her definition to the controller. During controller
initialization, some cardholders can be denied. By sending immediately updates to the
controller, another pass attempt would be successful.

- NolO: if =1, automatic refresh of the inputs/outputs status is disabled in the Active
Alarm screen in order to save controller communication time. This setting is
recommended in large installations. Manual refresh is still possible with the ‘Refresh’
button on the Active Alarm screen toolbar.

- Lift per Reader: if =1, the screen 'Lift Authorization Group’ is enabled, allowing to
define different Lift Program for each reader of a same Lift controllers. If =0,
cardholder can only activate one ‘Lift Program’ for a Lift controller, no matter which
one of its readers he used.

- DoorOpenByMinute: Future use. Not supported by hardware yet.

- OldRelayCmd: if =1, support for old controllers (having firmware before the year
2000). It is recommended to use only if one of the controllers is old. Please contact
us before setting this entry. When this entry is set, old relay commands are sent (10
instead of 40), no special days commands (76) and no crisis level commands (OE) are
sent, new ‘Input Group’ actions are not supported.

- RelayAsync: if =1, when using actions for activating relays, no feedback is
expected, thus preventing the possibility to stuck the application when two or more
operations involving communication take place simultaneously. E.g., ‘Activate relay’
during Cardholder Import.

- RelayAsynclmmediate: if =1, any relay command is executed almost
immediately, right after the current command, instead of after all the existing
commands of the operational queue (e.qg., initializing a controller with thousands of
cardholders). This setting ensures the immediate execution of the relay action, but
contain the risk of inverting the designed order. E.g., when a process contains two
successive actions: ‘relay on’ then ‘relay off’, the program might randomly reverse the
order and leave the relay on. Therefore, if the order is critical, this entry should be
disabled.

- ResetTibbo: if =1, when one or more controllers using TCP networks do not
answer, Guard Point Pro sends a reset command to the Tibbo TCP converter.

- Resend Pendings: Frequency (in minutes) of sending the pending commands to
controllers. The pending commands are commands that were not received by
controllers due to communication error or other problems.

- Validation Cardholders: Frequency (in minutes) when Guard Point Pro scans the

cardholder database to see whether there are cardholders that need to be

added/deleted from controllers in accordance with cardholders’ time related
definitions (From date / To date / Scheduled AG / Exceptions).
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woPing: If =1, Ping command will not be used — enables communication with

Controllers over public network

- WaitFirstPing: Duration (in seconds) from the first detection of communication
problems till testing the TCP socket via PING command, when one or more
controllers using TCP networks do not answer. If the PING fails, Guard Point Pro
won't try to reach to the controller itself.

- WaitNextPing: Duration (in seconds) between PING commands, when one or
more controllers using TCP networks do not answer and when TCP socket did not
answer to the first PING.

- Ping Timeout: Timeout (in milliseconds) in which Guard Point Pro waits for an
answer to a PING command, when one or more controllers using TCP networks do
not answer.

- Controller Second: if =1, all events reported by controllers include also seconds
(controllers need to be initialized after changing the value of this entry). Supported
by controllers having firmware later than 01/06/2004. Not supported by IC1000
controllers.

- AlarmZones: if =1, support for allocating weekly program to input groups. An
option to select input groups is displayed in the ‘Event handling program>Alarms’
screen. In case of conflict, the individual input weekly program definition prevails.
This entry should be set to ‘1’ when using ‘Input Group Activation/Deactivation
during...” actions and/or Terminal reader.

- ControllerInputGroup: if =1, support for Input Group commands (43). This entry
should be set to ‘1’ when using ‘Input Group Activation/Deactivation during...” actions
and/or Terminal reader.

- SkipCheckTables: if =1, will not check if the database should be updated at the
Guard Point Pro start. This option is not recommended. Please contact us before
setting this entry.

- Refresh 10 Period: Frequency (in milliseconds) of refreshing the inputs/outputs
status, when the entry NoIO=0.

- SleepingDelay: Minimum duration (in milliseconds) between sending of two
successive commands. This entry affects the whole communication process thus
should not exceed a value of about 3ms (unless directed otherwise by the
manufacturer). Note that the ‘Waiting Delay’ option in the ‘Controller Network’
screen, defines the delay between two polling commands (including refresh
input/output status) for each individual controller network, while this entry concerns
both polling / refresh I/O as well as other commands for the whole system.

- Allow57k: if =1, allow using the baud rates: 57600 and 115200 bps. Note that
these baud rates are supported on all IC-PRO and on IC2000 controllers having
firmware version dated 02/07/04 and later.

- Baud Rate: range: 0 — 4. Controller communication baud rate (0 for 4800; 1 for
9600; 2 for 19200; 3 for 38400; 4 for 57600; 5 for 115200).

- Baud Rate Biometrics: range: 0 — 4. Biometrics reader communication baud rate
(0 for 4800; 1 for 9600; 2 for 19200; 3 for 38400; 4 for 57600).

- BiometricOptimize: if =1, fingerprints are sent only to the relevant biometrics
readers according to the access group definitions. If =0, all the fingerprints are sent
to all active biometrics readers.

- BioCreateBadge: if =1, card is automatically created and allocated to the relevant
cardholder during fingerprint enrollement.

- DisableDesign: if =1, report layouts designing is disabled (the ‘design’ tab of the
report preview is hidden).

- WoSetBaudRate: if =1, Guard Point Pro never sends a command to switch to the
current baud rate, when creating a new controller or when activating a non-active
one.

- doLockOnDoEvents: Used for debbugging. If =1, the function SendCardholder1

will be locked for reentrant through DoEvents.
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countDepthDoEvents: Used for debbugging. When >0, all over the application
DoEvents will be in depth allowed (calling DoEvents in Doevents) of
countDepthDoEvents.

DoPauseonReportViewer: 0 by default (range: 0 - 5). Delay of the little pause
before previewing a report in order to let the application the time to fill all the data in
the report before editing, avoiding some missing data (e.g. Total hours in Time and
Attendance report).

[Parking]

[ Log]

Auto Reset: if =1, all the parking lots are automatically cleared at the time given
by the entries ‘Reset Hour’ and ‘Reset Minute'.

Reset Hour: Hour of the parking lots auto reset, when the entry Auto Reset=1.
Reset Minute: Minute of the parking lots auto reset, when the entry Auto Reset=1.

View Log Windows At Startup: if =1, the real time event log is shown on the
application main screen on Guard Point Pro start.

Log Windows Height: Height of the real-time event log window.

Log Windows Width: Width of the real-time event log window.

Log Windows Top: Top position of the real-time event log window on the main
screen.

Log Windows Left: Left position of the real-time event log window on the main
screen.

NewlLog: if =1, the event log runs as Rich log, RTF text allowing to show camera
icons for relevant event and right click options. However, copying text is not possible.
If =0, the event log runs as Simple log, a simple text allowing copying with [Ctrl]+[C]
keys.

ScrollLogs: if =1, after writing new event, the event log cursor returns to its
previous location in the log text allowing the user to read the log text while getting
new events. If =0, the event log cursor auto jumps to the end of the log text every
time a new event is received.

LogScrollControl: if =1, a control button is displayed just above the top left side
of the event log window allowing to set on/off scrolling of the event log. Note that
the entry ScrollLogs controls the default scroll status on Guard Point Pro start only.

LoglnsertEventsControl: if =1, a control button is displayed just above the top
right side of the event log window allowing to set on/off displaying newly received
events on the event log.

2L ogs: if =1, the event log window is divided into two windows: one for access
events, the other for alarms instead of having both access & alarm events on the
same window.

LogOptimized: if =1, newly received events are not added at the end of the log
text but wherever the cursor is, allowing to save processing time when a large
amount of events is received in a very short time. However, it may be confusing to
the user: if clicking in the middle of the log text when new event is coming, the data
is written in the middle, thus ‘pushing’ the half of the old text downwards. Therefore
this value is suggested only on unmanned PCs.

LogCleanFrequency: Frequency (in transactions humber) in which Guard Point Pro
checks for event log clean up. By default each 100 transactions, Guard Point Pro
checks if the log text has reached the maximum value specified for the entry
LogMaxCharacters (if the entry NewLog=0) or LogMaxLines (if the entry NewLog=1).
Note that reducing this value can have a negative effect on the application
performance.

LogMaxCharacters: If the entry NewLog=0, maximum number of characters
stored in the event log (1 event is about 100 characters). At each
LogCleanFrequency, if the LogMaxCharacters is reached, all the transactions are
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deleted from the log except a number of characters equals to LogMaxCharacters. The
most recent characters are kept.

LogMaxLines: If the entry NewLog=1, maximum number of lines stored in the
event log. At each LogCleanFrequency, if the LogMaxLines is reached, all the
transactions are deleted from the log except a number of lines equals to
LogMaxLines. The most recent lines are kept.

DisplayAndSaveOnlyGrantWithPin: if =1, Access Granted events are stored and
displayed on the log screen only if the cardholder has presented both badge+PIN
code. The reader definition should have the options ‘With Card AND Keypad’ and
‘Door Controlled’.

Process_DisplaylmageAndText: if =1, when adding process buttons to the main
toolbar, the process name is displayed next to the icon. If =0, the process name is
not displayed allowing more place on the toolbar. The tool tip text of the button
contains the process name or the process description when it is filled.

[ActiveAlarm]

ActiveAlarm__IconWithoutLabel: if =1, when the entry Graphic+=0, icons on
the active alarm maps are shown with text label containing their name. If =0, icons
are shown without any text label.

ActiveAlarm_IconSize: if =16, when the entry Graphic+=0, icons size on the
active alarm maps is 16X16 pixels. If =32, icons size is 32X32 pixels.

BalloonToolTips: if =1, when the entry Graphic+=0, balloon shaped tool tips are
shown when moving the mouse over the icons on the active alarm map.

AlarmSoundInterval: 25sec by default. Duration (in seconds) between sounds of
“OnAlarm.wav”.

[ Time and Attendance]

TA+: if=1, support for Time&Attendance plus module (required T+ on dongle or in
DEMO mode).

TA_Correction: Maximum delay (in seconds). In Time & Attendance plus module
(i.e., when entry TA+=1), if two successive transactions are from the same reader
and the same cardholder, only the second one will be taken into account (i.e. the first
one will be ignored) if the delay between the two transactions is less than this
‘correction’ delay. This feature allows a cardholder to immediately re-punch if he
discovers that his first transaction was wrong.

TA_LateArrivalCountBeforeShift: if=1, in Time & Attendance plus module (i.e.,
when entry TA+=1), the report of late arrival cardholders (i.e. arrived later than the
scheduled entrance time (+ the grace delay) in their Personal Contract) will also
include cardholders who arrived before their scheduled entrance time, leaved and
then came back later than the start of their shift.

TA_MaxGracelnMinutes: 20min by default. Maximum value (in minutes) allowed
for the Grace period when creating Daily Shift in Time & Attendance plus module
(i.e., when entry TA+=1).

TA_uselLOG: Set by default. If=1, when opening the Time and Attendance screen,
the cardholder list and the reader list is filled following to the existing events in the
Journal. If=0, when opening the Time and Attendance screen, the reader list is filled
with all the readers of the database. This last value improves the speed of screen
opening.

[Language]

Language: Application language. The available values are ARA (Arabic), CAT
(Catalan), CL (Spanish-Chile), DEU (German), EN (English), ES (Spanish-Spain), FIN
(Finnish), FR (French), GRK (Greek), HEB (Hebrew), HGR (Hungarian), ITA (Italian),
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KOR (Korean) (Not translated yet), NL (Dutch), PL (Polish), POR (Portuguese), RU
(Russian), SIC (Chinese simplified), SK (Slovak), SWE (Swedish), TUR (Turkish).

FontName: Application font

CharSet: The character set relevant for the selected language. It is needed since
the application menu does not use Unicode. The available values are 0 (ENGLISH,
FRENCH), 136 (CHINESE), 161 (GREEK), 162 (TURKISH), 163 (VIETNAMESE), 177
(HEBREW), 178 (ARABIC), 186 (BALTIC), 204 (RUSSIAN), 222 (THAI), 238
(EASTEUROPE). Windows should have the local regional settings set as default.

[General]

SoftwareDongle: If=1 (by default), the license is held in secure software file.
If=0, the software runs with physical dongle.

KeepAliveEvery: range: 1 — 1440. Frequency (in minutes) in which Guard Point
Pro writes “KeepAlive” in the AME file. In addition, in Multi Site installation (when the
entries Multi-site=1), at this interval, the server also writes in the database that it is
currently running for updating the Diagnostic screen (text reported that the server
was alive at <date and time of last keep Alive> ).

CheckBackupEVTEvery: Frequency (in minutes) in which the server treats the
BackupEVT files if any. These files are temporary files where events are stored in
case of database disconnection. In addition, these files are also treated at each
Guard Point Pro startup and every day at 00:05.

FileSavingFormat: Date format (i.e. ddmmmyyyy) to use for AME, database and
Journal files name.

CloseWithoutMessage: if =1, when closing Guard Point Pro, no confirmation
message is displayed.

NoMessageBox: if =1, all Guard Point Pro messages that usually wait for user click
on OK button are disabled in order to prevent these messages from blocking the
application, when the application server is configured to run as a Windows service.
This option must be set ONLY on a server that runs Guard Point Pro as service,
without any user interface.

PassPass: if =1, a checkbox ‘Pass Everywhere’ appears in the Cardholders screen,
allowing to give access (i.e. for fire fighters) on all the doors (not depending on
Access Group, Exceptions, Schedule AG). Only the Validation option is stronger. In
Multi Company/Multi Site applications, only ‘Super users’ can see this checkbox.

ImportParamInSQL: if =1, Guard Point Pro reads the translation strings from the
Param.mdb file upon each startup. If =0, Guard Point Pro does not read it, saving
10-20 seconds when starting. In this case, if modifications were made to the
translation or after updating Guard Point Pro, the modified/new strings are not
updated into the system.

Multi Company: if =1, support for Multi Company application (required M on
dongle).

Multisite: if =1, support for Multi Site application (required xMS on dongle). Note
that it works only with database SQL type (DBType=2) and with Multiple access
groups (ForceMultipleAG=1).

SQLReplication: if =1, in Multi Site installation (when the entries Multi-site=1) the
SQL database is replicated and Guard Point Pro knows that the data sent to the other
servers could have a latency.

CheckQueueMSGEvery: Frequency (in seconds) in which the Guard Point Pro
server checks in the database table called QueueMSG if it has received some
transactions from other servers, in Multi Site installation (when the entries Multi-
site=1).
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- QueueMsgTOP: 80 by default. Number of transactions to read in QueueMSG table
in ‘QueueMsgMaxTimeProcessing’ seconds at each iteration defined by
‘QueueMsgLoadInterval’, in Multi Site installation (when the entries Multi-site=1).

- QueueMsglLoadlnterval: 8 by default. Pause (in seconds) until the next iteration,
when there are pending transaction in the QueueMSG table, in Multi Site installation
(when the entries Multi-site=1). If there are no pending transaction , the next
iteration will occur by the value set in ‘CheckQueueMSGEvery’ option.

- QueueMsgMaxTimeProcessing: 1 by default. Maximum number of seconds to
allow processing the QueueMSG table at each iteration defined by
‘QueueMsglLoadInterval’, in Multi Site installation (when the entries Multi-site=1).

- DebugMSMQSend: if =1, the Guard Point Pro server writes in AME files all
messages sent to the other servers, in Multi Site installation (when the entries Multi-
site=1).

- DebugMSMQRecyv: if =1, the Guard Point Pro server writes in AME files all
messages received from the other servers, in Multi Site installation (when the entries
Multi-site=1).

- HelpFile: For special projects only. File name of a customized help file in .pdf
format to open by clicking on "Help" menu. The .pdf file should have been set into
the application folder previously. Note that PDF reader must be installed in order to
open a PDF file.

- woColMemNum: if =1, at the startup Guard Point Pro does not upload the
cardholders’ details to PC RAM. This setting can save a lot of time in the Guard Point
Pro startup, especially when using DynamicNumBadge option.

- CardholderLoadOnSearch: if =1, the Cardholder screen opens directly in
“Search” mode, like when the “Search” button is clicked.

- CardholderSelectTop: Maximal number of cardholders (the first ones) to display
in the Cardholder screen. This setting can save a lot of time in this screen when a lot
of cardholders are managed. If =0, all the cardholders are displayed. Note that in
case of search, only the first found cardholders are displayed if the result reaches the
maximal value.

- ReportFolder: Full path of the report folder. If nothing is specified, Guard Point Pro
(server or workstation) uses the default folder ‘Reports’ under the server application
folder.

- ReportShowDeleted: if =1, ‘Door Pass’ report shows also events from deleted
cardholders and ‘All Cardholders’ report shows also the details of deleted cardholders.
These reports can be filtered according to deleted people or not.

- FileChecker: Not used.

- ShoweErrors: if =1, errors that Guard Point Pro receives from Windows and which
are generally saved in the AME file are displayed on main screen log (in addition to
writing them on the AME file).

- Region: For special projects only.

- isPollingToFile: Option for placing within files all events waiting to be processed by
Guard Point Pro in order to preserve the controller buffers against loss of data due to
a server crash or due to a restart operation during event uploading. The buffer files
are located into the folder “\polEvt'.

- doSavePollingFiles: When the entry 'IsPollingToFile=1', option for saving the files
after treatment into the folder “\polEvt\Done’ in separate folders per day and per
hour (if =0, the files are deleted after treatment).

- sendCtlWithPriority: Option to set up a priority order in the controllers download.
For each controller, the field (sendPriority) in the Controller table in the database
should be set with a priority number (0 - 9999). The higher is the number, the
greater is the priority. Note that special priority number ‘9999’ is reserved for adding
a second queue of download. In this case, the commands are sent alternatively to
controllers having ‘9999’ as priority humber and to the other controllers from the
regular queue.
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- sendMaxCrdHcommandsPriorityAtOnce: When the entry
'sendCtIWithPriority=1', option to send more than one command in ‘9999’ queue, at
each timer (up to 3, default is 1).

- sendMaxCrdHcommandsRegularAtOnce: When the entry
'sendCtIWithPriority=1", option to send more than one command in regular queue, at
each timer (up to 3, default is 1).

[Cardholder / Visitor]

- AllowDuplicateName: if =1, Guard Point Pro allows saving people having the
same first & last name. In this mode cardholders’ names are displayed along with
their ‘Number’ (as typed in Number field on the cardholder screen). Therefore, in
order to force the duplicates to have a unique Number, it is recommended to set the
option CardholdersNumberUnique.

- SavePhotoByField: Option for saving the captured photos with specific file name.
If="Num", the cardholder photo files will have the cardholder Number as file name,
if="ID" it will be the cardholder ID, , the field called 'ID' in the cardholder screen, etc.
If empty, the file name is “photo” & cardholder ID & *_" & Cardholder Last Name.
Note that "Num" only works if the option CardholdersNumberUnique=1.

- CardholdersEraseMsg: if =1, when deleting a cardholder, a confirmation message
“Do you want to delete?” is displayed.

- CardholdersNumberUnique: if =1, when creating new cardholders, the system
forces the user to enter a unique value in the Number field on the cardholder screen.

- CardholderDefaultAccessGroup: Default Access Group allocated automatically at
Cardholder creation (i.e. CardholderDefaultAccessGroup = Anytime Anywhere). Note
that if the Access Group does not exist, a message is written in the AME file.

- DepartmentAG: If = 1 (set by default), Department screen allows Access Group/s to be
defined as the default for new cardholders being assigned that Department. Note that this
feature is not available when using simple Access Groups (when the INI entries “MultiSite=0"
and “ForceMultipleAG=0"). This option is stronger than the entries
‘VisitorDefaultAccessGroup’ and ‘CardholderDefaultAccessGroup’. This feature is stronger
than the option ‘Also for Visitor screen’ in the Access Group screen.

- ForceMultipleAG: if =1, the user is forced to work with Multiple access groups
only. In addition, if Simple access groups were allocated to existing cardholders, they
are automatically transformed into Multiple access groups at the Guard Point Pro
startup.

- CardholderDefaultBadgePrintingLayout: Default Badge printing layout
allocated automatically at Cardholder creation (i.e.
CardholderDefaultBadgePrintingLayout = badgel.rpx).

- VisitorDefaultAccessGroup: Same option as ‘CardholderDefaultAccessGroup’ at
Visitor creation.

- VisitorDefaultBadgePrintingLayout: Same option as
‘CardholderDefaultBadgePrintingLayout’ at Visitor creation.

- VisitorEndDay: Default end time allocated automatically at Visitor creation (i.e.
VisitorEndDay = 17:00). The card will be valid during the day of its creation, till the
max. 30 minutes (by default) after the hour/minute specified at this entry hour.

- CardholderSpecialSearch: if =1, the Search function in the Cardholder screen
allows searching on special characters, like the Turkish character <I>.

- MinCardholders: Minimum value for the NumBadge, the cardholder unique index
on the controller(s) memory. When giving a card to a cardholder, a new NumBadge
(last given value + 1) is allocated to him. The cardholder NumBadge can be seen on
the lower right corner of cardholder screen when pressing Shift+F12. By default, the
minimum value is 1 and it should not be changed in standard installations. Only in
Multi Site installations, where two or more polling servers are used, this entry (and
MaxCardholders) allows to allocate each server with a different array of cardholders’
indexes (E.g. Server 1: from 1 to 1000, Server 2: from 1001 to 2000, etc...)
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- MaxCardholders: Minimum value for the NumBadge (see explanation for
MinCardholders). The value should be equal to the highest allowed NumBadge of the
controller. For example, the highest NumBadge allowed for IC2000 with 128K RAM is
6552 (with 4 doors) or 8934 (with 2 doors). The IC2000 with 512k RAM can accept
up to NumBadge of 32760 (with 4 doors) or 44760 (with 2 doors). If controllers have
different RAM sizes, this entry should match the highest NumBadge on the lowest
RAM controller. When all the available NumBadge are occupied (i.e., according to the
limits as defined by MinCardholders & MaxCardholders) Guard Point Pro gives the
error message: “Controller Memory Full”.

- DynamicNumBadge: if =1, each controller may have different NumBadge
(cardholder unigue index on the controller memory) for a same cardholder, allowing
controller memory optimization. NumBadge array of each controller is based only on
known cardholders according to their access group. If =0, NumBadge array is the
same for all the controllers in the system. Example: in a system of 20k cardholders,
one of the controllers needs to grant access just two cardholders — the ones that was
last to be added to the system. If DynamicNumBadge=0, their NumBadge would be
19999 & 20000 (which means a IC2000 with 128K RAM cannot accept them). If
DynamicNumBadge=1, their NumBadge on this controller would be 1 & 2. Note that
Global Anti Passback is not supported when DynamicNumBadge=1.

- Timeout Log Off: Duration (in minutes) after which Guard Point Pro automatically
logs off. The program continues to work in the background. If =0, there is no
automatic log off (highly recommended when performing long server procedures, like
cardholders import, controller initialization, etc.).

- Automaticlnhibition: Duration (in days) after which Guard Point Pro automatically
invalidates all the cards that were not used on this period. Guard Point Pro checks
each night between 00:45 and 00:46. If =0, there is no automatic cardholder
inhibition.

- BioSmart_SiteKeyMode: Value corresponding to the 4 options of Bio Smart
Security in the Tools>Options>SQL/BIO screen. The available values are 0 (asking
the Site code once per session), 1 (asking the Site code once), 2 (asking the Site
code at each Bio Smart use), 3 (disabled).

- BioSmartWaitingCardTimeout: Timeout (in seconds) in which Guard Point Pro
waits for smart card after clicking ‘Read Smart Card'.

- SendBioPending: if =1, Bio template pending are sent during startup. If =0,
skipping the 'send pending' commands of Bio template readers upon application
startup.

- DebugBIO: if =1, all messages relating to Biometric readers are written into AME
files (and in DBMon).

- Default Badge Code: Value of default card prefix for all new cards. The prefix
would be auto created as the card code for each new card, but users can freely edit
it. If no value is specified, there is no default badge code prefix.

- Default Technology: Default technology for new cards and new readers. The
available values are 1 (Magnetic card), 2 (Barcode), 3 (Wiegand), 4 (Wiegand 2),

5 (Wiegand Keypad), 6 (Bio Smart Card), 7 (Touch), 8 (Radio).

- UseWorkstationTech: if =1, each workstation uses the ‘Default Technology’
option from its GuardPointPro.ini file (useful in MultiCompany/Multi-site applications)
instead of using the one of the server GuardPointPro.ini file.

- UseUSBReader: if =1, support USB reader for enroliment. Clicking on the 'Get
from card' button and passing a card at this reader displays the card code on the 'Get
from card' screen.

- USBReaderFormat: Card format supported by the USB reader when the entry
UseUSBReader=1. The available values are:

USBReaderFormat = 0 (hexadecimal, the 8 MSB digits). For example, for a card
having the code 1234567890, the screen shows 12345678.

USBReaderFormat = 1 (16 bit decimal for Paxton USB reader)

USBReaderFormat = 3 (24 bit decimal for Paxton USB reader)

USBReaderFormat = 108 (the 8 LSB digits). For example, for a card having the code
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1234567890, the screen shows 34567890.

USBReaderFormat = 109 (the 9 LSB digits). For example, for a card having the code
1234567890, the screen shows 234567890.

USBReaderFormat = 110 (the 10 LSB digits)

USBReaderFormat = 111 (the 11 LSB digits)

USBReaderFormat = 112 (the 12 LSB digits)

- GetFromCardReaderID: If the reader list is used in the 'Get From Card' screen for
filtering cards enrolment on a single enrolment reader, and a specific reader selected,
the Reader ID is stored at this location (when exiting the screen), and subsequent
accesses to GetCardFromReader will pre-select this reader in the dropdown. By
default the value is 0 (<Any Reader>).

- MultipleViewPhoto: if =1, more than one ‘Display Photo’ screen can be opened
allowing to match several readers simultaneously. On each request to open this
screen, a new instance is opened. If =0, only one instance of this screen is allowed.

- DisplayPhotoDuring: Minimum duration (in seconds) to show an image on the
Display Photo screen, avoiding too fast photo swapping while many successive access
events are received. If =0, the screen shows each image until the next access event
is received.

- PhotoSize: Default photo size when capturing a photo through the cardholder
screen. The available values are 100, 150, 200, 250, 300, 350, 400.

- PhotoSizeType: Additional photo sizes to the entry 'PhotoSize' for having different
photo ratios (i.e. 4x3, 4x3.25). The available values are 1 (100 X 75), 2 (100 x 81),

3 (100 x 100), 4 (150 x 150), 5 (200 x 150), 6 (200 x 162), 7 (200 x 200), 8 (250 x
250). If =0, the 'PhotoSize' option is used.

- UseAGoptimization: Option to prevent download to controllers any changes on
Access Group if no cardholder belongs to this Access Group.

- TerminalReader: Allow to display the transactions made using the Terminal into
TA or TA+ reports by associating them to a reader. If =1/2/3/4, all the Terminal
transactions will be considered as being passed from reader no.1/2/3/4 of the
controller which the Terminal is connected to. Note that in the log event screen, the
transactions are still attributed to the relevant Terminal. If =0, the Terminal
transactions will have no attribution to any reader.

- PhotoFormat: Default photo file format in the cardholder screen. The available
values are JPG, BMP.

- LocationRefresh: Period (in seconds) of the automatic refresh for the Location
screen. If =0, there is no automatic refresh for the Location screen.

- ConfirmOnlyNotOnAlarm: Value corresponding to the 3 options of Alarm
Confirmation in the Tools>Options>General screen. The available values are 0
(allowing to confirm all alarms), 1 (restricted to OFF inputs) and 2 (displaying
warning message before confirming).

- NightShiftHours: Maximum allowed work time (in hours) for Roll Call supporting
overnight work. If =0, overnight work is not supported by the Roll Call (the advanced
T&A report which checks entry/exit readers only).

- Distant_ConnectOnPending: if =1, Guard Point Pro automatically updates dial up
controllers (via modem) when pending should be sent to these controllers.

- StartMinimized: if =1, Guard Point Pro starts with minimized window.

- ImportDB_LogOnlyError: if =1, when importing cardholders, the log file
(import.log by default) contains only errors. If =0, the log file contains all the actions,
including successful imports. It is recommended to set this entry at 1 if frequent
imports are realized to avoid having big log files.

- ImportwoDownload: if =1, when importing cardholders, the controllers are not
updated, saving process time (recommended for large databases). It is highly
advised to initialize the controllers once the import is done.

- KeepUnallocatedBadgeAfterlmport: When someone has to change his card for
any reason, it may be useful to keep his old card in the system as ‘free’ card. If=1,
the cards replaced by the Import function are still stored in the database as ‘free’
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cards. If=0, when updating existing cardholders with new card via the Import
function, the replaced cards are automatically removed from the database.

AMEFileMaxSize: Maximum size (in Mbytes) of the daily error files (.ame) on the
AME folder. When growing bigger Guard Point Pro renames the file and open a new
one, up to the value of the entry AMERotation.

AMERotation: Maximum number of AME files per day. In case Guard Point Pro
needs to write more AME files in one day, the new file would override the last. For
example, if 7 files needed to be created in a certain day, and the entry is equal to 3,
the folder would finally contain the 1%, 2" and the 7" file. Their total size would be
AMEFileMaxSize X AMERotation (i.e. 5 X 3 = 15MB).

Light: if =1, when no dongle is installed, Guard Point Pro just supports the basic
modules and limited functionality on many screens. If =0, when no dongle is
installed, Guard Point Pro supports all the modules with DEMO configuration for
demonstrations.

EmailServerAddress: SMTP Server Address, defined in the
Tools>Options>General>E-mail options screen, for sending e-mail via an action.

EmailSenderAddress: Sender E-mail Address, defined in the
Tools>Options>General>E-mail options screen, for sending e-mail via an action.

EmailUser: User account, defined in the Tools>Options>General>E-mail options
screen.

EmailPassword: E-mail Password, defined in the Tools>Options>General>E-mail
options screen.

SoftAPB: For special projects only. If =1 and if special firmware on controllers,
when a cardholder requests to access a second time from a same reader which has
the local Anti-Passback mode, the controller grants the access and reports the event
as “Access Denied - Anti-Passback”.

GlobalAPBwoPC: if =1, Global Anti Passback is managed by Guard Point Pro and
also through the 2" bus of the controllers, even when Guard Point Pro is down. If
=0, it is managed only by Guard Point Pro. Modifying this entry should be followed by
controllers initialization.

DontUpdateAPBLevel: if =1, Global Anti Passback is not managed by Guard Point
Pro. Usually used when the entry GlobalAPBwoPC=1.

UpdateEscortAPB: if =1, when Guard Point Pro manages Global Anti Passback,
the Anti Passback level of the escort (i.e. the 2™ person to pass on an Escort reader),
is also updated.

EnableStopPolling: if =1, the ‘Communication>Stop/Resume polling” menu is
available. In Multi Company/Multi Site applications, only ‘Super users’ can see this
menu.

LimitUserAG: if =1, ‘Access groups’ tab is enable in the User screen allowing to
limit each user to be able to add/remove only specific access groups. In this mode,
the check box 'Also for visitor' in Access Group screen is disabled because the
LimitUserAG option has higher priority. As this option only affects multiple Access
Groups, it works only with the entry ‘ForceMultipleAG=1".

PasswordExpireAfter _Days: Number of validation days of the user password. If
=15, it means that the user password expires after 15 days. If =0, there is no
expiration. Note that if the password has expired and the user is still logged, Guard
Point Pro will not log him off but will inform him that he should change the password
because the period expired.

AllowReuseUserPassword: if =0, the user can't set the same password twice.

PasswordMinLength: Minimum number of characters for the authentication
password, including numerals or special characters. (=1 by default).
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- PasswordMixNumber: Minimum number of letters and digits for the
authentication password (=0 by default). A value of 2 would require at least 2 letters
and two digits in the password.

[LPR]

- LPRType: if =1, support for Sony License Plate Recognition Camera model XCI-
NPR. It requires the LPR module on the dongle.

[Video]

- ViewerPath: Defines location of custom DVR viewer program (if required).
Example: ViewerPath = C:\Program Files\Avigilon\AvigilonViewer.exe. By default the
option is empty, which means that the viewer is installed in the application folder.

[External integration]

- OpenScreenOnTop: if =1, when opening a screen, it stays above all the other
screens for 0.5 second.

- OpenScreenConstantOnTop: if =1 and if the entry OpenScreenOnTop=1, when
opening a screen, it stays above all the other screens constantly.

- NoTask_ActiveAlarm: For special projects only. If =1, when the entry
Graphic+=0, no command can be realized from the Active Alarm screen. Usually used
with SCADA.

- ExternalEvents: For special projects only. If =1, Guard Point Pro receives events
from external applications.

- ExternalEventsTestMin: For special projects only. Frequency (in minutes) in
which Guard Point Pro should check events from external applications, when the
entry ExternalEvents=1.

- Dual Confirmation: if =1, two types of users can be defined: ‘Maker’, who makes
access data changes that affect cardholders and ‘Checker’ who approves or rejects
these changes. Once the changes are approved there are automatically downloaded
to the respective controllers. This feature is limited to changes in the cardholders’
screen.

- UseDBforacAPI: Option for using the table QueueMSGAP of the database for
communicating with the Web Interface. This table contains Status and Result of requests.

- CheckacAPIEachSec: 5sec by default (range 1-60). When the entry
'‘UseDBforacAPI=1"', frequency (in seconds) in which the Web Interface checks Status
and Result of requests.

- NsITdtAddToAscii: Option for using Ticket Dispenser Terminal controller (belongs
to the IC1000 family), which in addition to its standard security features, is able to
print programmable tickets on a serial printer for ticket printing applications (e.g.
cafeteria meal tickets). If=1 (0 by default), the “Send Cardholder Names"” option is
added in the controller screen when selecting the controller type ‘IC1000’, for storing
in the controller memory, the last name and first name of each cardholder (11th
characters maximum). Note that after a controller is set to 'Send Cardholder Names',
Guard Point Pro server and workstations must be restarted. This feature is supported
only for SQL database.

[OPC]

- OPC Server: if =1, support for OPC server. It requires the OPC module on the
dongle.

- OPCServerTagUseldOnly: if =1, when the entry OPC Server=1, OPC tag names
include the ID number of the relevant records in the database. If =0, some OPC tag
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names include the text inserted in the Description field of the relevant records (e.g.,
inputs).

OPCWaitingDelay: Delay (in milliseconds) between start and end of alarm events
in OPC, when the entry OPC Server=1. This is helpful when the external OPC client
application might miss successive quick changes in OPC tags. The recommended
value is around 100.

OPCConfirmEventReception: Option for allowing Guard Point Pro server to wait
for OPC client confirmation, in order to be sure that the OPC client receives every
event. Then, only when the OPC client has confirmed the event reception by setting
the tag *_EVENTS_RECEIVED' to 1, Guard Point Pro can send the next event and
immediately reset the tag value to 0. Events that are waiting to be sent to OPC client
are stored in the ‘OPCEvents.xml’ file.

[ModbusTCP]

ModbusTCP: if =1, support for ModbusTCP. In this mode Guard Point Pro answers
to ModbusTCP commands and each controller is seen as a virtual ModbusTCP device
that can accept the relevant read/write supported commands. It requires the Modbus
module on the dongle.

ModbusTCPObject: if =1, when the entry ModbusTCP=1, ModbusTCP support is
done by the external program ‘TCP_MDB_OBJ.exe’ (recommended). If =0,
ModbusTCP support is done by Guard Point Pro.

ModbusTCP_LogRead: if =1, when the entry ModbusTCP_LogServer=1, Guard
Point Pro writes in the AME file, the events occurred on Read type data.

ModbusTCP_LogWrite: if =1, ModbusTCP_LogServer=1, Guard Point Pro writes
in the AME file, the events occurred on Write type data.

ModbusTCP_LogServer: if =1, Guard Point Pro writes in the AME file, the
communication operations realized via ModbusTCP.

ModbusTCP_UseDescriptionForActionProcesslID: Option for executing Actions
and Processes of Guard Point Pro via TCPModbus by using customized ID. The
customized ID must be numbers only and must be set in the 'Description’ field of the
corresponding Actions and Processes.

[Telemaque]

Telemaque_Table: For special projects only. Support for an integration with an
advanced visitors management system by Safeware (www.safeware.fr).
Telemaque_SupprimeVisitor: For special projects only. Support for an
integration with an advanced visitors management system by Safeware
(www.safeware.fr).

[JOURNAL]

doAskToJournalOnStartUp: if =1, when the database is MS-Access type
(DBType=1), Guard Point Pro will prompt at startup with the question suggesting the
backup when the journal contains more than 3 months data.

doAutoJournalEveryMonth: if =1, when the database is MS-Access type
(DBType=1), Guard Point Pro checks every month, if the journal contains more than
3 months data. If it is true and if Guard Point Pro is running, it launches the auto
backup. The checking operation happens on the day specified at the
‘dayOfMonthToAutoJournal’ entry and at time specified at the hourToAutoJournal and
minuteToAutoJournal entries.

dayOfMonthToAutoJournal: Day of the month (eg. on 2nd day of the month)
when Guard Point Pro checks if the journal contains more than 3 months data and if
yes, it launches the auto backup. Only when the entry
‘doAutoJournalEveryMonth=1'and the database is MS-Access type (DBType=1).
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hourToAutoJournal: Hour of the auto backup (see the ‘dayOfMonthToAutoJournal’
entry).

minuteToAutoJournal: Minute of the auto backup (see the
‘dayOfMonthToAutoJournal’ entry).

[Wizcon]

Wizcon Integration: if =1, support for Wizcon Integration.

WizconlnputTagReset: For special projects only, when the entry Wizcon
Integration=1.

WizconReaderTagReset: For special projects only, when the entry Wizcon
Integration=1.

WizconTagATimeout: For special projects only, when the entry Wizcon
Integration=1.

WizconAreaRefresh: For special projects only, when the entry Wizcon
Integration=1.

WizconGroups: For special projects only, when the entry Wizcon Integration=1.

CreateTagsAtStartup: For special projects only, when the entry Wizcon
Integration=1.

CreateTagsAtMidnight: For special projects only, when the entry Wizcon
Integration=1.

ServerRedundancy: This entry is displayed on the GuardPointPro.ini file of the
server only. If =1, the Guard Point Pro server works as the main server. If =2, the
Guard Point Pro server works as the backup server, when the Guard Point Pro server
redundancy is used. In this case, when the backup server starts it sends a message
via Spread to the main server to close itself. In addition, all workstations receive a
command to switch from their main SQL database (defined in the entry
SQL_Connect) to the alternative database (defined in the entry
SQL_Connect_Backup). The same way, when the main server starts it shuts down
the backup server and tells the workstations to swap to the main database.

ServerRedundancyName: Name of the server that it should replace. This entry is
used in Multi site application, for telling to local workstations only to swap. The
backup server takes the communication linked to the main server and listen to the
main server messages via spread and through the QueueMSG table. Each site could
have a backup server.

UpdatedbyDistance: For special projects only, for updating database of distant
sites (i.e. create, modify, or delete card/cardholders).

UpdateDistantSites: For special projects only, for updating database of distant
sites (i.e. create, modify, or delete card/cardholders).

UpdateDistantSitesTimeout: For special projects only, for updating database of
distant sites (i.e. create, modify, or delete card/cardholders).

AllowConnectDistantSitesDB: For special projects only, for connecting to distant
databases and changes records. If =1, a new menu 'Site’ appears in the Guard Point
Pro menu with the name of the distant sites (up to 6 different sites).

Name_CurrentSite: Name of the local site, when the entry
AllowConnectDistantSitesDB=1.

Name_Sitel: Name of the 1% distant site, when the entry
AllowConnectDistantSitesDB=1.

SQL_Connect_Sitel: Connection string to SQL database of the 1 distant site,
when the entry AllowConnectDistantSitesDB=1.

Name_Site2: Name of the 2" distant site, when the entry
AllowConnectDistantSitesDB=1.

SQL_Connect_Site2: Connection string to SQL database of the 2" distant site,
when the entry AllowConnectDistantSitesDB=1.

Keico: For special projects only, using Keico readers.

Suprema: For using Suprema Biometric readers.
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[Messages]

TRNO, TRN1, TRN2, TRN3...: Values corresponding to each log events (e.g.,
Grant, Denied, Start/End alarm etc.), specifying whether or not it should be displayed
on the event log, saved and what font color it should have when displayed. All these
options are controlled in the Tools>Options>Menu screen.

Color_DeniedCancel: (=2 by default) Color value of the cancelled badges
transactions in the log screen. Available color values are: 0 - Light Pink; 1 - Black; 2 -
Red; 3 - Blue; 4 - Bordeaux; 5 - Green; 6 - Orange; 7 - Pink; 8 - Purple; 9 - Light
Gray; 10 - Light Blue.

Color_DeniedLost: (=2 by default) Color value of the lost badges transactions in
the log screen. Available color values are: 0 - Light Pink; 1 - Black; 2 - Red; 3 - Blue;
4 - Bordeaux; 5 - Green; 6 - Orange; 7 - Pink; 8 - Purple; 9 - Light Gray; 10 - Light
Blue.

Color_DeniedStolen: (=2 by default) Color value of the stolen badges
transactions in the log screen. Available color values are: 0 - Light Pink; 1 - Black; 2 -
Red; 3 - Blue; 4 - Bordeaux; 5 - Green; 6 - Orange; 7 - Pink; 8 - Purple; 9 - Light
Gray; 10 - Light Blue.

SkinEnabled: if =1 (default), Guard Point Pro uses the Skin (or Msstyles) specified
in ‘SkinFile’ option.

SkinFile: Skin (or Msstyles) of the user interface. The skin files are located in the
folder Media/Bin.

SkinConf: Parameter of the Skin (or Msstyles) of the user interface.

[Personalize Cardholder Screen]

Cardholder_Address_Move_To_General: Sequence order (between 1-7) in
which the fields for Address and Phone located in the Cardholders>Personal screen
are displayed in a scrollable window, at the bottom of the Cardholders>General
screen. If=0 (by default), these fields are left in the Cardholders>Personal screen.

Cardholder_Privileges_Move_To_General: Sequence order (between 1-7) in
which the Privileges fields (checkboxes) located in the Cardholders>Personal screen
are displayed in a scrollable window, at the bottom of the Cardholders>General
screen. If=0 (by default), these fields are left in the Cardholders>Personal screen.

Cardholder_CarNumber_Move_To_General: Sequence order (between 1-7) in
which the 'Car registration No.' field located in the Cardholders>Personal screen is
displayed in a scrollable window, at the bottom of the Cardholders>General screen.
If=0 (by default), this field is left in the Cardholders>Personal screen.

Cardholder_ZonelD_Move_To_General: Sequence order (between 1-7) in
which the 'Parking user group' list located in the Cardholders>Personal screen is
displayed in a scrollable window, at the bottom of the Cardholders>General screen.
If=0 (by default), this field is left in the Cardholders>Personal screen.

Cardholder_LiftProgram_Move_To_General: Sequence order (between 1-7) in
which the 'Lift programme' list located in the Cardholders>Personal screen is
displayed in a scrollable window, at the bottom of the Cardholders>General screen.
If=0 (by default), this field is left in the Cardholders>Personal screen.

Cardholder_CustomFields_Move To_General: Sequence order (between 1-7)
in which the Customized fields located in the Cardholders>Customized screen are
displayed in a scrollable window, at the bottom of the Cardholders>General screen.
If=0 (by default), these fields are left in the Cardholders>Customized screen.

Cardholder_Visitor_Move_To_General: Sequence order (between 1-7) in which
the Visitor fields located in the Cardholders>Visitor screen are displayed in a
scrollable window, at the bottom of the Cardholders>General screen. If=0 (by
default), these fields are left in the Cardholders>Visitor screen.

Cardholder_ID_Move_To_General: If=1, the 'ID' field located in the
Cardholders>Personal screen is moved to the Cardholders>General screen, under the
‘Number’ field. If=0 (by default), this field is left in the Cardholders>Personal screen.
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- Cardholder_Company_As_A_ Combo: Option for displaying the 'Company' field
as a Combo box. Note that it is not supported in Light version.

- Cardholder_Open_Maximize: Option for opening automatically the Cardholder
screen with the maximal size.

[Keesing]

- Keesinglntegration: For special projects only. Support for an integration with an
Internet service allowing to check the authenticity of ID cards, driving licences and
passports, by KEESING (www.keesingreferencesystems.com).

- KeesingTest: For special projects only. When the entry 'KeesingIntegration=1',
if=1, connection to Test server; if=0, connection to Production server

- KeesingAccount: For special projects only. When the entry 'KeesingIntegration=1',
Keesing Account name.

- KeesingUser: For special projects only. When the entry 'KeesingIntegration=1',
Keesing User name.

- ScannerType: For special projects only. When the entry 'KeesingIntegration=1',
type of scanner used. Available values: 0- Standard; 1- ARH PRM; 2- ARH_PRMc; 3-
3M/RTE 8000.

16.3 HIDDEN OPTIONS

Guard Point Pro supports the following options but they are not created by default or when
clicking OK in the Tools>Options screen, unless they were previously added manually into the
GuardPointPro.ini file.

(Hidden)

- DebugCom: for creating communication log files of the controllers” communication.
If =1, raw HEX commands and all the polling commands including those with empty
results, sent from the PC along with the controllers answers are displayed on the
event log.

If =2, this information is saved on files on the AME folder, one file per hour and per
controller network. Due to the empty results, this setting means quite large files,
even up to few MB per hour.

If =4, the log files contain only the polling commands receiving new events (not the
empty results).

If =8, the log files contain only the raw HEX commands sent to the controllers.

If =12, the log files contain the raw HEX commands and polling commands receiving
new events.

If =0, no communication log files are saved and this entry is not displayed in the
GuardPointPro.ini file.

- ExecAppOtherPC: if =1, the Action screen displays for the action “Execute
external application” the computer list allowing to select which PC will execute the
application (e.g. DVR program). This entry should be set on all Guard Point Pro PC
where the application is about to be executed.

- Modbusinternal: if =1 (not recommended), ModbusTCP support is done by Guard
Point Pro.

- SpreadInterval: 10ms by default (range 10-10000). Frequency (in milliseconds) in
which Guard Point Pro checks for new spread messages.

- SpreadReConnect: if =1, allow to reconnect to distant spread, when using the
option SpreadDeamon, in case of connection failure. This function listen each 10ms
by default (configurable in SpreadInterval) if new message arrives via the Spread. If
the connection is failed, it returns error code that Guard Point Pro catches and
reconnects.

- SpreadTimeout: 16sec by default (range 1-60). Timeout (in seconds) in which
Guard Point Pro waits for an answer from another PC via the Spread.
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- woReconnect if =1, Guard Point Pro will never reconnect TCP connections if one
or more controllers using TCP networks do not answer.
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